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1. HEJIX OCBOEHUSA JTUCIIUITIJIMHBI (MOAYJIS)

1.1 | Lensto yuebHoM nucuummnHsl «MHGOpManmnoHHOE 00IecTBO U 0OecneueHne

1.2 | naopMaIoOHHOM 6€30TTaCHOCTIY SBIAETCS IPHOOPETEHNE CTyAeHTaMH 3HaHNI, HABBIKOB U YMEHHUH,

1.3 | cBsI3aHHEBIX C MIPaBOBbBIMU U IIPOTPAMMHO-TCXHUYCCKUMHA HpO6J’IeMaMI/I 3alllUThl I/IH(I)OpMaHI/II/I

1.4 | rocyIapcTBEHHBIX M HETOCYIAPCTBEHHBIX OPraHM3alUi U YIPESIKICHHH.

3amaun: 3agaun JUCHUIIIAHEI:

- oTIpeJieTICHHe OHATHITHOTO arnmapara, HCIIoJIb3yeMoro B 00J1acTi obecriedeHns: 0€301acHOCTH

uH(pOpMaUH B KOMIIBIOTEPHBIX CHCTEMAX;

- CHCTeMaTH3alusl TEOPETHYECKUX 3HAaHWH MO 00eCIedyeHHIo 0e30MacHOCTH MH(OPMAIMU B CHCTEMax YIPABICHUS, HCIOJIB3YIOLIINX
COBpEMEHHBIC HHPOPMAIHOHHEIC TEXHOJIOTHH;

- BBIBJICHHE CYITHOCTH, IIEJIEH, 3a1a4 ¥ MEcTa METO/I0B M CPE/ICTB 3AIUTHI MH()OPMAIIOHHBIX

MPOIIECCOB B KOMITBIOTEPHBIX CUCTEMax B 00IIeH cucteMe obecneueHus 6e30MacHOCTH HH(opMaIiy Ha
o0beKTax HH(OpMaTH3ALHH;

- N3y4eHNe OCHOBHBIX MPUHIINIIOB IIPIMEHEHHS METOIOB M CPEJICTB 3alIUTH HH(POPMAIUHU IIPH OpTraHN3anu
3aIIUTE HHPOPMAIMOHHEIX MPOIECCOB B KOMITBIOTEPHBIX CHCTEMAX;

- U3y4eHHE HOPMATUBHO-PYKOBOSIINX JOKYMEHTOB, PETJIaMEHTHPYIOIIUX BOIPOCH! o0ecredeH s 0e30I1acHOCTH
nH(pOpMaUK B aBTOMATH3MPOBAHHBIX CHCTEMAX;

- pa3BHUTHE ¥ 00y4aeMBIX yIPaBICHICCKAX M HHXKCHEPHBIX HABBIKOB 000CHOBAaHHOTO IPHHATHS PEIICHUH 1O
OpraHu3aly KOMIUIEKCHO# 3aluThl HH(OPMALIMH, OLIEHKE 3alUIEHHOCTH ¥ YIIPABJICHHUS POLECCAMHU 3allUThI B
ABTOMATH3UPOBAHHBIX CUCTEMaX.

2. MECTO JUCHHUIIJIUHBI (MOAYJISl) B CTPYKTYPE OBPA3OBATEJIbBHOU ITPOI'PAMMBbI

Hukn (paznmen) OIT: | b1.B

2.1 | TpeGoBaHus K NpeBAPUTEIbHOI HOATOTOBKE 00y4al0IIerocs:

2.1.1 | Marematuka

2.1.2 | OCHOBBI NOIUTHUYECKON HAYKH

2.1.3 | UudopMarioHHO-aHATUTHYECKast paboTa

2.1.4 | IlpaBoBoe obecrieueHrE MEKIYHAPOAHOTO COTPYIHHUUYECTBA

2.2 | JucunnnHbl (MOAY/1H) U NPAKTUKH, JJI51 KOTOPbIX OCBOEHHE JAHHOM AMCUUIIIMHBI (MOAYJIA) HEOOX0AUMO KaK
npejaulecTBywoee:

2.2.1 [ [Ipon3BoCTBEHHAS MIPAKTHKA: HAYIHO-HCCIIEAOBATENbCKAs paboTa (110 TeMe BBITYCKHOI KBaIn(UKaIHOHHOH PabOThI)

2.2.2 | PernoHnanpHble IOACUCTEMBI MEKIYHAPOAHBIX OTHOIICHUI

2.2.3 | MexnyHapoaabie KoHGIUKTH B X XI Beke

2.2.4 | BuemHenonutryeckuit mporecc (Boctok/3anam)

2.2.5 | BHelHsAs MOJIMTHKA CTPaHbl (PErMOHa) CrIeUaT3aI[ii

2.2.6 | YueOHas mpakTHKa: HaydHO-UCCIeI0BaTeNbCKask paboTa (MolydeHne NepBUYHBIX HABBIKOB HAYYHO-HUCCIIEA0BATEIbCKOM
paboThI)

2.2.7 | MexayHapoaHBIA TEPPOPU3M

2.2.8 | T'ocynapcTBeHHas KapoBas MOJUTUKA

3. DPOPMUPYEMBbBIE KOMIIETEHIIUU, UHANKATOPBI UX TOCTUKEHUSA
U IUIAHUpYeMble Pe3yIbTAThI 00ydeHHsI

YK-1: Cnocoben OCYIIECTBJIATH MOUCK, KpPlTl/l‘IECKl/lﬁ AHAJIN3 U CUHTE3 Hl—l(l)OpMaIIl/ll/l, NPUMEHATH CHCTEMHBII MOAXO0A IJIsl
peuaieHusl NOCTaBJICHHBIX 3a1a4

YK-1.1: IleMmoncTpupyeT 3HaHHE 0COOEHHOCTEH CHCTEMHOI0 U KPUTHYECKOI0 MBbILVICHUS] H TOTOBHOCTDb K HEMY

3HaThL

VYposens 1 | 3HaHHe 0COOEHHOCTEH CHCTEMHOTO M KPHTHYECKOTO MBIIIIICHHS

Ymernb

Yposens 1 | JleMOoHCTpHpOBaTh 3HAHUE OCOOCHHOCTEH CUCTEMHOTO M KPUTUIECKOTO MBIIIUICHHS U TOTOBHOCTh K HEMY

Baanernb

ypOBeHL 1 Hasrpikamn ACMOHCTPHUPOBATH 3HAHUE 0COOEHHOCTEN CHCTEMHOI'O U KPUTHYCCKOI'O MBIIIIJICHUS U TOTOBHOCTH K HEMY

YK-1.2: IIpumeHseT Jiorudeckue (popMbl H NpoLeIyphl, CIOCO6EH K pediekcHH 0 IOBOAY COOCTBEHHOI M uyXo0ii
MBICJIUTEIbHOMH 1eATeIbHOCTH

3HaTh

VYposens 1 | Jlormueckue GpopMbI 1 IPOLIETYPHI

YMmernb

VYposens 1 | [IpumensTs orudeckue GOPMBI U MIPOLEAYPHI, CIIOCOOCH K Pe(hIICKCHH 10 TOBOY COOCTBEHHON M 4yKOM




MBICIIUTEIIbHOM JACATCIBbHOCTHU

Baanernb

Yposens 1

HaspIxamu mprMeHeHHs JIOTHIECKHX (OPM H IPOLIEAYp, CIOCOOCH K pediIeKchy o OBOAY COOCTBEHHOI 1 TyKoi
MBICIIUTENBHOM AeSITeIbHOCTH

YK-1.3: AHaM3upyeT HCTOYHMK HH(OPMAIIMH ¢ TOYKH 3PeHHsI BpeMEHHBIX 1 NPOCTPAHCTBEHHBIX YCJIOBHUI ero

BO3HUKHOBEHHSI

3HaTh

VYposenb 1 | MicTouHuK MH(DOPMAIHH C TOYKU 3PEHUS BPEMEHHBIX M IPOCTPAHCTBEHHBIX YCIIOBUI €r0 BOSHUKHOBEHUS

YMmerh

VYpoBenb | | AHATU3UPOBATh UCTOUYHUK HH(OPMAIIMK C TOYKH 3PEHHUS] BPEMEHHBIX U TIPOCTPAHCTBEHHBIX YCIOBHI €ro
BO3HHUKHOBEHMS

Baagern

Yposenb 1 | [IpuMeHATh METOIBI aHAIN3a UICTOYHUKOB UH(MOPMAITUH C TOUYKH 3PCHUS BPEMEHHBIX M TPOCTPAHCTBEHHBIX YCIOBUI

€0 BOSBHUKHOBCHUA

YK-1.4: Ananu3upyeTt paHee CJOKUBLINeCS] B HayKe OLeHKH HH(OpMa U

3HaTh

VYposens 1 | CrnoxuBimuecs B HayKe OLEHKH HH(OPMaIun

Ymers

VYposens 1 | AHaI3UpOBaTh paHee CIOXKUBIIIECS B HAyKe OIIEHKH HH(POPMaINU

Buagers

Yposens | | Hasrixkamu anami3a paHee CIOXKHBINNECS B HAYKe OIEHKH HH(OpMaIin

YK-1.5: ConocraBisieT pa3Hble HCTOYHUKH HHGOPMALMH € LeJIbI0 BbISIBJIEHUS UX NPOTHBOPEYHii U MOUCKA 10CTOBEPHBIX

CYK/IeHHUIH

3HaTh

VYposens 1 | Pasnbre ncToUHNKH HHDOpPMAIIH

Ymers

VYposens 1 [ ComocTaBsATh pa3HbIe HICTOYHUKH MH(GOPMAILIUH C [IEJIBIO BEISBICHHUS NX POTHBOPEUHNH M TOMUCKA JOCTOBEPHBIX
CYXIECHUN

Baagernb

VYposens 1 | HaBeikamu conocTaBieHHs pa3Hble HCTOUHUKU MH(OPMALIMY C LENbIO BRISABICHUS UX IPOTUBOPEUHH U ITOUCKA

JAOCTOBCPHBIX cyxcnex—mﬁ

YK-1.6: AprymenTHpoBanHo ¢GopMHpPYeT COOCTBEHHOE CY:KIeHHe U OLleHKY HHpopMauuu, NPUHUMAaeT 000CHOBaHHOE

pelenne
3HaTh
Yposens | | Meroanky npuHATHS 000CHOBAaHHOTO PEIICHUS
Ymern
YpoBenb 1 | ApryMeHTHPOBaHHO (HOPMUPOBATH COOCTBEHHOE CYXKIICHHE M OIICHKY HH(POPMAITUH, IPUHIMAET 000CHOBAHHOE
pereHue
Baapers
Yposens 1 | HasbIxamu aprymeHTanuy coOCTBEHHOTO CYXKACHHUS
YK-1.7: Onpenensier npakTU4ecKHe NOCJeCTBUA NMPeIJI0KEHHOT0 pellleHus 3a1a4u
3HaTh
Yposensb 1 | [TocnencTBust npeasoKeHHOTO 3a1a4K
Ymern
Ypogsens 1 | OnpenensaTe NPaKTUISCKUE MOCISICTBHS MPEIOKEHHOTO PEIICHHS 3a7auH
Baapers
VYpogensb 1 | HaBBIKAMU OTNPEICTICHUS TPAKTHUECKUX TTOCIICACTBUH MPEUIOKEHHOTO PEIICHHS 3a]a91
4. CTPYKTYPA U COAEP KAHUME JUCHUIIJIMHBI (MOAYJIS)
Kon HaunmeHoBaHue pa3ieioB U TeM /BHT Cemectp | YUacoB | Komneren- | Jlureparypa m 3. pecypest | [Ipakr
3aHATHHA 3aHATHA/ / Kype 107071 . MOAT.
Paznen 1. Pazpen 1
1.1 HammonansHas 5 2 VK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 J12.2
6e3omacuocts PO /Jlek/ 1.7 J2.3J12.4
212233




1.2 HauuonansHas VYK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2

6e3omacuocts PO /TIp/ 1.6 J2.3J12.4
212233

1.3 HanwmonansHast VYK-1.3 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2

6e3omacuocts PO /Cp/ 1.5 J2.3J12.4
313233
1.4 OcHOBHBIE YK-1.1 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
OIpeNIeNIEHUs U 1.7 J2.3J12.4
KPUTEPUH 3103233
KJIacCH(pUKAIMU YIPO3
u atak /JIex/
1.5 OcHOBHBIE VK-1.2 VK- | JI1.1 J11.2 J11.3 J11.4J12.1 J12.2
OIpeneeHUs U 1.4 J2.3712.4
KpUTEpPHH 212233
KJIacCH(UKAIMU YIPoO3
u arak /I1p/
1.6 OcHOBHBIE VYK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
OTIpeNieNIeHus U 1.5 JI2.3J12.4
KpUTEPHUH 213233
KJIacCH(pUKAIMU yIPO3
u arak /Cp/
1.7 VYnpasnenue puckamu /Jlex/ VK-1.1 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
1.7 J12.3712.4
212233

1.8 VYnpasnenue puckamu /T1p/ YK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
14 J12.3712.4
313233

1.9 VYnpasnenue puckamu /Cp/ YK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
1.5 J2.3J12.4
212233

1.10 Tonutrka VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
6e3omacuoctu /JIex/ 1.7 J2.3712.4

212233

1.11 TTomuTHka VK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2

6e3omacuoctu /Ip/ 1.6 J2.3J12.4
313233

1.12 [onurnka VYK-1.3 VK- | JI1.1 J11.2 J11.3 J11.4J12.1 J12.2

6e3onacuoctu /Cp/ 1.4 J2.3J12.4
212233
Pasznen 2. Paznen 2

2.1 Be3omacHocTh B VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
I'moGanpHOM ceTn 1.7 J2.3J12.4
Internet /JIex/ 313233

2.2 BesomacuocTs B VK-1.2 VK- | JI1.1 J11.2 J11.3 J11.4J12.1 J12.2
I'mobanbHOM ceTn 1.6 J2.3712.4
Internet /T1p/ 212233

23 Be3omnacHocTh B VYK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
I'mobanbHOM ceTn 1.5 J2.3J12.4
Internet /Cp/ 019233

2.4 3aKOHOAATEIbHBIN VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
YpOBEHb 1.7 237124
HHGPOPMAIIMOHHOM 212233
6e3omacuocty /Jlex/

2.5 3aKOHOIATEIbHBIN VYK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
YpOBEHb 1.6 237124
HHGOPMAIIMOHHOM 2122533
6e3omacuoctu /I1p/

2.6 3aKOHOAATEIbHBIN VYK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
YpOBEHb 1.4 J2.3J12.4
nH(pOpMaIIMOHHON 213233
6e3onacuocty /Cp/

2.7 CraHaapTs VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
6e3omacuoctu /Jlek/ 1.7 J2.3J12.4

013233




2.8 Crannaptsl 4 VK-1.2 VK- | J1.1 J11.2 JI11.3 J11.4J12.1 J12.2

6e3omacuoctu /IIp/ 1.6 J2.3J12.4
212233

2.9 CrannmapTsl 4 VK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI12.2

6e3onacuoctu /Cp/ 1.5 J2.3J12.4
212233
Paznen 3. Pazgen 3

3.1 Teopus 2 YK-1.1 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
nHPOPMaMOHHOM 1.7 J2.3J12.4
0e30macHoCTH 212233
“H(POPMALMOHHBIX
cuctem /Jlex/

3.2 Teopus 2 YK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
HHPOPMATMOHHOI 1.6 JI2.3 J12.4
0e30MmacHOCTH 212233
HHGPOPMAIIMOHHBIX
cucreM /IIp/

33 Teopus 6 VK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
“HPOPMALIMOHHON 1.6 J2.3J12.4
0e30macHOCTH 213233
HH(POPMAIHOHHBIX
cucrem /Cp/

34 IIpotuBoaeiicTBre 2 VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
HECaHKIIMOHUPOBAHHOMY JTOCTYIY K 1.7 J2.3712.4
HCTOYHUKAM 21922 33
nHpopmannu /JIex/

3.5 IIpotuBoxeiicTBrEe 2 VYK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
HECaHKIIMOHUPOBAHHOMY JTOCTYITY K 1.6 J2.3J12.4
HUCTOYHUKAM 213233
napopmannu /TIp/

3.6 IIpotuBoxeticTBrE 4 VYK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
HECaHKIIMOHUPOBAHHOMY JTOCTYITY K 1.4 237124
HCTOYHUKAM 213233
nadopmanmn /Cp/

3.7 Metonbt 4 VK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
Kpunrorpaduaeckoit 1.7 J2.3J12.4
3anUThl HHGopManuu /JIex/ 2132233

3.8 MeTtomabt 4 YK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
Kkpunrorpadguaeckoit 1.6 J2.3712.4
3amuTel nHGopmanuu /I1p/ 313233

3.9 MeTtoabt 6 VK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
Kpunrorpadguaeckoi 1.6 J2.3712.4
3amuThl nHPopmaruu /Cp/ 213233
Paznen 4. Ilpome:kyrouHasi arTecTanus

4.1 Koncynpramus /Konc/ 1 VK-1.1 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2

1.2 VK-1.3 J2.3J12.4
VK-1.4 VK- 2122533
1.5 YK-1.6
YK-1.7
4.2 Ox3amen /KAD/ 0,3 | YK-1.1 YK- | JI1.1JI1.2 JI1.3 JI1.4J12.1 J12.2
1.2 YK-1.3 J2.3J12.4
YK-1.4 VK- 212233
1.5 VK-1.6
VK-1.7

5. OHEHOYHBIE MATEPHAJIBI

5.1. KoutpoabHble BONPOCHI U 3aJaHUS

1. Kimaccugukaryst yrpo3 HHGOpPMAIIMOHHOH 0€30MacHOCTH aBTOMATU3MPOBAHHBIX CHCTEM 110 0a30BBIM MTPU3HAKAM.

2. Yrpo3a HapymeHus KOHUIeHIHATBHOCTH. OCOOCHHOCTH B IPUMEPHI PeaTH3aii yrPO3bL.
3. Yrpo3a HapymIeHHus [eT0CTHOCTH JaHHBIX. OCOOCHHOCTH B IPUMEPHI PEATH3au YIPO3bL.

4. Yrpo3sa oTkaza ciyx0 (yrpo3a oTkasa B goctyme). OcoOeHHOCTH U MPUMEPHI pealn3aliu yrpo3bl.

5. ¥Yrpo3a packphIThs mapamMeTpoB cHCTeMBbl. OCOOCHHOCTH U IPUMEPHI PEaTH3aIliH YTPO3HI.

6. ITorATHE TTOMUTHKHN 0€30IIACHOCTH HH(OPMAIMOHHBIX cucTeM. Ha3HaueHne momuTHKN 6e30IacHOCTH.




7. OCHOBHBIE THITBI TIOJIUTUKU OE30IACHOCTHU JIOCTYIA K JaHHBIM. JJUCKpEeLlMOHHbIE M MaHJATHBIE MOIUTHKY.

8. TpeboBanus K cucTeMaM KpUITorpaduueckoi 3auThl: KpunTorpadguueckue TpeOOBaHus, TPEOOBaHHS HAAE)KHOCTH,
Tpebosanus no 3ammre oT HCJI, TpeboBaHms K cpencTBaM pa3paboTKy.

9. 3akoHOIATENBHBIH YPOBEHb oOecneueHns: HHPopMannoHHOH 6e3omacHocTH. OCHOBHBIC 3aKOHOAATENbHBIC aKThl PO
B 00JIACTH 3aIIUTHl HHPOPMAIHH.

10.dyHKIMM ¥ Ha3HAYECHHE CTaHapTOB HHPOPMATMOHHOM Oe3onacHocTH. [IprMeps! cTaHIapTOB, UX PO IPU
MPOEKTHPOBAaHNH 1 pa3paboTke HH(POPMAIIMOHHBIX CHCTEM.

11.Kpurepuu oreHkn 06€30MaCHOCTH KOMIBIOTEPHBIX cucTeM («OpamxkeBas KHUTay). CTpyKTypa TpeOoBaHHH
6e3omacHocTH. Kitacchl 3aluIeHHOCTH.

12.Ennnbie kpuTepun 6e30macHOCTH HHGOPMAIIMOHHBIX TexHoJorni. [Torstie npodws 3ammrsl. CTpykTypa mpodus
3aIINTEL

13.Enunble kputepun 6€30MacHOCTH HHPOPMALMOHHBIX TeXHONOTHH. [IpoekT 3amuTsl. TpeboBaHus 6e30MacHOCTH
(pynxumonansHble TpeOOBaHUS U TPEOOBAHNS aJEKBATHOCTH).

14. ATMUHHCTPATHBHBIN YPOBEHB 3aIUTHI HH(GOPMAIHH. 3aJaul pa3IHIHEIX YPOBHEH YIIPABICHHS B PEIICHNH 3a/1a91
obecrieueHNst HHOPMAIIMOHHOHN 6€30I1aCHOCTH.

15.I1TponienypHblii ypoBeHb oOeciedeHns1 6€30acHOCTH. ABTOPHU3aLHs 110Ib30BaTeNeil B HHPOPMAIIMOHHON cHUCTEME.
16.nenTndukanus n ayTeHTH(UKAINS IPH BXOE B HHPOPMAIIMOHHYIO cHcTeMy. VIcTIonp30BaHNe MapOJIBHEIX CXEM.
HemocraTku mapoIbHBIX CXEM.

17 .M nentudukanys u ayreHTuUKaIMs nojas3osarteneil. [I[pumeHenne nporpaMMHO-anmapaTHBIX CPENICTB
ayTeHTH(UKAINH (CMapT-KapThl, TOKEHSI).

18.broMerpudeckne cpeacTBa HACHTH(GUKAINN U ayTeHTH()HUKAIINHY TTOJIh30BaTeIeH.

19.AyTenTuduxaiys cy0beKTOB B pacHpeie/IeHHBIX CcTeMax, mpobiems! u pemenus. Cxema Kerberos.

20.AyauT B MHpOPMAIMOHHEIX cucTeMax. OyHKIMY U Ha3HAuYCHHUE ayAnTa, €ro pojib B 00eCIeueHNH NHPOPMAILMOHHOI
6e3omacHOCTH.

21.TlonsTHE 3MeKTPOHHOI IHdpoBoit moxmucH. Iporenypsr hopMupoBaHus THGPOBOI MOINUCH.
22.3ak0oHOAaTeNbHBIN YPOBEHb IPUMEHEHHS UPPOBOI MOAMUCH.

23.MeTo/1pI HECUMMETPUYHOTO MK pOoBaHUsL. [croabp30BaHNe HECUMMETPHYHOTO MIM(POBAHUS AT 00ECIICUCHUS
[ETIOCTHOCTH JTaHHBIX.

24.0OcHOBHbIE HOPMAaTUBHBIE PYKOBOISIINE JOKYMEHTBHI, KacaloIiecs TOCYIapCTBEHHON TalfHbI, HOPMaTHBHOCIIPABOYHEIE
JOKYMEHTBHI.

25.Mecto nH(POPMAIIMOHHOH 0€30MaCHOCTH SKOHOMUYECKIX CHCTEM B HAI[MOHAIBHON 0€30MacHOCTH CTPaHbI.
Konnenmuus nHpopMannoHHOH 6€30acHOCTH.

26.1IpuunHbl HapyleHus 6e30MacHOCT HH(opMaIy Ipu ee 00paboTKe KpUNTOrpahUIEeCKUMU CPEACTBAMU.

27 IlonsTre aTaku Ha cucteMy nH(opMannoHHON 6e30macHOCTH. OCOOEHHOCTH JIOKAJIBHBIX ATaK.

28.PacripeneneHHbIe MHOOPMAIOHHBIE CHCTEMEI. Y TaJIeHHBIC aTaKX Ha HHOPMAIIMOHHYIO CHCTEMY.

29.Kanansl nepefadu JaHHBIX. Y Teuka HHpopManuu. ATaki Ha KaHAJBI Iepefadr JaHHBIX.

30.Dusnveckne cpeacTBa odecneueHus HHPOPMAITUOHHON 0€30TaCHOCTH.

31.OnexrponHas moura. [Ipodnemsr obecrieueHnst 6€30MaCHOCTH IIOYTOBBIX CEPBHUCOB M UX PEIICHUS.

32.Bupycsl 1 MeTobI OOPHOBI ¢ HUMH. AHTHBHUPYCHBIE IIPOTPAMMBI M TIAKETHIL.

33.IIporpaMMHO-amnmapaTHbIe 3aIUTHl HHPOPMALIMOHHBIX pecypcoB B IHTepHET. MexceTeBble SKpaHbl, UX (QYHKIMU U
Ha3HA4YEHHS.

34.BupTyanbHbIe YaCTHBIE CETH, X (QYHKIINH 1 Ha3HAYEHHE.

5.2. TeMbl NUCbMEHHBIX PadoT

5.3. ®oHA OLIEHOYHBIX CPEACTB

5.4. IlepeueHb BH/10B OLICHOYHBIX CPEICTB

6. YHEBHO-METOJUYECKOE U UTHO®OPMAIIMOHHOE OBECIIEYEHHUE JUCHUIIJIMHBI (MO JIS)

6.1. Pexomenyemasi iurepaTypa

6.1.1. OcHoBHas1 IMTepaTypa

ABTOpBI, COCTaBUTEH 3arnaBue W3narensCcTBO, IO

JI1.1 |Boponuosa C.B. Obecnedenne HHGOPMAIIMOHHON 0€30MaCHOCTH Mocksa: KnoPyc, 2020, URL:
B OaHKOBCKOU cepe (3aKOHHOCTh U https://book.ru/book/933980
MpaBoNOPSIOK): MoHOTrpadust

JI1.2 | Boponrosa C.B. Ob6ecnedenne HHPOPMATMOHHON 0€30MTaCHOCTH Mocksa: KnoPyc, 2017, URL:
B 0aHKOBCKOM cepe (3aKOHHOCTh U https://book.ru/book/921936
npaBoNoOpAaoK): MoHorpadus

JI1.3 | Boponmosa C.B. Ob6ecnedeHre HHPOPMAMOHHON 0€30MaCHOCTH Mocksa: KnoPyc, 2021, URL:
B OaHKOBCKOH cdepe (3aKOHHOCTh U https://book.ru/book/940132
IpaBoONOPA0K): MoHorpadus




ABTOpBI, COCTABUTEIH

3arnaBue

W3znarenscTBO, TO

JI1.4 | Umeiinos B. 4., Opranu3allmoOHHOE U TEXHUYECKoe oOecreyeHre Mocksa: OOO "Hay4HO-U31aTEeIbCKHIA IEHTP
Menaryusa M. B. MH()OPMALIMOHHON 0€30MaCHOCTH. 3aluTa NH®PA-M", 2021, URL:
KOoH(UIeHIHATBHOH HHOopMariH: Y4eOHOe http://znanium.com/catalog/document?
nocobne 1d=364729
6.1.2. Jlono/HUTE/ILHAS JINTEPATYpa
ABTOpBI, COCTaBUTEIH 3arnaBue W3natenscTBo, rox
JI2.1 [MensrukoB B. I1., mox | MadopmariorHas 6e30macHOCT: Y9eOHUK Mocksa: KnoPyc, 2021, URL:
pen., KynpusinoB A. https://book.ru/book/939292
n.
JI2.2 |Tapteika T. JI., [TormoB | MHpOpManmoHHas 6€30MacHOCTh: YUeOHOe Mocksa: U3narensctBo "OOPYM", 2021,
.. nocobue URL: https://znanium.com/catalog/document?
id=364624
JI12.3 | Cprues FO.H. Samuta nHGopMaIu U HHHOPMAITHOHHAS Mocksa: OOO "HayuHo-u31aTenbCKUA IEHTP
0e30MacHOCTh: YueOHoe mocobue HNH®PA-M", 2021, URL:
http://znanium.com/catalog/document?
1d=366835
J12.4 | bapanosa E.K., Babam | Mupopmannonnas 6e3omacHocTh. McTopust Mocksa: Uznatensckuii Llentp PUOT], 2022,
A.B., Jlapun JI.A. CHEIHATBHBIX METOJIOB KPUITOrpadhUICCKOM URL: https://znanium.com/catalog/document?
JIeITebHOCTH: YueOHoe mocodue 1d=388319
6.2. DiekTpOHHBIE YUeGHbIE H3AAHNUS U JIEKTPOHHbIE 00pPa3oBaTe/IbHbIE Pecypchbl
31 | 1. UnatepHer yHuBepcuteT nHGOpMannoHHbIX TexHoxoruit UHTYUT [OnexTpoHHSEIH pe-cypc]. — Pexxum noctyma:
https://www.intuit.ru/studies/courses
2. EctecTBeHHO-HaydHBIN 00pa30BaTeNbHBIN MOpTal [ DIEKTPOHHBIN pecypc]. — Pexxum moctyma: http://www.en.edu.ru/
3. ®enepanbHbIi EHTP UHPOPMAITHOHHO-00PA30BATENLHBIX PECYPCOB [ DNEKTPOHHBIN pecypc]. — Pexxum mocryma:
http://fcior.edu.ru/. - Pexxum mocryma:
92 | EauHoe okHO 1ocTyna k 00pa3oBaTeNbHBIM pecypcaM [DIeKTpOoHHBIH pecype]. — Pe-skum poctyna: http://window.edu.ru/
5. DnexkTpoHHas OMONIMOTEYHAs cucTeMa Znanium [DIeKTpOHHBIN pecypc] — Pexkum mo-ctyma: http://new.znanium.com/
6. DnektpoHHas oubnmoreuHas cuctema Ibooks [DnexkrponHsiii pecype] — Pexxum gocty-na: http://www.ibooks.ru/. -
Pexum nocrymna:
33 | 7. DnexrponHas 6ubauoreunas cucrema BOOK.ru [DnektporHsIil pecypc] — Pexxum po-cryma: http://www.book.ru/
8. DnextponHnbie pecypebl Akagemun UMCHUT [DnekTpoHHBIN pecypc] — Pesxkum mocty-ma: http://eios.imsit.ru/
9. Web-pecypc «Odunmanbaeiii cant Akanemun UMCUT [DnektponHsiii pecype] — Peskum noctyna: http://imsit.ru/. -
Pexum nocrymna:
6.3.1. JIunleH3MOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe NPorpaMMHoe o0ecreyeHune, B TOM YHcjie 0Te4eCTBEHHOT0
Npou3BOJCTBA
6.3.1.1 | Windows 10 Pro RUS Omneparanas cuctema — Windows 10 Pro RUS TMoamucka Microsoft Imagine Premium — Order
Nel43659 ot 12.07.2021
6.3.1.2 | 7-Zip Apxusatop 7-Zip IIporpammuoe obecneuenue no aunensnun GNU GPL
6.3.1.3 | Siupexc bpaysep bpayszep SAnnexc bpaysep JluueHnznonHoe cornameHue Ha UCIoIb30BaHue mporpamm SAnaexc bpaysep
https://yandex.ru/legal/browser _agreement/
6.3.1.4 | Mozilla Firefox Bpaysep Mozilla Firefox ITporpammuoe obecnieuenue mo juneHsuun GNU GPL
6.3.1.5 | Kaspersky Endpoint Security AntuBupycroe I10 Kaspersky Endpoint Security ms 6uzaeca Cranmaptasrii (350mT).
Jorosop Ne [TP-00037842 ot 4 nexabps 2023 r. (OOO IIpuma AitTu)
6.3.1.6 | MS Access 2016 CYB/] Microsoft Access 2016 ITogmucka Microsoft Imagine Premium — Order Ne143659 ot 12.07.2021
6.3.1.7 | MS Project Pro 2016 Microsoft Project mpodeccronansusiii 2016 IMommucka Microsoft Imagine Premium — Order
Nel143659 ot 12.07.2021
6.3.1.8 | Oracle VM VirtualBox VM VirtualBox — nporpaMMHbIii IPOAYKT BUPTYAIN3ALUH ISl ONIEPAIHOHHBIX CUCTEM
IIporpammuoe obecniedenune o aurersnd GNU GPL
6.3.2. Ilepeyenb npodeccnoHAIbHBIX 023 JAHHBIX M MH(YPOPMALMOHHBIX CIIPABOYHBIX CHCTEM
6.3.2.1 | Konmekc — IIpodeccronansHble cripaBovHbie cHcTeMbl  https://kodeks.ru
6.3.2.2 | POCCTAHJAPT ®enepanbHOE areHTCTBO MO TEXHUYECKOMY PETYJIMPOBAHUIO M METPOJIOTHH
https://www.gost.ru/portal/gost/
6.3.2.3 | UCO MexmyHaporHast OpraHU3alysl o CTaHaapTH3anuu https://www.iso.org/ru/home.html
6.3.2.4 | ABOUT THE UNIFIED MODELING LANGUAGE SPECIFICATION https://www.omg.org/spec/UML
6.3.2.5 | ARIS BPM Community https://www.ariscommunity.com
6.3.2.6 | Global CIO Odurmansusrit mopran UT-mupekropo http://www.globalcio.ru




7. MTO (060opyn1oBaHue U TEXHMYECKHE CPEICTBA 00ydeHUsI)

Ayn HaunmenoBanue I10 OcHarenne

113 INomemenue s Windows 10 Pro RUS 20 mocagouHBIX MeCT, pabodee MeCTO IperoaaBaTesis
IIPOBENEHUS 7-Zip 20 xommnstotepoB P55-UD3/INTEL-i5-750/DDR3-1333-
3aHATHHA SAunexc bpaysep 8I'6/SSD Flexis 120Gb /WD3200AAKS/Radeon HD-
JIEKITHOHHOTO Mozilla Firefox 4600/DWL-G520 Wireles
THIA, LibreOffice 20 monutopoB Acer V193W-19”

CEMUHAPCKOTo LibreCAD 20 KOMIUIEKTOB KJIaBUATypa+MBbIIlIb
THIIA, KypCOBBIX Inkscape 1 xommyTatop Heynpasnsgemblid DES-1024D
pabot (xypcoBbix | Notepad++. 1 6ecripoBoHast Touka moctyrna DWL-3200AP
MIPOEKTOB), 1C:IIpeanpusitue 8. Kommaekt 3 KommnekT obopynoBanust Arduino
IPYIIOBBIX U Kaspersky Endpoint Security 5 yue6HbIx komriekToB SDK 1.1s
uHAUBUAYaNbHBIX | MS Access 2016 1 M®V HP LJ M1212nf MFP
KOHCYIbTaLUH, MS Project Pro 2016 12 Nuctpyment mis coopxu 11K (otBepTka ph-1, mrockoryorst
TEKYILIEro MS SQL Server 2019 150 mm, Tepmonacta 2rp., AHTHCTATHYECKHNA OpacieT, CTSHKKH
KOHTPOJISI U MS SQL Server Management 150 mm)
MPOMEXXYTOUHOH Studio 18.8
aTTecTaluu, MS Visio Pro 2016
camocTosTenbHoi | MS Visual Studio Community
paboTHL. Edition

Visual Studio Code

Blender

Gimp

Maxima

Oracle VM VirtualBox

PostgreSQL

IntelliJ IDEA

PyCharm Community Edition

Eclips

Adobe Reader DC

Diptrace

Ramus Educational

Micro-Cap Evaluation

114 Jlabopatopust LibreOffice 20 mocaIouHBIX MECT, pabovee MECTO MPEnoIaBaTes,
«I'padpuueckuit Inkscape 15 mono6moK0B Apple IMac 21,1/Apple M1/RAM 8T'6/Apple
qu3aiH u au3aiie - | MS Visual Studio Community SSD AP0256Q/GPU Apple M1/Ethernet 1000BaseT/AirPort
cpepl. Edition Extreme
JlabopaTopust Blender 5 moHOO10KO0B Apple IMac 21,1/Apple M1/RAM 16I'6/Apple
Apple» Gimp SSD AP0512Q/GPU Apple M1/Ethernet 1000BaseT/AirPort
ITomemenune s Intelli] IDEA Extreme
MIPOBEICHUS PyCharm Community Edition 1 ceteBoit HeynpaBiseMbiii kommyTtatop DES-1024G
3aHATHH Eclips 1 UnrepaxtusHas maHens EliteBoard LR-75UT40i7
JIEKIMOHHOT'O Adobe Reader DC 1 Hoyt6yx 15.6 HP 15-ral05ur
THIIA, MAC OS Big Sure 1 M@V Brother DCP-1612WR
CEeMHUHAPCKOTO JetBrains PyCharm Community 1 HP Color LaserJet CP5225
TUIIA, KyPCOBBIX JetBrains DataGrip
pabot (KypcoBbIX
MIPOEKTOB),

TPYIIOBBIX
WHIUBHYaTbHBIX
KOHCYJbTAIINM,
TEKYILETO
KOHTPOJIS U
MIPOMEXYTOYHOM
aTTecTaluy,
CaMOCTOSITEIbHON
paboTHL.

208 JlabopaTopust Windows 10 Pro RUS 19 nocamouHbIX MecT, pabodee MeCTO IperoaaBaTes,
DNeKTPOTeXHUKH, | 7-Zip 10 xommerotepoB H97-PLU/INTEL i5-4460/DDR3-1333-
ANEKTPOHHUKH U SAunnexc bpayzep 16I'6/SD7SB6S-128G+ST500DMO002/Radeon R7 200/Realtek
CXEMOTEXHUKH. Mozilla Firefox PCle GBE
ITomerienue s LibreOffice 9 kommnbroTepoB A320M-H-CF/AMD Ryzen 5 2600/DDR4-
MPOBEICHHS LibreCAD 2666-16I'6/Apacer AS2280P4-256Gb, Toshiba HDWD110
3aHATUN Inkscape 1Tb/Nvidia GT-710/Realtek PCI-E GBE
JIEKIIMOHHOTO Notepad++. 1 xomnbsrotep P8Z77-V-LX2/INTEL I5-3570K/DDR3-1600-
THTIA, Kaspersky Endpoint Security 8I'6/ SSD SSDPR-CX400-128G2, WDC WS15EARS/AMD




CEeMUHAPCKOTO
THIIA, KYPCOBBIX
padoT (KypcoBBIX

MS Access 2016
MS Project Pro 2016
MS SQL Server 2019

HD-5700 Realtek PCle GBE
10 monutopos Philips 274E5QSB 27~
1 monutop Samsung SyncMaster E1720

MPOEKTOB), MS SQL Server Management 11 KOMIUIEKTOB KIaBUATypa+Mblllb

TPYIIOBBIX U Studio 18.8 1 mpuntep HP LaserJet 1018

WHIUBUAYaIbHBIX | MS Visio Pro 2016 1 xommytarop Heynpasisiembid TL-SG1024D

KOHCYJIBTAITHH, MS Visual Studio Community MesxancunmninHapHast tabopatopHas crannust NI ELVIS 1T

TEKyLIEro Edition IO Circuit Design Suit

KOHTPOJISI U Visual Studio Code Jlabopatopusi cCXeMOTEXHHUKH (HEOOXOAMMO HAINYHE J1al.

MIPOMEXYTOYHON Blender ctanun ELVIS) [IpaktukyMm o mudpoBeIM diIeMeHTaM

aTTeCTaluH. Gimp BBIUHICIATETBHON 1 HH()OPMAIIIOHHO-U3MEPHUTEIHHON
Maxima TEXHUKH (HEOOXOIMMO Haluue 1ab0paTOpHON CTaHIIUH
Oracle VM VirtualBox ELVIS) JIabopatopusi MpOeKTUPOBAHKHE ITUPPOBBIX YCTPOHCTB
PostgreSQL u nporpammupoBanus [IJIMC (reobxoanmo Hanmmane
IntelliJ IDEA nabopatopHoit ctaniu ELVIS) Kommexr akceccyapos NI
PyCharm Community Edition myRIO Starter Accessory Kit (onuonanstno) Komriexr
Eclips akceccyapoB NI myRIO Mechatronics Accessory Kit
Adobe Reader DC Kommekt akceccyapoB NI myRIO Embedded Systems
Diptrace Accessory Kit JJabopaTopust nporpaMMHUpOBaHUs
Arduino Software (IDE) BCTpPaMBaeMBIX cucTeM JIOKanbHbIE BEIYHCIATEIBHBIC CETH
NetBeans IDE (reobxoaumo Hammuue maboparoproi cranmu ELVIS)
ZEAL IIpomsiieHHbIe HHTEPHEHCH ¥ TPOTOKOIIBI (IPOrpaMMHAs
NI LabVIEW Full Bepcus) Akanemudeckas aunensus NI LabVIEW Ha

HEOTPaHHYCHHOE KOJI-BO paboUMX MECT B Ipeenax Kadeapsl.
Arduino Robot.

126 Komnerorepras Windows 10 Pro RUS 20 mocaiouHBIX MECT, pabouee MECTO IpenoaaBaTes
naboparopus 7-Zip 11 xommeroTepoB THa «MoH0070K» Lenovo IdeaCentre-/ Intel
IMonpaznenenue Sunexc bpayszep Pentium CPU 4415U 2.30GHz/DDR4-2133-4I'6/ WDC
3aIIUTEI Mozilla Firefox WDI0EZEX-08WN4A0 1000I'6/ Intel(R) HD Graphics 610 /
uH(pOpMaLUH: LibreOffice Realtek PCle GbE Family Controller/ Qualcomm Atheros
Jlabopatopus LibreCAD QCA9377 Wireless Network Adapter
TEXHUYECKUX Inkscape 5 xoMmbroTepoB THIa «MoH0OI0K» Lenovo IdeaCentre IAO
cpexacts ooyuenuss | Notepad++. 300-23SU /INTEL Pentium 4405U/DDR4-2400-
ITomermenue mis 1C:IIpeanpustue 8. Kommiekt 8I'6/ST1000DMO003/Intel HD-510/Intel(R) Dual Band Wireless
MPOBEICHUS Kaspersky Endpoint Security -AC 3165
3aHATHH MS Access 2016 4 KommsioTepa Ttrma "MoroOok" Lenovo /Intel Pentium
JIEKIIUOHHOTI'O MS Project Pro 2016 Silver J5040 CPU 2.00GHz/DDR4-2400 81'6/SSD WDC PC
THIIA, MS SQL Server 2019 SN530 SDBPMPZ-512G-1001/Intel(R) UHD Graphics 605/
CEMHHAPCKOTO MS SQL Server Management Realtek PCle GbE Family Controller/ Realtek 8821CE
THUIIA, KyPCOBBIX Studio 18.8 Wireless LAN 802.11ac PCI-E NIC
pabot (kypcoBeix | MS Visio Pro 2016 20 KOMIUIEKTOB KJIaBUATypa+MBbIIlIb
MIPOCKTOB), MS Visual Studio Community 1 6ecripoBoHas Touka jgoctyna DWL-3200AP
TPYIIOBBIX U Edition
uHAMBUAYyadbHBIX | Blender
KOHCYJIBTAITHH, Gimp
TEKYIIEro Maxima
KOHTpOJIA U Oracle VM VirtualBox
MIPOMEKYTOUHOM StarUML V1
aTTecTaluy, PostgreSQL
camocrositennpHON | Intelli] IDEA
paboThL. PyCharm Community Edition

Eclips

Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)
NetBeans IDE

ZEAL

Klite Mega Codec Pack

123 ITomerenue g Windows 10 Pro RUS 19 nocanouHbIX MecT, pabouee MECTO IPEenoaaBaTes
MIPOBEICHUS 7-Zip 19 xommerotepoB H1 10M-S2-C/INTEL Pentium G4400/DDR4
3aHATHH Snnexc bpaysep -2133-41'6/TOSHIBA HDWD105/Intel HD-510/Atheros
JIEKLINOHHOT O Mozilla Firefox AR9287 Wireless
THIIA, LibreOffice 19 monutopos LG Flatron 1718s
CEMHHAPCKOI0 LibreCAD 19 KOMIIIEKTOB KJIaBUATypa+MblIIlb
TUIIA, KyPCOBBIX Inkscape 1 Heympasnsemsrit kommyratop TP-LINK TL-SG1024D
pabort (xypcoBbix | Notepad++.

MIPOEKTOB),

1C:Ilpennpusitue 8. Komruiekr




TPYIIOBBIX U
WH/IMBUAYaIbHBIX
KOHCYJbTallH,
TEKYILEro
KOHTPOJIS U
MPOMEKYTOYHOMN
aTTecTaluy,
CaMOCTOSITESIbHOU
paboThI.

Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Community
Edition

Blender

Gimp

Maxima

Oracle VM VirtualBox
PostgreSQL

IntelliJ IDEA

PyCharm Community Edition
Eclips

Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)

NetBeans IDE
ZEAL
Klite Mega Codec Pack
122 ITomerenue aisa Windows 10 Pro RUS 20 mocatouHBIX MECT, pabouee MEeCTO Mpero1aBaTels
MIPOBEICHUS 7-Zip 20 xommerotepoB H310M S2P/Intel(R) Core(TM) i3-8100 CPU
3aHATHH SAnnexc bpayszep @ 3.60GHz/DDR4-2400-161'6/TS240GMTS820S/  Radeon
JICKLIMOHHOTO Mozilla Firefox RX 550 Series/Realtek Gaming GbE Family Controlle
TUIA, LibreOffice 20 monutopoB Acer G246HYL 24”
CEMHHAPCKOI0 LibreCAD 20 KOMIIIEKTOB KJIaBUATypa+MblIllb
TUNA, KyPCOBBIX Inkscape 1 meympasnsemsri kommyTatop TP-LINK TL-SG1024D
pa6ot (kypcoBbix | Notepad++. 1 M@V Brother DCP-1612WR
TIPOEKTOB), 1C:Ilpeanpusitue §. Kommiaekr
TPYIIIOBBIX H Kaspersky Endpoint Security
UHAMBUAYaIbHBIX | MS Access 2016
KOHCYJBTAITHH, MS Project Pro 2016
TEKYILEro MS SQL Server 2019
KOHTPOJIS U MS SQL Server Management
MIPOMEKYTOTHOM Studio 18.8
aTTeCTaIuu, MS Visio Pro 2016
camocrosTenpHol | MS Visual Studio Community
paboTHI. Edition
Visual Studio Code
Blender
Gimp
Maxima
Oracle VM VirtualBox
StarUML V1
PostgreSQL
IntelliJ IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)
NetBeans IDE
ZEAL
Kommrexec KPEJIO -
3eMIIeyCTPONCTBO U KaJacTPEI
Klite Mega Codec Pack
MS Office Standart 2007
121 Ka6uner Windows 10 Pro RUS 17 mocamoYHBIX MecT, pabouee MECTO MPeroIaBaTess
HMHOCTPaHHOI'O 7-Zip 17 xommetotepoB PSH67/INTEL 15-2300/DDR3-1333-
SI3BIKA SAunexc bpaysep 4T°6/SSD Flexis 120Gb/ WD5000AAKX/Radeon HD
(sruaTad OHHBII Mozilla Firefox 6700/Realtek PCle GBE
KaOWHeT). LibreOffice 17 monuropos AOC e2243Fw 21,5”
ITomerenue g Notepad++. 17 KOMILJIEKTOB KJIaBUATypa+MbIIlb

MMPOBCACHUSA

Kaspersky Endpoint Security

1 kommytarop Heynpasisiembid DES-1024D




3aHATUN Oracle VM VirtualBox
CEMHHAPCKOT0 Adobe Reader DC
THIA, KypCOBBIX I10 JIMHKO v8.2 nemo-Bepcus
pabort (xypcoBbix | Klite Mega Codec Pack
MIPOEKTOB),

TPYIITOBEIX U

WH/IMBHIYalbHBIX

KOHCYJbTalUH,

TEKYILETO

KOHTPOJISI 1

IIPOMEKYTOUHOM

aTTeCTaluH,

CaMOCTOSTEIBHON

paboTHL.

120 Ka6uner Windows 10 Pro RUS 20 TocaIouHBIX MECT, paboviee MECTO TPEroaaBaTels
UHPOPMATHKH, 7-Zip 20 xommnbiotepoB A320M-H-CF/AMD Ryzen 5 2600X/DDR4-
TEXHOJIOTHH U SAunexc bpaysep 2933 16I'6/SSD XPG GAMMIX S11 Pro 512I'6/NVIDIA
METOJIOB Mozilla Firefox GeForce GTX 1050 Ti/Realtek PCle GbE Family Controller
nporpammuposanu | LibreOffice 40 monuTopoB Samsung S24R350FHI 23.8"

s LibreCAD 20 UBII CyberPower UT650EG
ITomemenue s Inkscape 20 KOMIIJIEKTOB KJIaBUATypa+MblIIllb
IIPOBEICHUS Notepad++. 20 rapautyp Defenfer G-320
3aHATHIA 1C:Ilpeanpusitue 8. Kommaek 1 nHeynpasnsemsiii kommytatop TP-LINK TL-SG1024D
JICKITAOHHOTO Kaspersky Endpoint Security 1 UnTepaktuBHas manens EliteBoard LR-75UT4017
THIIA, MS Access 2016
CEMHHAPCKOI0 MS Project Pro 2016
TUIA, KyPCOBBIX MS SQL Server 2019
padoT (KypCoBBIX MS SQL Server Management
MIPOEKTOB), Studio 18.8
TPYIIOBBIX U MS Visio Pro 2016
uHAMBUAYaTbHBIX | MS Visual Studio Community
KOHCYJbTaLINH, Edition
TEKYILETO Visual Studio Code
KOHTPOJISI U Blender
IIPOMEKYTOUHOM Gimp
aTTeCTaIuN, Maxima
camoctositenbHOi | Oracle VM VirtualBox
paboThI. StarUML V1
PostgreSQL
Intelli] IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
NetBeans IDE
ZEAL
SMath Studio
Klite Mega Codec Pack

119 ITomemenue s Windows 10 Pro RUS 20 mocagouHBIX MeCT, pabodee MeCTO MperoAaBaTes
MPOBEICHUS 7-Zip 20 xommerotepoB H1 10M-S2-C/INTEL Pentium G4400/DDR4
3aHATHH SAunexc bpaysep -2133-4I'6/TOSHIBA HDWD105/Intel HD-510/Atheros
JIEKITMOHHOT'O Mozilla Firefox AR9287 Wireless
TUIA, LibreOffice 20 MOHUTOPOB
CEMUHAPCKOTo LibreCAD 20 KOMIUIEKTOB KJIaBUATypa+MBbIIlIb
TUIIA, KyPCOBBIX Inkscape 1 6ecipoBoaHas Touka nocryna TP-Link TL-WASO0IND
pabot (kypcoBeix | Notepad++.

MPOEKTOR),
TPYIIOBBIX M
WH/IMBUAYaTbHBIX
KOHCYJbTalUH,
TEKYILEro
KOHTpOJIA U
IIPOMEKYTOUHOM
aTTecTaluH,
CaMOCTOSITENTbHOU
paboTHL.

1C:Ilpennpustue 8. Komruiekr
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Community
Edition

Visual Studio Code

Blender




Gimp

Maxima

Oracle VM VirtualBox
StarUML V1

PostgreSQL

Intelli] IDEA

PyCharm Community Edition
Eclips

Adobe Reader DC
Embarcadero RAD Studio XES8
Arduino Software (IDE)

NetBeans IDE
ZEAL
ARIS Express
AnyLogic
Klite Mega Codec Pack
MS Office Standart 2007
115 [Momemenue nns Windows 10 Pro RUS 20 TocaIouHBIX MECT, paboviee MEeCTO TPENoaBaTels
[IPOBEICHUS 7-Zip 20 xommneiotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
3aHATHHA SAunexc bpaysep 945/DDR3-1333-41'6/ SSD Flexis
JICKITHOHHOTO Mozilla Firefox 120Gb/WD5000A AK/Radeon HD-5800/Atheros AR9287
THIIA, LibreOffice Wireless
CEMHHAPCKOT0 LibreCAD 19 monutopo AOC e2243Fw 21,5”
THUTIA, KyPCOBBIX Inkscape 1 monuTop Acer V226HQL 21,5”
pabot (kypcoBbix | Notepad++. 2() KOMITJIEKTOB KJIaBUATypa+MBbIIb
MIPOEKTOB), 1C:IIpeanpusitue 8. KommaekT 1 6ecnipoBonHas Touka noctyna TP-Link TL-WASOIND
TPYIIOBBIX H Kaspersky Endpoint Security
uHAMBUAYaNbHBIX | MS Access 2016
KOHCYJIbTaIUH, MS Project Pro 2016
TEKYILIEro MS SQL Server 2019
KOHTPOJIA U MS SQL Server Management
MIPOMEXXYTOTHOH Studio 18.8
aTTecTaIuu, MS Visio Pro 2016
camocrosTenpHol | MS Visual Studio Community
paboThI. Edition
Visual Studio Code
Blender
Gimp
Maxima
Oracle VM VirtualBox
StarUML V1
PostgreSQL
IntelliJ IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
Arduino Software (IDE)
NetBeans IDE
ZEAL
Klite Mega Codec Pack
114a Ka6uner Windows 10 Pro RUS 16 mocamoYHBIX MecT, pabouee MECTO MperoaaBaTess
UH()OPMATHKH. 7-Zip 16 xomnerotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
ITomerenue s SAunexc bpayzep 945/ DDR3-1333-416/SSD Flexis
MIPOBEICHUS Mozilla Firefox 120Gb/WD5000A AKX/Radeon HD-5800/Realtek PCle GBE
3aHATHH LibreOffice 16 monutopoB AOC e2243Fw 21,5”
JIEKIIMOHHOTO LibreCAD 16 KOMIUIEKTOB KJIaBUATYypa+MBbIIlIb
THUIA, Inkscape 1 Kommytatop LincSys SR224G
CEeMHUHAPCKOTO Notepad++. 1 Ipoextop ViewSonic PJD5232

THIIA, KYPCOBBIX
paboT (KypcoBBIX
MPOEKTOB),
TPYIIOBBIX U
WHIVBHIYaTbHBIX
KOHCYJbTAllUH,
TEKYIIEero
KOHTPOJISI U
MIPOMEXYTOYHOH

1C:IIpeanpustue 8. Kommaekt
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Community

1 IIpoekuuonHbIi 9kpan Luma

1 IlIxad TenekoOMMyHHUKAIIMOHHBIH
1 UBIT SMART UPS 2000

3 Kommytatop Cisco Catalist 2960
1 Konrnentpatop AlterPath 16 port
4 Mapmpytuzatop Cisco-2800

2 Mapmpytuzatop Cisco-2811

6 Monyins 2-port

2 Ilanens KOMMYTalIMOHHAS




aTTecTaluu, Edition
camocrosTenbHol | Visual Studio Code
paboTh Blender

Gimp

Maxima

Oracle VM VirtualBox
PostgreSQL

Intelli] IDEA

PyCharm Community Edition
Eclips

Adobe Reader DC
Arduino Software (IDE)
NetBeans IDE

ZEAL

Klite Mega Codec Pack
MS Office Standart 2010
Ramus Educational
Micro-Cap Evaluation

12 IlIayp V.35 Cable

Buras napa, Konnexrop RJ-45

2 UHctpymenT mis 3auncTku kademns UTP

1 Mpotsxka xkabenpHast, d=3,5 mm 10 M

1 Tecrep MEI'EOH 40060/11IT.

5 MHCTpYMEHT i 00)KMMa BUTOM TaphbI

5 Tecrep KaOeTHHBIHI

3 MHCcTpyMeHT AMs 3aaenku Kabens BuTas mapa Tun Krone ¢
KpIOYKaMH

3 P tenedon GrandStream GXP1610

2 Kommiekr aiis montaxa CKC (nmatu-nanens 1U kat.5e UTP
24 nopra-1 wT., “”HCTpyMEeHT 00kuMHOM 1t RJ-45 1 .,
HHCTPYMCHT IS 3a4MCTKH Kabest 1 mT., HHCTPYMEHT ISt
pa3zenku KoHTakToB - 1 mT., LAN Tecrep 1 mr.)

2 Poytep Wi-Fi poyrep Keenetic

1 Cepsep GA-870A-USB3/AMD-Phenom(tm)-I1-X4-945/
DDR3-1333-41'6/SSD Flexis 120Gb/WD5000AAKX/Radeon
HD-5800/Realtek PCle GBE

8. METOUMYECKHE YKA3AHMUA VI OBYYAIOIIUXCSA IO OCBOEHUIO JUCHHUIIJIMHBI (MOZAY JIS)

B cootBerctBuu ¢ TpedoBanmsivu @TOC BO mo HampaBiieHUIO MOATOTOBKY peain3aliisl KOMIETEHTHOCTHOTO TIOAX01a
npeaycMaTpUBaeT UCIOIb30BaHKE B yUeOHOM MpoLiecce aKTUBHBIX U MHTEPAKTHBHBIX (OPM MPOBEIEHHS 3aHATHIH (pa3doop
KOHKPETHBIX 33714, IPOBE/ICHNE OJINI-OMPOCOB, HCCIIEI0BATEIbCKIE pabOThI) B COUCTAHUM C BHEAYUTOPHOH pabOTOH C 1IeNbI0
(hopMHpOBaHUS U Pa3BUTHA MPO(HECCHOHATHLHBIX HABBIKOB O0YUAIOIIAXCS.

JlexuuoHHsIe 3aHATHA gononusorcs [13 u pasmuaaeiMu popmamu CPC ¢ yuebHoM 1 HaydHOU uTepaTypoil B mporecce Takoit
pabOoThI CTYAEHTHI TPUOOPETAIOT HABBIKH «TITYOOKOTO YTEHUS - aHANIN3a U HMHTEPIPETallul TEKCTOB 110 METOJOIOTUY U METOIUKE

JUCLIUIIINHEL.

Y4eOHBII MaTepHall 110 JUCHUIUINHE « BBICOKONPON3BOUTEIFHBIE BRIYUCIUTEIFHBIE CHCTEMBD). Pa3ieieH Ha JIOTHIEeCKI
3aBepIleHHbIE YacTH (MOMYNN), TIOCIIEe U3YUeHHUsI, KOTOPBIX IpelycCMaTpUBAEeTCs aTTecTalus B (hopMe MUChMEHHBIX TECTOB,

KOHTPOJIBHBIX PadoT.

PaGoTs! oneHMBaroTCA B 6amax, CyMMa KOTOPBIX JaeT PeHTHHT KaXkIoro odydaromierocs. B 6ammax orieHUBalOTCS HE TOJIBKO
3HAHUS U HABBIKY OOYYAIOMKXCS, HO M X TBOPUECKHE BO3ZMOXKHOCTH: aKTUBHOCTh, HEOPAMHAPHOCTh PELICHUH OCTAaBICHHBIX
npoGusieM. Kaxxpiit Mo1ynb yaeOHOM TMCIUIUIMHEI BKITFOYAET 00s3aTeNbHbBIE BUIBI paboT — siekiuu, [13, paznuunsie Bugsl CPC
(BBITIOJTHEHUE TOMAIITHUX 3aJaHUH [0 PEIICHHMIO 3a/1a4, MOATOTOBKA K JEKIUAM M MPAKTHICCKUM 3aHATHAM).

®dopma TeKyIero KOHTPOJIS 3HaHUH — paboTa CTy[JeHTa Ha IPaKTHIEeCKOM 3aHATHH, orpoc. Popma MpoMeKyTOUHBIX aTTECTaIHi —
KOHTpOJIbHAs paboTa B ayIUTOPUH, JOMAIIHsS paboTa. itorosas ¢opmMa KOHTPOIIS 3HAHHUM MO0 MOIYIISIM — KOHTpOJIbHas paboTa ¢

3agadyaMy 1o MaTepualy MOIYJIA.

Meroandeckue yka3aHuUs 110 BEIIIOJTHEHHIO BCEX BUIOB YUeOHOH pabOTHI pa3MeIeHbI B JIEKTPOHHON 00pa30oBaTeIbHOM cpene

aKaJICMUH.

Meroandeckue yka3aHus U MaTepHaibl O BUIaM y4€OHBIX 3aHATHH MO TUCHUIINHE:

Buy yaeOHBIX 3aHATHH, paboT - OpraHu3anus IesTeNsHOCTH oOydaromerocs JIekmmns - Hanucanue xoHcnekTa
JIEKIHil: KPaTKO, CXEMaTHYHO, ITOCIEI0BATEIIFHO (PUKCHPOBATh OCHOBHEIE TTOJIOKEHUS, BBIBOBI, (POPMYIHNPOBKH, 0000IICHH,
O0TME4aTh BayKHbBIC MBICIIH, BBIICIATH KIIOUEBbIE CII0BA, TEPMUHBL. IIpoBepKka TEPMUHOB, IOHATUHI C IOMOLLBIO SHUUKIONEIUH,
CJIOBapeH, CIIpaBOYHHUKOB C BBIIIMCHIBAHUEM TOJIKOBaHUH B TeTpab. OO03HAUNTh BOIPOCHI, TEPMHUHBI, MaTepUall, KOTOPBIH
BBI3BIBACT TPYIHOCTH, MOMBITATHCS HAWTH OTBET B PEKOMEHYeMOH JINTEpaType, €CIIM CAMOCTOATEIHFHO He yHaéTcesl pa3o0parTscs B
Marepuane, Heo0X0uMO c(hOPMYIUPOBATh BOIIPOC U 337aTh MPEMOAABATEII0 Ha KOHCYABTAllUH, Ha IPAKTHIECKOM 3aHATHH.
IMpakTudeckue 3ansatust - KoHcnekTHpoBaHHE HCTOUYHHKOB. PaboTa ¢ KOHCIIEKTOM JIEKIUH, MOATOTOBKA OTBETOB K KOHTPOJIBHBIM
BOIIPOCaM, IIPOCMOTP PEKOMEHAYEMOM JTUTEPATyphl, paboTa ¢ TEKCTOM. BhINoHEHHE IPAaKTHUECKUX 33124 B HHCTPYMEHTAJIbHBIX
cpenax. Bemmomnenue npoektoB. Penenne pacuéTHo-rpadMuecKuX 3aHaHuH, pelIeHue 3a1a4 110 aJTOPUTMY H Jp.
CamocrosTensHas pabota - 3HaKOMCTBO C OCHOBHOM H JOTIOJHUTEIBHOM TUTEPaTypoOil, BKJIIOUas CIIPaBOYHbIE U3IaHUS,
3apy0eXHbIE HICTOUHNKH, KOHCIIEKT OCHOBHBIX ITOJIOXKCHUH, TCPMUHOB, CBEJICHUH, TPEOYIOIINXCSI IS 3alIOMHHAHUS ¥ SBIISIOLIAXCS
OCHOBOIIOJIAraroIuMU B 3Toi Teme. CocTaBiieHHe aHHOTALUI K IPOYUTAHHBIM JIMTEPATYPHBIM HCTOYHUKAM U Jp.

9. METOUYECKHE YKA3AHUS OBYYAIOIIMUMCS IO BBINMOJHEHNIO CAMOCTOSATEJIBHOU PABOTBI

OCHOBHBIMH 337]a4aMH CaMOCTOSITEIIFHON pabOTHI CTYIEHTOB, SIBISFOTCS: BO—TIEPBBIX, IPOJOKEHUE U3YUCHNS TUCIUILIHHEI B
JIOMaIIHUX YCJIOBHSX 10 IpOrpaMMe, IPeAI0KEHHON IPENoJaBaTesieM; BO—BTOPBIX, IPUBUTHE CTyJCHTAM HUHTEpPECA K TEXHUYECKOT
Y MaTeMaTHYECKOH JIMTEepaType, HHXKEHEpHOMY Jeity. M3ydeHne n nznoxeHue HHGpOPMaIMH, TTIOIy4eHHON B pe3ysibTaTe N3y4eHUs
Hay4HOM JINTEpaTyphbl U IPAKTUYECKUX MaTEpUaIOB, IPEIIOIaracT pa3BUTHE y CTyACHTOB KaK BIIaJICHUsI HABbIKAMU YCTHOM peun,
TaK ¥ CIIOCOOHOCTEH K 4eTKOMY NICEMEHHOMY M3JI0KCHUIO MaTepHaa.

OcHOBHOM (hOpMOIT KOHTPOJIS 38 CAMOCTOSTENBHOM pabOTOH CTYJCHTOB SIBISIFOTCS MPAKTUIECKUE 3aHITHU, a TAKXKe eXKeHeJeTIbHbIe

KOHCYJIbTAallUM ITpEnoaaBaTeIA.

HpaKTI/I‘{eCKI/IC 3aHATHS — HanOoJIee noaxoaamec MECTO JIJ1d (bOpMI/IpOBaHI/ISI YMCHUA NPUMCHSTD IMOJTYYCHHBIC 3HAHUS B

IIPAaKTUYECKOH JESATENbHOCTH.

[Ipu mOATOTOBKE K MPAKTUUECKUM 3aHSATHSM CJIEIYET COON0AaTh CHCTEMAaTHIHOCTD M MOCIIEI0BATEIBHOCTD B padote. Heobxomumo
CHavaJia BHUMATEIILHO O3HAKOMHTRCS C COJICPKaHUEM TUTaHa MPAKTHICCKUX 3aHATHH. 3aTeM, HAWTH B y4eOHOH TuTepaType
COOTBETCTBYIOIIHE Pa3eNbl U MPOYUTaTh MX. OCBanBaTh N3ydaeMbIil MaTEpHal CIEAYeT 10 JacTsaM. [lociie n3ydeHus Kakoi-1oo




TEMBbI WIIU €€ OTJEIBHBIX Pa3elIOB HEOOXOJUMO MOTyIeHHbIC 3HAHUS IPUBECTH B CUCTEMY, CBSI3aTh BOGHHO BECh IMPOPAOOTaHHBIH
MaTepHal.

ITpu mogBeIeHNH NTOTOB CAMOCTOSTEIFHOM PaOOTHI IpEnoiaBaTesieM OCHOBHOE BHUMAaHHE TOJDKHO YICHATHCS pa30opy U OleHKe
Iy4qimux padoT, aHaIH3y HeIO0CTaTKOB. [0 MpeyioxKeHuo MperoAaBaTelis CTYICHT MOXKeT H3JI0KUTh COAEPKaHNe BRITOTHEHHOW MM
MHCBMEHHOHN pabOTHI Ha MPAKTUYECKUX 3aHATHAX




