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1. Hacmopr mnporpammbl npogeccuonanbHoro moayias I[IM.01 BeinmosiHenue
padoT Mo MPOEKTUPOBAHUIO CETEBOI MH(PPACTPYKTYPbI

1.1 ObsacTb npuMeHeHust padove MPOrpaMMbl

Pabouas mporpamma npodeccuonanbHoro moayis [IM.01 Beimonnenue pabGoT 1o
MIPOCKTUPOBAHHIO CETEBOM UHGPACTPYKTYPBI SIBJISICTCSI JaCThIO OCHOBHOM
npodeccHoHabHON 00pa30BaTEIbHOW MPOrpaMMbl B COOTBETCTBHH C  (heepalbHBIMU
rOCyJapCTBEHHBIMH  OOpa30BaTEIbHBIMM  CTaHAAPTaMH II0 CICIHAIBHOCTH CPEIHEIO
npodeccronanbHoro oopaszopanus 09.02.06 CereBoe U CHCTEMHOE aIMUHUCTPUPOBAHHE.

1.2. Mecto npodeccnoHabHOr0o MoayJis B cTpykrype OITOII

HuctiunnuHa siBisieTcs  penepasbHbIM  KOMIIOHEHTOM TPO()EeCcCHOHAIBHOTO IIHKIIA
JTUCHUTUIMH ~ JUIsl  CHEHUAIbHOCTH W BXOAUT B  NPOdEecCHOHANBHBIA UM OOImUN
€CTECTBEHHOHAYYHBIHN ITHKI.

1.3. Hean, 3axa4u ¥ IJIAaHUPYeMblIe pPe3yJibTaThbl U3Y4YeHHs] NMPOGeCcCHOHATBLHOIO
MOIYJIst

[lenp ATOW MUCHMIUIMHBI — JIaTh MPEACTABJICHHE: O POJM W MECTE€ 3HAHUKW MO
JTUCHIHIUIMHE TIPU OCBOCHUH CMEKHBIX JTUCITUILUIMH 10 BEIOPAaHHOH CIICIIMAIIBHOCTH U B cdepe
npo¢eCCUOHATIBHON JIEATEIbHOCTH.

1.3.1. Ilepeyennb 00X KOMIIETEHIM

Kon HaumeHoBaHMe 001X KOMIIETEHUH A

OK 1. Br16upath ciocoOs!I peneHus 3aaa4d mpodheCCHOHATBHON NeATeILHOCTH, IPUMEHHUTEITEHO K
pa3IMYHBIM KOHTEKCTaM

OK 2. OcCyIiecTBIAT, TIOWCK, aHAIW3 W HWHTEPIPETaluio HHPOPMALWH, HEOOXOAMMON I
BBITIOTHEHUS 327124 PO ECCHOHATBHON eI TeThHOCTH

OK 3. [1marnpoBaTh 1 peanu30BEIBaTh COOCTBEHHOE MPO(ECCHOHAIBHOE U TMYHOCTHOE Pa3BUTHE.

OK 4. PaboTarth B KOJUIEKTHBE U KOMaHAe, 3G (HEKTHBHO B3aMMOICHCTBOBATE C KOJIIETaMH,

PYKOBOACTBOM, KIIMCHTaMH.

OK5. Ocy11ecTBIATh YCTHYIO U MUCbMEHHYI0 KOMMYHHUKALIUIO Ha TOCYJapCTBEHHOM SI3BIKE C
Y4eTOM 0COOEHHOCTEH COLMAILHOTO M KYJIBTYPHOT'O KOHTEKCTA.

OK 6. [IposiBNATE  rpaXOaHCKO-TIATPHOTHYECKYIO — MO3HMLMIO,  JAEMOHCTPUPOBATH  OCO3HAHHOE
MIOBEJICHNE HAa OCHOBE TPAJULIUOHHBIX O0IEUEI0BEUECKUX LIEHHOCTEH.

OK 7. CoelicTBOBaTh COXpaHEHHIO OKPYIKaIOIIel cpeibl, pecypcocOepekeHuro, 3ppekTnBHO
JIeMCTBOBATH B UpE3BhIUAITHBIX CUTyaLIUsX.

OK 8. Hcnonb3oBath cpencTBa GU3NUECKON KYIBTYPHI sl COXPAHEHHUS U YKPEIUICHH 310POBBS B
nporecce NpopecCHOHATEHON AEeSITENbHOCTH U MOJAEPKaHHe HEOOXOIMMOTo YPOBHS
¢u3nuecKol IOATOTOBICHHOCTH.

OK 9. Hcnonp3oBaTh MHPOPMAIMOHHBIE TEXHOJIOTHH B MPO(ECCHOHATHLHOMN e TeTEHOCTH

OK 10. | INomp3oBaThest MpodeccHOHATFHON TOKYMEHTAIUEH Ha TOCYJapCTBEHHOM M HHOCTPaHHOM
SI3BIKE.

OK 11. | IImanupoBaTh MpeaNpPUHUMATEILCKYIO AeSITETLHOCTE B MpodeccnonansHol chepe




1.3.2. Ilepeyennb npodeccHOHATBLHBIX KOMIIETEHIM A

Kon HaumeHoBaHue BUIOB 1eSITeJJbHOCTH U NPO¢)eCCHOHATbHBIX KOMIeTeHIU
B/ 1. Brimonnenue paboT Mo MpoeKTHPOBAHUIO CETEBOU HH(PACTPYKTYPHI
IK 1.1. BhIMonHATE NpoeKTUpOBaHUE KaOETbHOM CTPYKTYPBl KOMIIBIOTEPHON CETH.
IIK 1.2. Ocy1iecTBIATh BBIOOP TEXHOJIOTUH, HHCTPYMEHTAIBHBIX CPEACTB U CPEJICTB BHIUUCIUTEIBHON

TEXHUKH [PU OPTaHU3aMU TIpoliecca pa3paboTKH U UCCIIEI0BaHUSI 00BEKTOB
npoecCroHABHOM eI TeThHOCTH

IIK 1.3. O6ecneynBaTh 3aUTy HHPOPMAIIMH B CETH C UCTIOJIb30BaHUEM MPOTPAMMHO-AIAPATHBIX
CpEICTB.
[IK 1.4. [IpuHMMAaTh yyacTue B IPUEMO-CIATOYHBIX HCTIBITAHUAX KOMIIBIOTEPHBIX CETEH U CETEBOTO

000pyI0BaHUS pa3IMYHOIO YPOBHS U B OLICHKE Ka4eCTBA U 5KOHOMUYECKOH 3(h(heKTUBHOCTH
CEeTEeBOIl TOMoNorny.

IIK 1.5. BrIimonHATe TpeOOBaHNS HOPMAaTUBHO-TEXHUUYECKON TOKYMEHTAIIMU, UMETh OIBIT 0(pOpMIIEHUS
IIPOCKTHOM TOKYMEHTALIUN.

B pe3yabTaTe 0OCBOCHHUSA IIpO(l)eCCI/IOHaJIbHOI‘O MOAYJIHA CTYACHT NOJ/KCH:

Nwmets IIPOEKTUPOBAHUH aPXUTEKTYPhI JTOKAJIBHOW CETH B COOTBETCTBUH C IIOCTaBICHHON
[IPAKTUYECKUN 3a/a4ei;
OIIBIT B YCTaHOBKE W HACTPOMKE CETEeBBIX IPOTOKOJIOB M  CETEBOTO 00OpYyIOBaHHUS B

COOTBETCTBUH C KOHKPETHOM 3a/1aue;

BBIOOpE TEXHOJIOTUH, UHCTPYMEHTAJIBHBIX CPEACTB IPH OPTaHU3aLNH ITPOIecca
HCCIIeIOBAaHMS 0OBEKTOB CETEBON HH(PPACTPYKTYPHI,

obecrieyeHnr 0€301IaCHOTO XPaHEeHHUs U Tiepeadu HH(GOpPMAIHH B JIOKAJILHOU CETH;
MCTIOJIB30BAaHUH CIIEIIHATBHOTO POTPAMMHOTO 00ECTICYSHHUS TSl MOJICITUPOBAHHS,
MIPOEKTHUPOBAHUS U TECTHPOBAHUS KOMITBIOTEPHBIX CETEH.

yMETh MIPOEKTUPOBATH JIOKAJILHYIO CETh, BHIOUPATH CETEBbIE TOMOJIOTHH;
MCIMOJIb30BaTh MHOTO()YHKIIMOHAIBHBIE TPUOOPHI MOHUTOPUHTA, POrPaMMHO-
anmnapaTHbIe CPEACTBA TEXHUUYECKOTO KOHTPOJIS JIOKAIbHOU CETH.

3HaTh 00III¥e TPUHIIUIIBI TIOCTPOCHHUSI CETEH, CETEBBIX TOMOJIOTHH, MHOTOCIONHONW MOJIEITH
OSI, TpeboBaHui K KOMIBIOTEPHBIM CETSIM;

APXUTEKTYPY NPOTOKOJIOB, CTAHAPTU3ALNN CETEH, ITAIIOB TPOEKTUPOBAHUS CETEBOM
UH(PPaCTPYKTYPBHI;

0a30BbIC MPOTOKOJIBI U TEXHOJOTHH JIOKATBHBIX CETEH;

MIPUHLUIIBI TOCTPOCHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

CTaHAApPTHI KaOeJe, OCHOBHBIC BUJIbI KOMMYHHUKAIIMOHHBIX YCTPONUCTB, TEPMUHOB,
TIOHSATHIA, CTAHJAPTOB U TUTIOBBIX 3JIEMEHTOB CTPYKTYpPUPOBAHHON KaOembHOM
CHCTEMBI.




1.5 Kosin4ecTBO 4acoB Ha OCBOeHHEe padovyell MPOrpaMMbl y4eOHOM TUCIUIIMHBI:

O0bemM 0011€00pa3oBaTEILHOI POrpaMMbl o0yuarorierocs — 660 4acos, B TOM
qucIe:

00s3aTeNIbHON ayIUTOPHOM yueOHOM Harpy3Kku oOyyaromierocst — 622 gaca;

CaMOCTOSITeNIbHOM paboThl 0OyUarorierocs — 14 yacos.

Jlexnmu — 154 gaca;

[IpakTuueckue 3ausTus — 186 yacos;

Koncynpranum — 6 yacos

KypcoBoe npoektupoBanue - 30

[IpomesxyTounas arrectanus — 3k3ameH (18 yacos)



2. CTpyKTypa M coaepskaHue nNpodheccHOHAIBHOI0 MOTYJIS
2.1. CTpykrypa npo¢ecCHOHAIBLHOT0 MOYJIsA

3aHATHS BO B3aUMOJIEHCTBHUH C MPETNOaBaTeseM, 4ac g:gg KoHeyb
O6yuenne o MJIK [IpakTuku tal Tanun
Konst HaunmenoBanust CyMMapHbIit
[TpousBoacTBEH
npodeccuoHal pa3zmernos 00beM
BHBIX 00X po¢ecCHOHATBEHOTO Harpy3ku JlaGopatopubix KypcoBsix Had Hpomes
N ’ Bceero | Jlexmm u YueOHast (ecm yTO4YHAast
KOMIICTCHIINH MOJTYJIs Jac. pabot
" MPaKTHYECKUX MpPEeIyCMOTPEHa | aTTecTar]
N (IpoexToB)
3aHATHI paccpenoToucH ust
Hasl TIPaKTHUKa)
1 2 3 4 5 6 7 8 9 10 11 12
MK 1.1-ITK Pazpen 1.
1.5 KommnbrotepHsie 92 80 32 48 6 4 2
OK 01-11 CeTH
Paznen 2.
Opranu3zanus,
[IK 1.1-TIK MIPUHLIMIIBI
1.5 MOCTPOECHUS U 310 290 122 138 30 6 10 4
OK 01-11 (YHKIMOHUPOBAHUS
KOMITBIOTEPHBIX
ceren
VYyeOHast mpakTHKa
(mo mpoduiro
LK | e
1.5 DeIVCMOTDCHA 108 108 108
OK 01-11 PEAYMOTP
HUTOTOBAast
(KOHIIEHTPUPOBAHHA
) IPAKTHKA)
IIK 1.1-TIK [IpousBoacTBeHHAS 144 144

' O6beM camocToATENBHON PabOTHI OOYYAKOIMXCS ONpPEENIETCs 00pa30BaTENLHON Opranu3anuel B cootBeTcTBun ¢ Tpebosanusmu GI'OC CIIO B npenenax o6beMa yueOHON AUCIUILTUHBL

B KOJIMYECTBE YaCOB, HEOOXOIMMOM JJIs BBIITOJHEHUSI 3aJaHUI CaMOCTOSTENILHOM PabOThI 00yJaronuXcs, IIPEeTyCMOTPECHHBIM TEMaTHUECKUM IUIAHOM U COJIepKaHHEM Y4eOHOH AUCIIUTUIMHEL
(MEeXIUCIUILTHHAPHOTO Kypca).




1.5
OK 01-11

IpaKTHKa (110
PO UITIO
CHEIUAIBHOCTH),
4JacoB (ecnu
MpeayCMOTpeHa
UTOTOBAS
(KOHIIEHTPUPOBAHHA
) IPAKTHKA)

144

DK3aMeH 110
MOJTy IO

Bcero:

688

622

112

198

44

108

144

18

14




2.2. TemaTu4eckuii IJIaH U copepxanue npodeccuoHaabHoro moxyJs (IIM)

HaumeHoBaHue pa3/iesioB U TeM

Copaepxxanue y4eOHOro MaTepuaJia,

npodeccuonanbHoro moays (IM), O0bém B
JadopaTopHbie padoThI U NPAKTHYECKHE 3aHATHS, CAMOCTOAATeJIbHASA y4eOHas padoTa
MeKIMCHUIIMHAPHBIX KYPCOB yacax
(MIIK) o0y4yarommxcs, KypcoBasi padota (poekKT) (€ciu pe1yCMOTPEHb)
1 2 3

Paszgea 1. KomnbroTepHblie ceTu

M/IK.01.01. KoMmnbloTepHbIe ceTH 92
Tema 1.1. BBenenne B ceTeBbie Conep:xkanmne 24

TEXHOJIOI'HH

1

KommnsrorepHsie cetn

CoBmecTtHas pabora, IHTepHET U COBpEMEHHBIE CETEBbIE TEXHOJIOTUHN — 00J1aCTh IPUMEHEHUS U
Ha3HaueHue. Buabl KOMIbIOTEpHBIX ceTeil. [ obanbHble U NoKanbHble ceTu. OJHOPaHTOBBIE U
KJIMEHT-CEpBEPHbIE apXUTEKTypbl. OCHOBHBIE KOMIIOHEHTHI CETEHl, ceTeBas cpela U CETEBbIE
yctpoiictBa. Texnonoruu noakatodenust kK Marepuer. Kousepreutusie cetu. Kauectso u
Ha/IeKHOCTh ceTei. OCHOBHbIE MOHATHUS CeTeBON 0e30macHOCTU. TeHIeHIIMM Pa3BUTHUS CETEH.

KoHconbHBI foCTYN, yIaneHHbIi noctyn ¢ momonipio Telnet u SSH, ncnons3oBanue mopra
AUX.

CeTeBble MPOTOKOJIbI H KOMMYHUKAIIHH

KomupoBanue u nmapamerpsl cooOmienus. CeTeBble MPOTOKOJIBI. B3anMozeicTBre mpoTOKOJIOB.
Ha6op nporokonos TCP/IP u mponecc oOMena ganHbiMH. OpraHu3aliud MO CTaHAApTH3AINH:
ISOC, IAB, IETF, IEEE, ISO. MmuoroypoBueBsie monmenu OSI u TCP/IP. Unkancymsims
nauHbIiX. [Iporokonsubie 610ku nanabix (PDU). Joctyn k mokansHbIM pecypcam. CeteBast
anpecamus. MAC- u IP- agpeca. Joctyn k yaanéaasiM pecypcam. 103 mo ymomdanuro.

CeteBoii gocTyn

[Iporokonel u craHmapThl Qundeckoro ypoBHs. CrocoObl monkimrodeHHs K ceTH. CeTeBble
unrepdeiicapie iaTel (NIC). Cpeapl mepenayu JaHHBIX M UX XapaKTEPUCTHKHU: TPOITYCKHAS
CIIOCOOHOCTh,  TPOM3BOMUTEILHOCTh. Bumsl MemHbIx cereBbix kabemeii: UTP, STP,
KOaKCHAJLHBIA. Pa3HOBUIHOCTH, 0COOCHHOCTH MTPOKIIAIKU U TeCTUPOBaHUS Kabeneil. CTpykrypa
1 0cOOCHHOCTH MPOKJIAJKU ONTOBOJIOKOHHKIX Kabenel. becipoBoiHbIe cpeicTBa niepeaadn
nanubix. Cranmapt Wi-Fi IEEE 802.11.




KaHanbHbIi ypOBEHB U €ro Mo ypoBHU: YTpaBieHue joruyeckum kananom (LLC) u
VYnpasienue 1octynom k cpefe nepenadn ganHelx MAC. CTpykTypa Kajpa KaHaJIbHOT'O YPOBHS
U IPUHLUIBI ero (hopmupoBanus. CTaHIapThl KaHAJIBHOTO YpoBHA. Du3ndeckas u Jorudeckas
TOIOJIOTUS CeTH. TONMOIOrNH «TOUKA-TOUKaY, «3BE3/1a», KIOJHOCBA3aHHAS, «KOJIBLIEBAS.

[MonyaymniekcHas v TOTHOMYTIEKCHAs niepenava JaHHbix. OcodenHoctr kaapoB LAN, WAN,
Ethernet, PPP, 802.11.

CeteBbie TexnoJsiorun Ethernet

CewmeiictBo cereBbix TexHosoruii Ethernet. IIpunnun pa6oter Ethernet. B3zaumopeiictBue Ha
nonypoBHax LLC u MAC. Vnpasnenue noctynom k cpee nepenayu gaHsHeix (CSMA). MAC-
anpec: unaeHtudukamus Ethernet. AtpuOyter kampa Ethernet. IIpencraBnenus MAC-aapecos.
OnHO- 1 MHOTOAJPECHOM, MUPOKOBEMIaTeIbHON pacchulok. CkBo3HOE noakiatoueHue, MAC- u
IP-anpeca.

[IpoTokon pazpemenust anpecoB (ARP): mpuHITUIBI pabOTHI, pOJIH B MPOIIECCE YAAICHHOTO
oOMeHa anHbIMU. Tabnuusl ARP Ha cereBbIX ycTpoiicTBax. OCHOBHBIE HEJOCTATKHU MPOTOKOJIA
ARP - Harpyska Ha cpey nepenauu JaHHBIX U 0€30I1aCHOCTb.

OcHoBHast uH(popMamuss o mnoprax KommyTaropa. Tabmunma MAC-aapecoB KOMMYTaToOpa.
Oynkuus Auto-MDIX. Cnoco6sl nmepecbuiku kaapa Ha kommyTtatopax Cisco. Bydepuzanus
namMsaTH Ha KoMmMMmyTaropax. UKCHUpOBaHHas M MOJyjbHas KOH(QHUIypaluy KOMMYTAaTOPOB.
CpaBHeHne KoMMyTauuu YpoBHA 2 u ypoBHsi. Texnomorust Cisco Express Forwarding.
Buptyanbhslii untepdeiic kommyraropa (SVI), Mapmpytusupyemslii nopt, EtherChannel
ypoBHs 3. KoHurypanus MapipyTU3upyeMoro nopTa.

CeTeBoil ypoBeHb

CereBoil ypoBeHb B Ipoliecce nepenayd JaHHbIX. [IpoTokosnbl ceteBoro ypoBHS. OCHOBHBIE
xapakrepuctuku [P-mpotokona. Crpykrypa mnakeroB [Pv4 wu IPv6. OcobGeHHoctu
npeuMyIecTBa nporokoiga Pve. Metoapl MapumipyTu3auuu y3iaoB. Tabmuia MapiipyTH3aluH
y3JI0B W Mapuipytuzaropa st npotokosioB IPv4 u IPv6. YcrpoiicTBO mapmipyTuzaropa —
IIpoueccop, mnamsaTh, omnepanuoHHas cucrema. llogkarodeHne K MapIIpyTH3aTopy 4epes
paznuuHble mopThl. HacTpoiika HCXOMHBIX MapaMeTpoB, HHTEP(HEHCOB, IUTI03a 10 YMOTYAHHUIO U

JIPYTUX XapaKTEpUCTUK MapILIpyTHU3aTopa.

TpaHcnopTHBINA YPOBEHb
Ha3nauenue n 3aa4n TpaHCIIOPTHOTO YPOBHS.
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MyJIbTUIUIEKCUPOBAaHUE CEaHCOB cBA3U. Ommcanne n cpaBHeHHe npotokosnoB TCP u UDP —
Ha/IeKHOCTh ¥ TIPOU3BOJUTEIBHOCTD, 00JIACTh MPUMEHEHUs. AJipecaliusi IOPTOB U CErMEHTALUS
TCP u UDP. O6men pnanabiMu mo TCP. IIpoueccst TCP cepsepa. Ycranosnenue TCP-
COCMMHEHUs] MW ero 3aeepiueHue. [lpuHuuner «TpéxcropoHHero pykomoxatus» TCP.
Hanéxnocts u ynpasnenue norokom TCP - [loarBepxaeHue mojyuyeHUsi CErMEHTOB, MOTEps
JAHHBIX M MOBTOPHAs Iepeaaya, yrnpaBieHue MOoTokoM. OOMEH AaHHBIMU C HCIIOJIb30BAaHHEM
UDP. IIponeccol u 3anpocsl UDP-cepBepa, UDP-gatarpammel, npoueccsl UDP-knuenTa.
[Ipunoxenus, ucnomnszytomue UDP u TCP.

IP-anpecauus

Crpyxkrypa [Pv4-anpecos. CeteBas u y3noBas yacth [P-agpeca. [Ipeobpa3oBanue anpecos
MEKy JBOMYHBIM U JECITEPUUHBIM NpeacraBieHueM. Macka noacetu IPv4. CereBoit anpec,
aJpec y3ia v UpoKoBenaTeabHbli agpec cetu [Pv4. IIpucBoeHne y3imy cTaTUu4eCcKOro u
nuHamu4geckoro [Pv4-anpeca. MuoroaapecHas nepenada. [lyommuansie n yactabie [Pv4-anpeca.
[Pv4-anpeca cneunansHoro HazHaueHus. [IlpucBoenue [P-agpecos.

CoBMeCTHOE UCTIOb30BaHKuE MPOTOKOJI0B [Pv4 u IPv6: nBOWHOM CTEK, TYHHEIMPOBAHUE,
npeobpazoBanue. [Ipeacrasnenue IPvo-anpecos. [IpaBuia cokparmienus 3anvcu [IPv6-aapecos.
WHnuBuyanbHBIM, TPYITIOBOM, TPOU3BOILHEIN TUIIEI [PV6-anpecoB. CTpyKTYyphI TIOKaILHOTO U
rI100ansHOTO HHANBUAYAIBHBIX [PVv6-anpecoB. CtaTudeckast U JMHaAMUYeCcKasi KOH(pUTypamun
ro0anpHOr0 HHAMBHAYaIbHOTO aapeca. [Iponecc EUI-64 u cnydaifHO creHeprupOBaHHBIHA
uneHTudukaTop uHTEpderica.

ICMP-cepBucsol. Otimuus 1yist mpoTokoioB [IPv4 u IPv6. Coobmenus ICMPvI6 «3anpoc
MapupyTuzaropy», «OOBsSBICHHE OT MapIIpyTU3aTOpa», «3ampoc COCETHEro y3laa» u
«O0BsBICHNE COCEAHETO y31a». TeCTHpOBaHUE CETH C MIOMOIIBIO AX0-3aMPOCOB. TpaccupoBKa
MapipyTta. Bpems npoxosxaeHust curaana B npsiMom u oopatHoM HarpasieHusax (RTT). Bpems
xu3nu (TTL) IPv4 u npenen nepexonos IPv6.

Paznesnenne IP-cereil Ha moaceTn

Cermentanust [P-cereit. OOMeH naHHBIMH MEXAy mnoaceTsMu. [lnaHupoBaHue aapecanuu B
nonacetsax. PacuerHele ¢opMynbl 1isi cerMeHTauuu cetu. Pa3OueHue Ha MOACETH HAa OCHOBE
TpeOOBaHMI Y3JIOB M CETEH, B COOTBETCTBHH C TpeOoBaHUAMH ceTed. OmnpeneneHne MacKu
nojcetn. Paz0neHne Ha TMOJICETH C WCMOJb30BAaHWEM Macku mepeMeHHo mmHbl (VLSM).
bazoBass monmens m HaszHadeHue OnokoB ampecoB VLSM. IlmanupoBanue aapecanuu CeTH.
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OcobOennoctn mpoekTupoBanusi [Pvo-cetn. Pa3Ouenne Ha TOACETHM C HWCHOJIB30BAaHUEM
uneHtudukaTopa untepgerica.

10

YpoBeHb NPHJI0KEHU I

YpoBeHb IPUIIOKEHHUM, YPOBEHb IPEACTABICHUS M CEaHCOBBIM YypoBeHb. [Ipumepsl
pacnpoCTpaHEHHBIX MNpuilokeHU. IIpoTokonsl ypoBHS mnpunoxeHuil. OAHOpPAHTOBBIE CETH
(P2P). Mogens Tuma «kiaueHt-cepBep». O63op mportokonoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomenusix uMéH (DNS). ®opmar coobmenuit u uepapxuss DNS. VTunura
«nslookupy». Ciyx6a DHCP. IIporokon nepemauun ¢aiinos (FTP). IIporokon oOMeHa Giokamu
cepBepHbIX coobmeHuit (SMB). Konnenmuu «Bceoobemmomuii Uatepaer» BYOD. JloctaBka
JTAaHHBIX 110 KOHBEPT'€HTHBIM CETSIM.

11

Co3nanne u HacTPoOiiKa He0OIBIIOH KOMIILIOTEPHOM CeTH

[TnanupoBaHue U co31aHNE HEOOIBIION KOMIIBIOTEPHOM CETH: ONPEEeNICHNE KITFOYEBBIX
(hakTOpOB, BHIOOP TOIIOJIOTHUH U CETEBBIX YCTPONUCTB, BEIOOP M HACTPOIKA MPOTOKOJIOB, CUCTEMBI
aapecanuu. Mepsl 1o odecriedeHuto 0€30IacHOCTU CETU. Y A3BUMOCTH U CETEBbIE aTAKH.
Pa3BenpiBaTenbHble aTaku, ATaku goctyna, Otka3s B o0ciyxuBanuu (DoS-ataku). PesepBHoe
KOIIMPOBaHKE, OOHOBJIEHUE U YCTAaHOBKA UCIPaBICHUN. MekKceTeBbIe IKPaHBI.

AyTtenTudukanus, apropuszanus 1 yuét. Bkmouenue nporokoia SSH.

@ainoBbele CUCTEMBl MAapLIPyTH3aTOPOB M KOMMYTAaTopoB. Pe3epBHOE KONMpOBaHHE U
BOCCTAQHOBJICHHE C TIOMOIIBIO TEKCTOBBIX (aitnoB, mnpotokona TFTP, USB-nakonurens.
Berpoennsle ciy:x0p1 Mapuipytuzauuu. [lognepxka 6ecipoBogHbIX noakaoueHnit. Hactpoiika
BCTPOEHHOT'0 MapLIpyTH3aTOpa.

OM YHCJIC ITIPAKTHYECCKUX 3aHATHH U naﬁopaTopnmx paﬁoT

1 | CocraBienue kapThl CeTH MIHTEPHET ¢ TOMOIIIBIO YTUIIUT «ping» U «traceroute»
2 | Co3ganue mpocToi CeTH:
* VYcraHOBKa ceaHca KOHCOJIHU C CETEBBIM 000PYI0BaHHUEM TTPH MOMOIIIH IporpaMMbl Tera
Term;
e Co3manue cerTy;
HacTtpoiika 0CHOBHBIX MapamMeTpOB KOMMYyTaTOpa.
3 | IlpocmoTtp cereBoro Tpaduka ¢ MOMOIIBIO mporpammbl Wireshark.
4 | TlogkmroueHne KOMITBIOTEPOB K CETH C TTIOMOIIBIO KaOesei u 6eCIIpOBOIHBIX aalTePOB:

*  OmnpeneneHue CeTeBbIX YCTPONCTB U KaHAJIOB CBSI3U;
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e OO0XHUM ceTEBOro Kabdes;
* TIpocMOTp IaHHBIX O OECITPOBOIHBIX U MPOBOIHBIX CETEBBIX aJlaNTepax.

Nzyuenne Ethernet-rexnonormii:
e IIpocmorp MAC-anpecoB ceTeBbIX YCTPOICTB;
* U3yuenwue kaapos Ethernet ¢ momomsio nporpammer Wireshark;
* IIpocmotp ARP ¢ momombto nporpammel Wireshark, nuarepdeiicoB KoMaHIHON CTPOKH
Windows u 10S;
* Hcnonbp3oBanue uaTepdeiica komanaHoi ctpoku 10S ¢ Tabmumamun MAC-anpecos
KOMMYTAaTopa.

[MocTpoenue cetu Ha 6a3e MapUIpyTU3ATOPA!
* IIpocMoTp TabuuI MapLIpyTH3aLHUU Y3II0B;
* l3yueHne pU3NUECKUX XaPAKTEPUCTUK MapIIPyTH3aTOPA;
* Coznanue cetu, COCTOSIIEH U3 KOMMYTaTOpa U MapuIpyTH3aTopa.

N3yudeHne TpaHCIIOPTHOTO YPOBHSL:
* HaGumonenue 3a nporeccom TpEXcTopoHHEro «pykonoxarus» TCP ¢ momouisio
nporpamMmbl Wireshark;
* U3yuenue 3axBaueHHbIX faHHBIX DNS UDP ¢ nomoripto nporpaMMbl
Wireshark;
* H3yuenwue 3axBaueHHbIX MakeToB FTP u TFTP ¢ nomomrsio mporpammer Wireshark.

Hacrpoiika [P-anpecanyn:
* Hcnonws3oBanue kanbKyasiTopa Windows B paboTe ¢ CeTEBBIMHU a/Ipecamu;
* Konseprauus IPv4-anpecoB B ABOUYHYIO CUCTEMY CUHCIICHUS;
*  Ompenenenne [Pv4/IPv6-anpecos;
* Hacrpoiika [Pv6-anpecoB Ha ceTeBbIX YCTPOHCTBAX;
* TectupoBaHue ceTeBOro NOJKIOUYEHUS ¢ TOMOIIBI0 KOMaHA «ping» U
«traceroutey.

Cermenrtanus IP-cereii:
* H3ydeHue KaJbKyJIATOPOB MOACETEN;
e Pacuér noxcereii IPv4;
* Paznenenue cereil ¢ pa3nIMUYHBIMU TOMOJIOTUSAMH HA TIOJICETH;
* Pa3paboTka u BHeIpeHHE CXeMbl aipecalliu pa3aenénHoi Ha moacetu [Pv4-cery;
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Pa3zpaboTka u BHempenue cxemsl aapecanun VLSM.

10 | IP-appecanus:
* a”ayiu3 TpaduKa 0JHOAAPECHON Nepeaun, IUPOKOBEIIATEILHON 1 MHOT'0aJpECHOM
PacchUIKH;
* HacTpoiika agpecanuu [Pvo;
* mnposepka aapecaunu [Pv4 u IPv6;
*  0TpabOTKa KOMIIJIEKCHBIX IIPAKTUYECKUX HaBBIKOB.
11 | Cermenramug IP-cereii:
* OpraHusaunus MOACETH N0 Pa3IMUHBIM CLICHAPHSIM;
* pa3paboTKa M BHEAPEHUE CTPYKTYPHI aapecarun VLSM;
* BHEIPEHHE CXEMBbI aJpecallii pa3ae€HHoil Ha nojacetu [Pv6-cetu;
*  0TpabOTKa KOMIUIEKCHBIX IPAKTUUYECKUX HABBIKOB.
12 | MI3yyeHne OCHOBHBIX CETEBBIX CITYXO:
. Nzyuenue GpyHkimyn oOMeHa daiaaMu MEXTy OJJHOPAHTOBBIMH yCTPONHCTBAMHU
onpenenenue npeodpazoBanuii PAT; «M3ydenne npaBui padotet DNS;
. N3yuenue npotokona FTP.
13 | O6ecnieueHue 6€30MaCHOCTH CETH:
+ H3ydenwue yrpo3 ceTeBoi 6€30MacHOCTH;
» JlocTym K CETEBBIM yCTPOMCTBaM 10 poTokoiry SSH;
+ OoOecneueHne 6€30MaCHOCTH CETEBBIX YCTPOUCTB;
14 | Ananu3 KOMIIBIOTEPHON CETH U HACTPOMKA MapIIPyTU3aTOPA:
+ TlpoBepka 3a/1epKeK B Iepelayy CETEBbIX MAKETOB C MOMOILBIO YTUIIUT «ping» U
«traceroute»;
* Hcnonws3oBanue unrepdeiica komangHou ctpoku (CLI) mist coopa cBeieHui 0 ceTeBbIX
YCTPOKCTBAX;
*  VYmpasnenue (aiaamu KOHQUTYpaLUu MapIIpyTH3aTOpa ¢ IOMOLIBIO IPOTPAMMBI
SMYJISILMK TepMUHAIA
*  VYmpasnenue ¢aitnamu KOHPUTypalyu ycTpoicTs ¢ ucnoib3oBanuem TFTP, ¢nem-
namsaty 1 USB-Hakonurenen
* H3ydenue npouenyp BOCCTAaHOBIICHHUs MTAPOJIEH.
15 | IIpoexTrpoBaHue U CO3AAHUE CETH ISl MAJIOTO MPEATPUATHS — UTOTOBBINM IIPOEKT
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Tema 1.2. [IpuHIUNIBI
MapUIPYTHU3AIUM U KOMMYTAINH

Conep:xkanmne

1

BBenenue B KOMMYTHpPYeMble CeTH

O0wenunénnble cetu. Mepapxus B KOMMYTHpPYeMoOii ceTU. Pojb KOMMYTUPYEMBIX CETEH.
KommyTtupyemas cpena. Annamudeckoe 3anonnenue tabiauusl MAC-aipecoB KoMMyTaTopa.
MeTtobl nepecbUIKM Ha KoMMmyTaTope. KoMMyTanust ¢ npomexyTouHbIM XpaHeHreM. CKBO3Hast
KOMMYTaL¥sl.

KomMmyTannonHnsle 1oMeHbl. CHUKEHHE IEPErPY30K CETH.

OcHOBHbIE KOHIIENIMU U HACTPOHKA KOMMYTALMH

OcHOBHbIE KOHIIETILIMU U HACTpOiika koMMmyTauu. [lepBoHavanbHas HacTpoiika KoOMMyTaTopa u
BOCCTaHOBJICHHE OCJe cucTeMHoro c¢6os. Hactpoiika noctyna asns 6a30BOro ynpasieHUs
koMmmyTatopoM ¢ IPv4. JlymiekcHas cBs3b. HacTpoiika mopToB KOMMyTaTOopa Ha (PU3NIECKOM
ypoBHe. DyHKIMS aBTOMaTUYECKOTO ompeneneHus tumna kadens (Auto-MDIX). [IpoBepka
HAacTpoeK mopTta kommyTtaTopa. Ilouck u yctpanenue npo0ieM Ha ypoBHE JOCTYTIA K CETH.
be3onacHocTh KOMMyTaTOpa. 3alMIIEHHBIN yaan€éHHbIi noctyn. Hacrpolika SSH.
Pacmipoctpanénnbie yrpo3sl 6e3omacHocTy: nepenonnenue tradmuist MAC-aapecos, DHCP-
cry(uHT, HCTIONIb30BaHue ysi3BuMocTei mpotokona CDP, Ataku Telnet u ap. Ayaut u
MPAaKTUYECKHE PEKOMEHIAINH 10 obecnieueHnio 0e30macHocTy ceTu. be3omnacHoCcTh mopra
kommyTaropa. OrcnexuBanue DHCP cooOmennii. @yHKIns 6e30macHOCTH opTa. Buibt
3amuThl MAC-anpecoB. Pexxumel pearupoBanms Ha HapyiieHue 6e3omacHoctu. [IpoBepka u
HacTpoiika noptos. IIpoTokon cereBoro Bpemenu (NTP).

Bupryanabhble JiokajabHble ceTd (VLAN)

Bupryanbsusie nokanbueie cetd (VLAN) — kitaccuguKaiys 1 OCHOBHbIE XapaKTEPUCTHKH.
Tpanku BUpTyanbpHBIX ceTeld. KOHTpOJIb MIMPOKOBEIIATEIbHBIX TOMEHOB B ceTsix VLAN.
Teruposanne xkaapos Ethernet anst unentuduxanum cetn VLAN. Cetn native VLAN u
terupoBanue cranaapta 802.1Q. Teruposanue ronocoBoit VLAN. Peanuzanuu BupTyanbHOM
nokaybHOM cetu. Haznauenne noptos cetsiM VLAN. Hactpolika TpaHKOBBIX KaHAJIOB.
[TpoTokon guHAMUYECKOTO co3nanus TpankoBoro kaHama (DTP). ITouck u ycTpanenue
HEMOJIa 0K B BUPTYaJIbHBIX JIOKAJIbHBIX CETSIX U TPAHKOBBIX KaHanax. [Ipobnems ¢ IP-
aapecanueii cetu VLAN. HecoBnazeHust pe;kuMOB TpaHKOBOM cBsi3H. [IpoekTupoBanue u
obecnieuenue 6e3onacHoct VLAN: hopping, criypuHr kommyTaTopa, aTaka ¢ IBOHHBIM
terupoBanuem, Cerb PVLAN nepumertpa. [Ipaktnueckne pekoMeHgauy o NpoeKTUPOBAHUIO
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BUPTYJIbHOM JIOKAJIbHOW CETH.

KoHuenuus Mapmpyruzanuu

Hactpoiika mapupytuszaropa. MexaHu3Mbl epecblUIKH akeToB. [logkiatoueHre n HacTpoiika
ycTpoiicTB. CBETOAMOIHBIE HHAMKATOPHI HA MaplIpyTu3zaTope. AKTUBanus 1 HacTpoiika [P-
aapecauuu. [IpoBepka CBA3HOCTH CETEM C MPsAMBIM NOoAKI0YeHueM. [IpoBepka HacTpoek
unTepdeiica. DunpTpaniys BEIXOJHBIX JAHHBIX KOMaH[ «showy». KommyTaliys nakeToB Mexay
ceTsimMu. DYHKIUSA KOMMYTallMU MapuipyTiu3aTopa. Mapuipytusanus naketoB. Onpesenenue
nyTtu. [Ipouecc npuHATHS pelIeHus O NepechbUIKe MakeToB. BbIOOp ONTUMAIBHOIO My TH.
[Iporokonsl RIP, OSPF, EIGRP. Pacnipenenennie Harpy3ku. AAMUHUCTPUPOBAHUE PACCTOSTHUE
(AD) 1 Hapex)HOCTh MapLIpyTa. AHaIU3 TaOIUL MapIIPYTU3ALUN — UICTOYHHUK JTaHHBIX,
NPUHIUIB (POPMHUPOBAHNE BO3MOKHOCTH HACTPOMKU. 3anucy TaOIMLbl MapIIpyTH3aLUN A7
CeTe! ¢ MPSIMBIM NOJKIIIOYEHUEM. 3alaHie CTaTHYECKUX MapuIpyToB. [TpoTokoIbl
JUHAMUYEeCKOW MapiupyTu3auuu cereit [IPv4 u IPv6.

Mapmpytusanus mexay VLAN

[Tpuntumner padoTel MappyTusanun Mmexay VLAN. Hactpoiika mapmpyTuzanuu Ha 6aze
MapLIpyTU3aTOPOB ¢ HECKOJIBKUMH (pU3HUECKUMH HHTEepdeiicaMu, ¢ HCIOIb30BAHUEM
KOH(UTrypaiuu router-on-a-stick, uepe3 MHOroypoBHeBbIii KOMMyTaTop. [IpoGiiemMsl
mapupyTtuzaunu mexxay VLAN. [IpoBepka KoH(pUrypauu KOMMyTaTopa U HacTpOeK
MmapupyTtuzaropa. Henonanku B pabote unrepdeiica. Ommobku B [P-anpecax u Mackax moJCeTH.
Hactpoiika u paboTta kommyTaiuu Ha 3-M ypoBHe. MapmpyTtuzanus Mexay VLAN gepes
BUPTYyaJbHble UHTEP(DENCH KOMMYyTaTOpa, MaplIpyTU3upyemble NopThl. Hemonanku B
HACTpOMKax KOMMyTaTopa 3-ro ypoBHsL.

CraTnyeckas MapumipyTH3alus

[IpeumymiecTBa U 3a1a4y CTATUHYECKOW MAapIIPYTU3ALUU. THUIIBI CTATUYECKUX MapILIPYTOB:
CTaHJAPTHBIM, 110 YMOJIYaHUIO, CYMMAapHBIH, Iu1aBaromuil. Hactpoiika craTu4ecKkux MapupyToB
IPv4 u IPv6. Komanna «ip route». MapuipyT cienyromiero nepexoja. Hanpsmyto
MTOAKIIOYEHHBIN CTaTHYECKUN MapiIpyT. [[0THOCTBIO 3aJaHHBIN CTATUYECKUN MapIIpyT.
Hactpoiika ctaTnueckoro mapuipyra rno ymosdannto. KiaccoBast agpecanus. KinaccoBbie Mmacku
nozceru. becknaccoBas mexnomenHas mapuipyTtusanus CIDR. O0beanHeHne MapipyTos.
Opranunzanus cynepcereil. Micnonp3zoBaHue Macok mojceTy ¢pukcupoBaHHoil JuinHbl (FLSM).
Macka nonceru nepemennoit umHs! (VLSM). Hactpoiika cyMMapHBIX U IJIaBAIOLIHX
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CTaTUYECKUX MapupyToB. Pacuér cymmapHoro mapiipyta. O0beJUHEHUE CETEBBIX a/IPECOB
[Pv4 u IPv6. ITouck u ycTpaHeHre HENOJIaJOK B HACTPOMKAaX CTATUYECKOI0 MapuipyTa v

MapuipyTa o yMOJIYaHHUIO.

JluHaMu4yecKkasi MApLIPYTH3aLUS
IIpoToKONIBI IMHAMUYECKON MapIIPyTU3aLMK — Ha3HAYEHUE, IPUHLUIIBI PAa0OThl U UCTOPUS
pa3Butusi. CpaBHEHHE TUHAMHYECKOW M CTaTUYECKOW MapipyTu3anuu. [I[puHIums! paboTs
MIPOTOKOJIOB MapIIPyTH3ALMHU: IyCK MOcJIe BKJIoueHUs nutanus, CereBoe oOHapyxeHue, O6MeH
JaHHBIMU MapuipyTu3anuu, Obecnedenue cxonqumocTth. Knaccudukarus npoTokoaos
Mapupytuzauui. Iporokonsl IGP u EGP. [lucranunonno-sexkropHslie nporokons! RIP, IGRP.
[IpoTokounbl MapupyTH3anuu no cocrosiuuio kanaaa OSPF u IS-IS. Kiaccosbie u 6eckiaccoBbie
MIPOTOKOJIbI MAPIIPYTU3AIMH. XaPAKTEPUCTUKN U METPUKH ITPOTOKOJIOB.
JluHamuueckas JUCTaHIIMOHHO-BEKTOPHAsI MapIIpyTU3alus. J[uCcTaHIIMOHHO-BEKTOPHBIN
anropuT™M. MexaHu3Mbl OTIPAaBKH U MOJIy4EHHs JaHHBIX MApIIPYTU3aLUH, pacuéra
ONTUMAJIbHBIX ITyTeH U 100aBJIEHUS MAPIIPYTOB B TAOIMIly MApIIPYTU3ALMH, OOHAPYKEHHS U
pearupoBaHus Ha U3MeHeHHUs B Tononoruu. Hactpolika npotokona RIP: Bkitouenne RIPV2,
OTKJIIOYEHUE aBTOMATUYECKOr0 00bEJMHEHNS, HACTPOIKa MacCCUBHBIX HHTEp(EiicoB, neperaya
MapuipyTa 1o ymoi4anuto 1o cetu. Hacrporika nporokoisa RIPng. IIponecc mapmpyrusanuu no
coctosiHuio kaHana. Hello mpoTtokoun. naker cocrostuus kanana (LSP). Jlapunnas pacchuika
MIAKETOB COCTOSIHMSI KaHasia. JIaBUHHas pacchbulKa MaKeTOB COCTOSIHUS KaHana. Co3aHue epesa
kpatuaimux myte SPF. JlobaBnenue mapmipyroB OSPF B Tabnuity MapiipyTu3au.
HenocraTky npoTOKOI0B MaplIpyTU3aluu 10 COCTOSIHUIO KaHaia. Tabnuia MapuipyTh3aiuy.
3anucH ¢ NpsAMBIM MOAKIIOYEHUEM U YTAIEHHOH ceTH. /[lMHaMUYECKH MTOJTy4aeMble MapIIPYThI

IPv4/6. IIponiecc moucka MapiipyTa.

OSPF nas ogHolt o6s1acTu
CewmeiicTBo npotokosioB OSPF. Xapakrepructuku, mpuHIUIEI padoThl 1 KomroHeHTh OSPF.

OcoGennoctu OSPF st ogHOM M HECKONBKUX oOnactell. MarucTtpanabHas 001acThb.
Nukancymsiims coobmennid OSPF. Tunst nakeroB OSPF: maker npuserctBus (hello), maket
orcanus 6a3el qaHHBIX (DBD), maker 3anmpoca cocrosiaust kaHana (LSR), maker oOHOBICHHS
cocrosiaus kanana (LSU). maker nmoareepxxaeHus cocrostaus kanana (LSAck). O6HoBneHus
cocrosiHus kaHasa. Paboune cocrosinust OSPF. Brinenennsiit (DR) u pe3epBHBIN BbII€IEHHbII
mapupyTtuzarop (BDR). Cunxponusanus 6a3 nanasix OSPF. Hactpoiika OSPFV2 st onHoit
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obmactu. PexuM KoHpUryparum uAeHTUPUKATOPHI MapIIpyTH3aTopa. Mcmnonb3oBanue
unrepdeiica loopback. Brimrouenne OSPF na untepdeiicax. [1labnonnast macka. Komanaa
«network». Hactpoiika naccuBHbIx HHTEpdeiicoB. Popmyna pacuéra Metpuku croumoctu OSPF.
Hactpoiika 3Ha4eHHni POITyCKHOHN criocoOHOCTH nHTEpdeiica. [IpoBepka coceTHUX yCTPOUCTB,
HaCTPOEK MPOTOKOJIA, TaHHBIX mpoliecca u Apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2 u
OSPFv3. Anpeca tuna link-local. Tormosnorust cetu OSPFv3. Hactpotika nnentudukaropa
mapmpytuzaropa OSPFv3. Bxirouenue OSPFv3 Ha unrepdeiicax.

Cnucku xkoHnTpoJs gocryna (ACL)
Crucku kouTpodst gocryna (ACL). [Tpunnun padotet ACLcenuckos. Tumnbr ACL-cniuckoB Cisco
st [IPv4. TlpucBanBanne HomepoB U UMEH ACL-criuckam. Pacuér ma6ionnoi macku B ACL-
cnuckax. PekoMennanum rno coznanuto u pasmeennto ACL-cnuckos. Pazmemenne
cTaHzapTHbIX U pacmmupeHHbIXx ACL-cnuckoB. Hactpoiika crangaptHoro ACL-cnincka.
[Mpumenenne crangaptHeix ACL-crinckoB Ha unTepdeiicax. Kommenrapun k ACL-crickam.
[IpoBepka u pegakTupoBanue crangapTHeiXx HyMmepoBaHHbIX ACLcnuckoB. ACL-crartucrtuka.
3amura noptoB VTY ¢ nomomsto crangaptHoro ACL-cnincka IPv4. CtpykTypa u HacTpoiika
pacuupeHHbIx ACL-criuckoB miis [Pv4. @unbsTparus Tpadguka ¢ UCIOIb30BaHUEM
pacmperHbix ACL-cruckoB.

[Touck n ycrpanenue Henonanok ACL-cnuckoB. Pactipoctpanénnsie ommnOku ACL-cricKoB.
CpaBuenue ACL-cniuckoB ais [Pv4 u [Pv6. Hactpoiika u npoepka ACL-cninckos st [Pv6.

10

IIporoxoa DHCP

[Tpotoxkonn DHCP. DHCPv4: 6a3oBast oneparus, ¢popmar cooOLIeHUH, COOOIIEeHUS
oOHapyxeHwus 1 peaoxkenus. Hacrpoiika, mpoBepka u perpancisius nmpoctoro DHCPv4-
cepBepa. Hactpoiika mapmpyrtusaropa B kauectee DHCPv4-knuenTa. Hactpoiika
MapmipyTtusaropa kiaacca SOHO. [Touck u ycTpaHeHue HEMoa0K B padoTe MapIipyTu3aropa
DHCPvA4. ITIpotokon DHCPv6. ABTOMaTHuUecKas HACTpOMKa aapeca 0€3 OTCIe)KUBaAHUS
coctosnus (SLAAC). [Ipunuun padotsr SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 oTcnexxuBanus
cocrosiaus. [Ipouneccet DHCPv6. Hactpoiika mapuipytusatopa B kauectse DHCPv6-cepBepa u
DHCPv6-knuenrta. [louck u ycrpanenue Henonaok B padbore DHCPvO6.

11

IIpeoGpa3oBanue ceTeBbIX aapecoB [Pv4
[TpeobpazoBanue ceteBbix anpecoB [Pv4. KonnenryansHoe npeodpa3oBaHme CETEBBIX aIPECOB
(NAT). Tepmunonorus u npuniunsl padboTsl NAT. [Ipoctpancto yactHbeix [Pv4-aapecos.

18




Cratudeckoe U IMHaAMHUYeCcKoe npeodpasoBanue ceTeBbix aapecoB (NAT). [IpeoOpa3oBanue
aapecos 11optoB (PAT). CpaBuenne NAT u PAT. [IpeumymiectBa u Hegoctatku NAT. Ananus
crarnueckoro npeodpazoBanust NAT. [Tpuniun padotsr nunamuyeckoro NAT Hacrpoiika u
npoeepka NAT, PAT. Ilepeanpecauus nopros. Hactpoiika NAT u npotokona [Pvé.

[Touck u ycrpaneHue Henonaaok B padote NAT.

OM YHCJIe IPAKTHYECKUX 3aHATHI U J1a0OPaTOPHBIX PadoT

1 | Hacrpolika komMmyTaTopa:
* baszoBas HaCTpOWKa KOMMYTaTOpa;
* Hacrpoiika napameTpoB 0€30MacHOCTH KOMMYTATOpa.
2 | Hacrpoiika 6e30macHOCTH KOMMYTaTOpa:
* Hacrpoiika nporokosia SSH;
* Hacrpoiika ¢pyrkmuu Switch Port Security;
* Tlouck u ycTpaHeHHEe HETOIaI0K B cucTeMe 0e30MacHOCTH TOPTOB KOMMYTATOpa;
OTpaboTKa KOMILJIEKCHBIX IPAKTHYECKUX HABBIKOB.
3 | Kondurypamus cereit VLAN:
*  Kondurypauus cereit VLAN 1 TpaHKOBBIX KaHAJIOB;
* Tlouck u ycTpaHeHue Henonaaok B koHpuryparuu VLAN;
*  Peanmsanms cucteMsl 6e3omacHocTH ceTH VLAN;
*  Peanmmzanus cereit VLAN nist cerMeHTaIMM ceTei MpeAnpUsTHA MajioTo M CPEHETO
OuzHeca.
4 | Hactpolika MapmipyTu3aTopa:
* Hcnonb3oBaHHe KOMaHbI traceroute st OOHAPY>KEHUS CeTH;
* JIOKyMEHTHpPOBAHUE CETH;
* Hactpoiika uarepdeiicos IPv4 u IPv6;
* Hacrpoiika u mpoBepka HEOOBIIION CETH;
HccnenoBanue MapuipyToB ¢ IPSIMbIM MOJKJIFOUEHHEM.
5 | Hactpolika MapiupyTusanuu:

* CocraBnenue cxembl cetu MIHTEpHET;

* Hacrpoiika 6a30BBIX TapaMETPOB MapUIPyTHU3aTOpa C IIOMOIIbIO HHTEep(eiica KOMaHTHON
ctpoku (CLI) cucremst Cisco 10S;

* Hacrpoiika 6a30BbIX TapaMeTpoB MapiIpyTH3aTtopa ¢ nomousro CCP.
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MapupyTtuzamus mexay VLAN:
* Hactpoiika mapmpytuzanuu mexxay VLAN nms kaxnaoro uatepdeiica;
* Hactpoiika mapuipytusanuu Mexay VLAN Ha ocHoBe crangapta 802.1Q u TpaHKOBOTO
KaHaja;
* [louck u ycTpaHeHHe HEMOJIAA0K B MapuIpyTh3anuu Mmexay cersimu VLAN.

7 | Hactpoiika cTaTH4eCKOM MapIIpy TU3ALUU:
* Hacrpoiika cratmueckux mapmpytos [IPv4/IPv6 o ymomdanuio;
* Paspabotka u peanuzanus cxemsl aapecanuu [Pv4 ¢ ucnons3zoBannem VLSM;
* Pacuér cymmapnsix mapuipytoB [Pv4 u IPv6;
* Ilouck u ycTpaHeHHe HENOJIAA0K cTaTHYeckuX MapuipyToB [Pv4 u IPv6.
8 | Hacrtpoiika TuHAMHUECKON MapIIpyTH3aIHH:
. HccnenoBaHue CX0AUMOCTH;
. CpaBHEHHE METOJIOB BBIOOpA Iy TH B poToKomax RIP.
9 | Hactpoiika nporokonos RIPv2 u RIPng.
10 | Hactpoiika npotokonos OSPF:
. Hactpoiika 6a3oBoro npotokona OSPFv2 mnst ogHoit o6nacTy;
. basoBast HacTpoiika npoTokona OSPFv3 nns ogHoli o0nacTy.
11 | M3yueHne MexaHU3MOB pabOTHI CO CIIMCKAaMHU KOHTPOJIS AOCTYTIA:
* Harnsgaoe npeacrasnenue padorsl ACL-crmcka;
» Hacrtpoiika crangaptabix ACL-cninckos;
» Hacrtpoiika crangapTHbix ”MeHOBaHHbBIX ACL-criicKoB;
* Hacrpoiika ACL-cnucka ang aunauii VTY;
» Hactpoiika pacmmpeHHbIX ACL-cMCKOB U1 pa3iIM4YHBIX CLIEHAPUEB;
» Tlouck u ycTtpanenue Henonagok B padote ACL-cniuckos;
* Hacrpoiika ACL-cnickoB IPv6;
*  OtpaboTKa KOMIUIEKCHBIX TPAKTUYECKHX HABBIKOB.
12 | Hactpoiika ACL-cruckos:

* Hacrtpoiika u nposepka ctannapTHbix ACL-cnuckos;

* Hacrpoiika u nposepka orpannuennii VIY;

* Hacrpoiika u mpoBepka pacuupeHHbIXx ACL-CIiucKoB;

* Ilouck u ycTpaHeHHE HENOJIAOK B HACTpolike U pazMemeHnu ACL-
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CIIMCKOB;
* Hactpoiika u nposepka ACL-cniuckos st IPv6.
13 | U3yuenne nportokosnos DHCP:
* bazoBas Hactpoitka DHCPv4 Ha mapiupyTtuzarope;
* bazosas nactpoitka DHCPv4 Ha kommyTartope;
* Tlouck u yctpanenue Henoiaaok B padore DHCPv4;
» Hacrpoiika cepepa DHCPv6 6e3 oTcrie:kuBaHus COCTOSIHUS M C OTCIICKUBAHHEM
COCTOSIHUS;
» Tlouck u yctpanenue Henomnaznok B padore DHCPv6.
14 | U3yuenne npotokona DHCP:
* Hacrpoiika nporokonaa DHCP ¢ nomompio komann Cisco 10S;
*  OtpaboTKa KOMIUIEKCHBIX TPAKTUYECKHX HABBIKOB.
15 | IIpeoOpazoBaHMe CETEBBIX aJPECOB:
+  H3yuenue npuHnumna padotsl NAT;
* Hacrpoiika cratnueckoro u fuHamMmuyeckoro NAT;
* Peanmzanus ctaTmdeckoro u nuHamMudaeckoro NAT;
» Hacrpoiika mepeaapecaruu mopToB Ha Mapmpytusarope Linksys;
« IIpoBepka, MOUCK U yCTpaHEeHHUE HeTonaaoK KoHpurypauuit NAT;
*  OtpaboTKa KOMIUIEKCHBIX ITPAKTUYECKHX HABBIKOB.
16 | U3yuenue padotel ¢ NAT u PAT:
* Hacrpoiika TMHaMHU4YeCKOro u ctaTuueckoro NAT;
» Hactpoiika NAT-nyna ¢ neperpyskoii u PAT,;
* [Tlouck u yctpanenue Henonaaok konpuryparuit NAT.
Pa3nen 2. Opranuszanusi, IpUHIUIIBI
NOCTPOCHMA U PyHKIIMOHUPOBAHUA
KOMIIbIOTEPHBIX ceTei
M/IK.01.02. Opranu3anus, 310
NPUHIMIIBI IOCTPOCHUS 1
(GyHKUMOHUPOBaHUSA
KOMIIbIOTEPHBIX ceTel
Tema 2.1. MapmipyTu3anus u Copep:xanue 78
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KoMMmyTanusa. MacimrabupoBanue
ceren

BBenenue B MacimiTabupoBaHme cerei
Peanuzanus npoekra cetu. [Ipoekt nepapxuueckoii cetu. Pacmmpenune cetu. Beroop ceteBbix
ycTtporictB. KomMyTanmonHoe o6opynoBanne. MapuipyTu3aTophl. Y IPaBIIsONINE yCTPONCTRA.

HN36b1TOuHOCTHE LAN

[TonsiTust mpoTokona spanning-tree. [Ipennasnauenue nporokosna spanning-tree. [Ipunmn
pabotel STP. Tumnsl mpotokosioB STP. Hactpoiika nmporokona STP. Hactpoiika PVST+.
Hactpoiika Rapid PVST+. IIpoGiemsr HacTpoiiku STP.

ArperupoBaHue KaHAJI0B

OcCHOBHBIE MTOHATHS arperUPOBaHUs KaHAJIOB. ArperupoBanue kanaioB. [Ipuniun paboTs
EtherChannel. Hactpoiika arperupoBanus kananoB. Hactpoiika EtherChannel. IlpoBepka, nmouck
U ycTpaHeHue Henojanok B pabore EtherChannel

BecnpoBoaHbIie JIOKATbHbBIE CETH

Konnenmuu GecripoBoHO# cBsi3u. BBeneHne B 6ecripoBoIHYIO CBsA3b. KOMIIOHEHTHI ceTeit
WLAN. Tononoruu cereit WLAN 802.11. Ilpunuunel paboTsl OecripOBOAHOM JIOKATbHON CETH.
Crpyxkrypa kaapa 802.11. dyHKIMOHUpOBaHUE O€CIPOBOAHON CBSI3U. YTIpaBICHUE KaHAJIAMHU.
be3omacHocTh GeCcIpOBOIHBIX JIOKATBHBIX ceTel. YTpo3bl aiisa cereir WLAN. O6ecnieueHune
6e3omacnoctt WLAN. HacTtpoiika 6ecipoBOIHBIX JIOKaIbHBIX ceTeld. HacTpoiika
6ecripoBoIHOrO MapuipyTu3aropa. Hactpoiika 6ecripoBoiHbIX KiIHeHTOB. [louck u ycrpanenue
Heronaaok B padote cereir WLAN.

Hacrpoiika n ycTrpanenue HenoJiafaok B padore OSPF nuis1 onnoit o0sacTu

Pacmmpennsie napametpsl npotokosia OSPF it onHoit o0nactu. MapiipyTusanus Ha ypoBHSIX
pacnpenenenus u sapa. OSPF B ceTsx ¢ MHOKECTBEHHBIM JOCTyNIOM. PacnipocTpanenue
MapupyTa o ymondanuto. TouHast HacTpoiika uarepdeiicoB OSPF. 3amura OSPF. Ycerpanenue
Henoianok peanuzaun nmpotokona OSPF ms ogroit o6mactu. CocTaBisromue mpoueaypbl
MOVICKA M YCTpaHEHUs Hemoaaok B padote OSPF mist oxHoit obmactu. [Touck u yctpaHneHue
Hernonaaok B Mmapmpytu3anuu OSPFv2 mis onHoit o6actu. [louck u ycTpaneHre HEMoIaI0kK B
OSPFv3 mis ogHoil o0nactu
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OSPF 151 HecKoOJIBKHX 00J1acTel

Mpuanmn paboter OSPF mist nHeckonbkux obnacreit. Haznauenue OSPF aiis HeckombKuX
obmacreid. [Tpuanun padote! maketoB LSA B OSPF mis Heckonmbkux obmacreii. Tabnuia
MapmpyTuzanuu u Taisl MapmpyToB OSPF. Hactpoiika OSPF nist Heckonbkux odmacteit.
Hacrtpoiika OSPF ms Heckonpkux obnacteit. O6wequnenue mapmpyTtoB OSPF. TIpoBepka
OSPF s Heckonbkux o0macTeit.

-

OM 4YHCJIe IPAKTHYEeCKUX 3aHATHI 1 J1a00paTOpPHBIX padoT

PasBepTriBaHNE KOMMYTHPYEMOM CETH C PE3EPBHBIMU KaHAIAMHU

Hactpoiika Rapid PVST+, PortFast u BPDU Guard

Hactpoiika npotokona GLBP

Omnpenenenue TUMOBBIX OMIHOOK KoHpurypanuu STP

Hactpotika EtherChannel

[Nowuck u ycrpanenue Hemnomnaaok B padote EtherChannel

ArperupoBaHue KaHaJlIOB

Hactpoiika 6ecripoBOJHOT'0 MapIIpyTHU3aTOpa U KIIMEHTa

Ol | v b|w| |~

Hactpoiika 6a3oBoro mpotokona OSPFv2 ans onHoit obnactu

Hactpoiika OSPFv2 B ceT MHOKECTBEHHOT'O 1OCTyIIa

[ N
—_ O

Hacrpoiika pacmupennsix Gpynkiuiit OSPFv2

—
\]

[Touck u ycTpaneHue Henonaa0K B padote ocHOBHBIX poTokosoB OSPFv2 u OSPFV3 mns
oJHOI1 obsactu

13

[Touck u ycTpaHeHHe HEMONa0K B paboTe yCOBepIIeHCTBOBAaHHOTO ITpoTokosia OSPFv2 s
OJIHOM 0bsactu

14

Brnanenue HaBbIKaMu MOMCKA U YCTpaHEHHUs Hemosanok B padbore OSPF

15

Hactpoiika OSPFv2 st Heckonbkux oOnacreit

16

Hactpoiika OSPFv3 st Heckonbkux o6acTei

17

[Touck u ycrpanenue Henonanok B pabore OSPFv2 u OSPFv3 nist HecKombKuX 00acTei

76

Tema 2.2. CoeauHeHnue ceTe.

Conep:xkanmne

78
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IToakJI04eHHe K 1100aJILHOM CeTH

0O0630p TexHonoruii rmodanbHoi cetu. Llens co3nanus rinodanbubIx cereit. [Ipunimn paboTe
ri100anbHOM ceTu. Bribop TexHonoruu rinmodanbHol ceTi. CepBUCHI IT00AIbHOM CETH.
WNudpacTpyKTypsl 4aCTHBIX II100aMbHBIX ceTell. HppacTpykTypa o0menocTy mHOH ri1o0anbHOM
cetu. BeIOOp cepBUCOB ri100abHOI CeTH.

COEI[I/IHGHI(IG «TOYKA-TOYKA»

O630p OCICA0OBATCIIBHOT'O COCANHCHHUSA «TOUYKA-TOYKA)). CBs35b 110 MMOCJICO0BATCIIbHOMY KaHaITy.

Nuxkancymsmus HDLC. [Tpuniun pabotel mpotokosia PPP. Ilpeumymectsa npotokosa PPP.
LCP u NCP. Ceancsl PPP. Hactpoiika nporokona PPP. Hactpoiika nmpotokona PPP.
Aytentuduxanus PPP. Otnanka coenunenuit WAN. Otnaaka PPP.

Peurenusi MmpoKoONoJI0CHOT0 J0CTYMA

Vnanéunas padorta. [Ipeumyinectsa yaanénnon padbotel. buznec-rpeboBanus a1 yAaIEHHBIX
pabotHrkoB. CpaBHEHHUE peIlICHUN MHPOKOIonocHoro aoctyna. Kadens. DSL. becripoBoinbie
IIUPOKOIIOJIOCHBIE CeTH. BBIOOP pelieHnii mupoKomnoaocHoro noctymna. Hacrpoiika
noakoueHnit XDSL. O630p PPPoE. Hactpotika PPPoE.

3amuTa Me:K(PUINATbHON CBSA3M

Certu VPN. Ochnossl ceteit VPN. Tunsl cereit VPN. Tynnenu GRE mexny o0bexkramu. OCHOBBI
GRE. Hacrpoiika tynneneit GRE. O6mue csenennst 06 [Psec. 3ammura npotokona IP.
Crpykrypa nporokona [Psec. ¥ nanéunsiii noctyn. Pemenust VPN nnsa ynanénaoro nocryma.
Cetu VPN ynanénnoro noctymna ¢ ucnoijib3oBanueM [Psec.

MonnTtopunr Cern

Syslog. Ipunmun padotsl Syslog. Hactpoiika Syslog. SNMP. IIpunuun pa6otst SNMP.
Hactpoiika SNMP. NetFlow. [Tpunnun pa6otsl NetFlow. Hactpoiika NetFlow. [Iposepka
Mojenel Tpaduka.

Otiaaka cetu

[Touck u ycTpaneHue HEMOJIaI0K C UCTIOIB30BAHIUEM CUCTEMHOTO MoAXoa. JJokymeHTaius mo
cetu. [Iponienypa noucka u yctpaneHus: HemoJsiaaok. M3omsius mpoOaeMbl ¢ TOMOIIIBIO
MHOTOYpOBHEBBIX Mozenei. Otnaaka cetu. CpeacTBa MOUCKA U yCTPAHEHUS HETIOJIA0K.
CuMITOMBI U TPUYUHBI OTIAJKHU ceTH. [TouCK 1 ycTpaHeHue Henoaag0K CBs3H B ceTsax IP.

B ToM 4HciIe NpaKTHYECKHUX 3aAHATHIA U J1a00pPaTOPHBIX padoT

1

Hacrpoiika 6azoBoro PPP ¢ ayrentudukarmeit

78
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Otnanka 6a3zoBoro PPP ¢ ayrentudukanueit

[Iposepka PPP

Hactpoiika mapuipyTtuzaropa B kauectse kireHta PPPoE s moakmtouennst DSL

Hactpoiika tynnens VPN GRE no cxeme «rouka-Toukay»

Pa3paboTka TeXHUYECKOTO 0OCTYKUBAaHHS CETH

Hacrpoiika Syslog u NTP

0| AN Wn| B W|DN

W3yueHne mporpaMMHOro o0ecreveH s 111 MOHUTOPUHTA CEeTH
9 | Hacrpoiika SNMP
10 | Coop u ananu3 ganabix NetFlow

11 | UHCTpyMEHTapHii CETEeBOT0 aIMUHUCTPATOPA sl HAOTIOACHUS

12 | Cooii B paboTe ceTn

13 | Pa3zpaboTka TOKyMEHTAIIUN

IIpumepHasi TeMATHKA CAMOCTOATEIbHON y4eOHO#i padoThI:

1.Cucremarnyeckas mpopadOTKa KOHCIIEKTOB 3aHATHUI, yueOHOH U crielinanbHOM TEXHUYECKOH TUTepaTyphbl.

2.KoHcnekTupoBaHue TEKCTa, paboTa co CI0BapsSMHU U CIIPAaBOYHUKAMHU, O3HAKOMJIEHHE C HOPMATUBHBIMU JIOKYMEHTaMHU, y4eOHO-
UcclieIoBaTeNbCKas paboTa MpH caMOM IIMPOKOM Hcroib3oBaHuu MHTepHeTa u npyrux [T-Texnomoruii.

3.TIpoekTHbIe (GOPMBI pabOTHI, MOATOTOBKA COOOIIECHH K BBICTYIIJICHUIO HA CEMUHAPaX M KOH(PEPEHIHX; IIOATOTOBKA pedepaTos,
JOKJIaJIOB.

4.TloaroroBka K 1a00paTOPHBIM U MPAKTHIECKAM padOTaM C HCIOJIB30BAHUEM METOIMIECKUX PEKOMEHIANNH MperioaaBates, ohopmiieHne
71a00paTOPHO-TIPAKTUYECKUX padbOT, OTYETOB M OATOTOBKA K MX 3aIUTE.

Y4yeOHasi npaKkTHKA

IIpumepHBbIii nepeyeHb padoT:

y4dacTHe B IPOEKTUPOBAHUH CETEBOM MH(PACTPYKTYPHI;
Y4acTHE B OpraHu3aiy CET€BOro aIMUHUCTPUPOBAHMS,
AKCILTyaTalusi 00bEKTOB CETEBOU UHPPACTPYKTYPBHI; 108
y4acTue B yIPaBJICHUHU CETEBBIMU CEP

BUCaMU,

AR

ydacTHe B MOJIEPHHM3ALIMU CETEBOM HHPPACTPYKTYPBI.

IIpousBoacTBeHHAsI MPAKTHKA pa3jieia
IIpumepHbIii epeyeHb padoT: 144
1. yuactue B pa3pabOTKe METOIOB, CPEJICTB U TEXHOJIOTUH MPUMEHEHHS 00BbEKTOB PO(ECCHOHATLHOM IeATEILHOCTH;
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2. mpoBeacHHUE MPOPUIAKTUUECKUX PAOOT HAa 00BEKTAX CETEBOW MHPPACTPYKTYPHI U paOOYHMX CTAHIIHSIX;
3. yuacTHe B MHBEHTApHU3aI[MH TEXHUUYECKUX CPEJICTB CETEBO MHPPACTPYKTYPHI, OCYIIECTBICHUE KOHTPOJIS IIOCTYMHUBIIETO U3 PEMOHTA
000pyI0BaHUSI.

Hroro 654
IIpome:xxyTOUHasi aTTecTALUS 6
Bcero 660
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2.3 O0pa3oBaTte/ibHbIE TEXHOJIOTUH, UCIIOJIb3yeMble NIPHU NPOBeIeHU U
AyIUTOPHBIX 3aHATHI

OOpazoBarenbHble TEXHOJIOIMH, HCIOJb3YEMbIE MPU peaM3alliy Pa3IudHbIX BHJIOB
yueOHoH padoThl U farolue Hanboee 3pPEKTUBHBIE PE3yJIbTaThl OCBOCHUSI TUCIUILINHBI.

B cootrBerctBun ¢ tpedoBanusmMu PI'OC CIIO mo cnenuanbHOCTH peaau3anys
KOMIIETEHTHOCTHOIO MOJXO0Ja JAOJDKHA MpelycMaTpuBaTh IIMPOKOE MCIOJb30BaHUE B
y4eOHOM TMpOIECCE AaKTHUBHBIX M HWHTEPAKTUBHBIX (OpPM MpPOBEAEHUS  3aHATUU
(KOMIIBIOTEPHBIX CHUMYJISIUM, JEJIOBBIX U POJIEBBIX HUIP, pa300p KOHKPETHBIX CUTyaluH,
IICUXOJIOTUYECKUE M WHbIE TPEHMHTW M T.1.) B COYETAaHUU C BHEAYAMTOPHON paboTOil ¢
LEJIbI0 POPMUPOBAHUS U PA3BUTHSI TPEOYEMBIX KOMIETEHIUN 00yYatOIUXCsl.

Busr 06pa3oBaTeIbHBIX TEXHOJIOTHA.

OOpaszoBaTenbHas TEXHOJOTHA — 3TO COBOKYINHOCTb HAy4YHO U MPAKTUYECKH
000CHOBaHHBIX METOJIOB M1 MHCTPYMEHTOB JUIsl JOCTHXKEHUSI 3aIJIAHUPOBAHHBIX PE3YyJIbTaTOB
B oOsiactu oOpazoBaHus. [IpuMeHeHHME KOHKPETHBIX OOpa30BaTEIbHBIX TEXHOJIOTHM B
y4eOHOM  Mpollecce  Ompeneisercss  CHenupuKoil  yuyeOHOW  JeATENbHOCTH, €€
MH(POPMALIMOHHO-PECYPCHOM OCHOBBI U BUI0B yUe€OHOU paOOTBHI.

1. TpagunuoHHble 00pa30BaTENbHBIE TEXHOJOTUU OPUEHTHPYIOTCS Ha OPraHU3aldio
00pa3zoBaTENBHOIO IMpoLEcCca, MPEANOJaraloulyl0 NpsSIMYK TPAHCIALMIO 3HAHUM OT
npenojaBarenass K CTYyJEHTY  (IPEMMYyLIECTBEHHO Ha  OCHOBE  OOBSCHUTEIBHO-
WUTIOCTPATUBHBIX METOJOB 00yuyeHus). YueOHas NeATeIbHOCTh CTYAEHTa HOCUT B TaKHX
YCIIOBHUSIX, KaK MPaBUIIO, PEIPOTYKTHUBHBIN XapaKTep.

[Tpumepsl popM yueOHBIX 3aHATUNA C UCIOJIB30BAHUEM TPATUIIMOHHBIX TEXHOJIOTHI:

Jlexuus — mocienoBaTeIbHOE M3JIOKEHUE Marepuana B AUCHUIUIMHAPHONM  JIOTHKE,
OCYIIECTBIISIEMOE NMPEUMYIIECTBEHHO BepOaIbHBIMU CPEICTBAMU (MOHOJIOT MPENOIaBaTENs ).

Cemunap — Oecema mpenojaBarelsi W CTYACGHTOB, OOCYXKJIEHUE 3apaHee
MOATOTOBJIEHHBIX COOOUIEHUH, MPOEKTOB MO Ka)XJAOMY BOIPOCY IJIaHA 3aHATHUS C €IUHBIM
JUISI BCEX TIEPEYHEM PEKOMEHIYEMOM 0053aTeNbHON U JOMOJHUTENbHOU JIUTEPATYPHI.

[IpakTryeckoe 3aHsATHE — 3aHATHE, MOCBSIIEHHOE OCBOCHHIO KOHKPETHBIX YMEHUU U
HABBIKOB I10 MPEIJIOKEHHOMY aJITOPUTMY .

Jlabopatopnass pabota — opranuzauusi ydeOHOW paboOThl C  peaJbHbIMU
MaTepUAIbHBIMU W HH(POPMALMOHHBIMU OO0BEKTaMH, OJKCIIEpUMEHTalIbHas paboTa ¢
aHAJIOTOBBIMU MOJIEIISIMU PEaIbHBIX OOBEKTOB.

2. Texnonoruu npoOaeMHOro 00yueHusl — OpraHu3anus o0pa3oBaTeIbpHOro Impolecca,
KOTOpasi MpeanojiaraeT IMOCTaHOBKY NPOOJIEMHBIX BONpPOCOB, co3fgaHue 20 y4yeOHbIX
OpoOJIEMHBIX CUTyallMd JJIsi CTUMYJUpPOBAaHUE AKTUBHOM IO3HABATENbHOM JESTENIbHOCTH
CTYIECHTOB.

[Ipumepsl GopM ydeOHBIX 3aHATHA C HMCHOJb30BAHUEM TEXHOJOTHHA MPOOJIEMHOIO
OOy4eHHUS:
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[IpobGnemHas Jnekmus — W3JIOKEHUE MaTepuana, MPEaNoiarapilee MOCTaHOBKY
npoOJIEMHBIX W JUCKYCCUOHHBIX BOMPOCOB, OCBEIICHHUE PA3IUYHBIX HAYUYHBIX TOJXOOB,
aBTOPCKHE€ KOMMEHTapWHU, CBS3aHHbIE C Pa3IMYHBIMM MOJEISIMU  HHTEpIpPETaLUU
U3y4aeMoro MaTepuana.

[Ipaktuueckoe 3aHsTHE B (OpME NpakTUKyMa — oOpraHu3anus y4dyeOHOW paboThl,
HaIpaBJICHHAs Ha PEIlIeHWe KOMIUIEKCHOM y4eOHO-TI03HABATENbHOM 3aa4u, TpeOyomiei ot
CTyJI€HTa TPUMEHEHHS KaK HAYYHO-TEOPETUYECKUX 3HAHHM, TAK U TPAKTUYECKUX HABBIKOB.

[IpakTyeckoe 3aHsATHE HA OCHOBE KeMc-meToaa («METOJ KEHUCOBY», «KEUC-CTain») —
oOydyeHre B KOHTEKCTE MOJCIUPYEMOW CUTyalluM, BOCIPOU3BOMSAIICH pealibHbIe YCIOBUS
HAay4YHOM, NPOU3BOACTBEHHOM, OOIIECTBEHHON aAesTenbHOCTH. OOydarommecs: AOHKHBI
MPOAHANM3UPOBATh CHUTYAIIMIO, Pa300paTbcsi B CyTH MNpoOJeM, MPEIOKUTH BO3MOKHbBIC
pelieHus U BBIOpaTh Jyuinee u3 HuX. Keiicbl 0asupyiorcs Ha pealbHOM (aKTHUECKOM
MaTtepuale Wiy e TPUOIMKEHBI K peaJIbHOM CUTYaINH.

3. rpoBbie TEXHOJIOTUU — OpraHU3aIys 00pa3oBaTeIbHOTO MPOIECca, OCHOBaHHAsS Ha
PEKOHCTPYKIIMU MOJEJICH MOBEJICHUS B paMKax MPEI0KEHHBIX CIIEHAPHBIX YCIOBUM.

[Tpumepst hopM yueOHBIX 3aHITHI ¢ UCTIOJIB30BAaHUEM HUTPOBBIX TEXHOJIOTHH:

JlenoBasi urpa — MOJEIUPOBAHUE PA3IUUHBIX CUTYyallUl, CBSI3aHHBIX C BHIPAOOTKOUN U
NPUHATHEM COBMECTHBIX pEUIeHUM, OOCYXJICHHEM BOMPOCOB B PEKUME «MO3TOBOIO
HITYpMay, PEKOHCTPYKIUEH (yHKIMOHATHHOTO B3aUMOJICHCTBUSA B KOJIJIEKTHUBE U T.II.

PoneBast urpa — uMuTanMs WM PEKOHCTPYKIHUS MOJENECH POJEBOrO0 MOBEIACHUS B
MPEAJIOKEHHBIX CIIEHAPHBIX YCIOBUSX.

4. TexHOJIOTHH MPOEKTHOTO OOYyYEeHHs] — OpraHu3alus o0pa3oBaTEIbHOrO Mpouecca B
COOTBETCTBHUM C QJITOPUTMOM IOATAIHOTO PEIICHUs MPOOJEMHON 3aauyu WU BBITIOJTHEHUS
yueOHoro 3amanus. IIpoekT mpenmnonaraer COBMECTHYIO Y4eOHO-IIO3HABATEIbHYIO
JeSTEeILHOCTD TPYMIBI CTYACHTOB, HANPABIEHHYIO Ha BHIPAOOTKY KOHIICTIIINH, YCTAHOBJICHUE
nener u 3amad, (GOPMYJIUPOBKY OXKUIAEMBIX PE3YJIbTATOB, OMNpENEICHUE MPUHIIUIIOB H
METOJIMK PEIICHUs TTOCTABIICHHBIX 3a/1a4, IUNIAHUPOBAaHUE X0/1a PabOThI, TOUCK JTOCTYIHBIX H
ONTUMAJIBHBIX ~ PECYpCOB, TMOATANHYI peaTu3alHi0 IUlaHa paldoThl, MPE3CHTAIUIO
pEe3yIbTaTOB pabOThI, UX OCMBICIICHUE U PEDIIEKCHIO.

OCHOBHBIE THUIIBI IPOEKTOB:

UccnenoBarenbckuii MPOEKT — CTPYKTypa MpuOIMkeHa K ¢Gopmary Hay4dyHOTro
UCCJIeIOBaHUs (JI0KA3aTENbCTBO AKTyaJIbHOCTH TEMBI, ONpEJeTIeHHEe HAy4yHOH MpOOJIeMBlI,
npeaMeTa U 00bEeKTa HCCIEIOBAaHMS, 1eel U 3ajlady, METOJ0B, UICTOYHUKOB, BBIJIBH)KECHUE
TUTNIOTE3bI, 0000IIEHIE Pe3yIbTAaTOB, BHIBOIbI, 0003HAYCHUE HOBBIX IIPOOIIEM).

TBOpUeCKHil MPOEKT, KaK MPABUIIO, HE UMEET JETAIBLHO MPOPAOOTAHHOW CTPYKTYPBI;
y4eOHO-TI03HaBaTENIbHAS JICSITEILHOCTh CTYJICHTOB OCYIIECTBJISIETCS B paMKaX pPaMOYHOTO
3aJlaHus, TOAYMHSSACH JIOTUKE M HWHTEpecaM YYacTHUKOB IMPOEKTA, >KaHPY KOHEUHOIO
pesyibrara (razera, GuUiabM, Mpa3IHUK U T.I1.).

NudopmarimoHHelii MPOEKT — y4ueOHO-TIO3HABATENbHAS JCSITEIBHOCTh C SIPKO
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BBIPAKCHHOW DJBPHUCTHYECKOW HANPABJICHHOCTHIO (MOMCK, OTOOp ¥ CHUCTEMaTH3aIlus
uHQOpMAIIMM O KAaKOM-TO OOBEKTEe, O3HAKOMJICHHE YYaCTHHUKOB TIPOCKTa C OTOH
uHpopMaien, ee aHaiau3 U 0000IIeHHE JI MPe3eHTAUK 00JIee IIUPOKON ayIUTOPUN).

5. HTepakTUBHBIE TEXHOJIOTHUH — OPTaHU3aIMs 00pa30BaTEeILHOTO MPOIlecca, KOTopas
mpeanosjaraeT akTUBHOE U HEJIMHEWMHOE B3aMMOJIEHCTBHE BCEX YUYACTHUKOB, JOCTIKEHUE Ha
ATOW OCHOBE JIMYHOCTHO 3HAYMMOTO I HUX O00pa3oBaTENBHOTO pe3ynbrara. Hapsmy co
CHCIUANTM3UPOBAHHBIMA ~ TEXHOJOTUSIMH ~ TAaKOTO poOJa TMPHUHIUI  HHTEPAKTHBHOCTH
MIPOCTICKUBACTCS B OOJIBIIMHCTBE COBPEMEHHBIX 00pa30BaTCIIBHBIX TEXHOJIOTHH.

[Tpumepsl  ¢opM y4eOHBIX 3aHATHH C HWCHOJB30BAaHUEM CHEIHMATM3HPOBAHHBIX
WHTEPAKTUBHBIX TEXHOJIOTHI:

— JIeKIUsSI «O0OpaTHOM CBS3M» — JIEKIMS—TIPOBOKANUA (M3JIOKEHHE Marepuaa ¢

3apaHee 3arIaHUPOBAHHBIMU OIIMOKaMU),

— JeKuusa-Oecena,

— JIEKIUSA-AUCKYCCHS,

— CEeMHHAp-IUCKYCCUSI — KOJUIGKTHBHOE OOCYXKJIEHHE KaKoro-Iubo CIIOPHOTO

BOIIPOCA, TPOOJIEMBI, BEISIBIICHHE MHCHUN B TPYIIIIC.

6. HMudopmanmmoHHO-KOMMYHHUKAITMOHHBIE  00pa3oBaTeNbHBIE  TEXHOJIOTHH  —
OpraHu3alus 00pa3oBaTeIbHOTO npoiiecca, OCHOBaHHas Ha MPUMEHEHUHU
CHECIUANM3UPOBAHHBIX MPOTPAMMHBIX Cpel M TEXHUYECKUX CpPEICTB paboThl ¢
uH(bopMaIuen.

[Ipumepst  ¢GopM  y4eOHBIX 3aHATHH C  HWCIONB30BaHWEM HMHGOPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHI:

— Jlexuus-Bu3yanu3aius — HW3JI0KCHHE COJCPKAaHUS COTPOBOXKIACTCS IPE3CHTAINCH
(memMoHCTpareil y4yeOHBIX MaTEepHalIOB, TMPEACTABICHHBIX B PA3JIMYHBIX 3HAKOBBIX
CUCTEMax, B T.4. WJUTIOCTPATUBHBIX, TpapUUeCcKuX, ayAH0- U BUACOMATCPUATIOR).

— [IpakTyeckoe 3aHaTHE B (OpMEe Mpe3eHTAIMd — TPEJICTABICHUE PE3yJIbTaTOB
MPOEKTHOU WIH HCCJIeI0BATENHCKON NEeSATEbHOCTH C UCIOJIb30BAaHUEM
CTHEIUAT3UPOBAHHBIX TPOTPAMMHBIX CPE/I.

24 O]_leHO‘IHLIe Cpeacrea 1 KOHTPOJbHBIC BOIIPOCHI

1. Yro BKIItOYAET B ce0sl MPOECKTUPOBAHKE CETEBOU UHPPACTPYKTYPHI?
2. Kakue ocCHOBHBIE ATallbl MPOSKTUPOBAHUS CETEBOM MHAPACTPYKTYPHI MOKHO BBIJICTUTH?
3. Kakue cTangapThl ¥ peryJisiud HeOOXOAMMO YUUTHIBATH MPU MTPOCKTUPOBAHUU CETEBOU

UH(DpaCTPyKTyphI?
4. Kakue TeXHOJIOTHH U 000PYI0BAaHUE UCIIONB3YIOTCA MIPU CO3AAaHUHU CETEBOM

UHGPACTPYKTYpHI?

5. Kak BrIOpaTh ONTUMAJIBHYIO TOTIOJIOTHIO JIJISl CETeBOM MHPPACTPYKTYPHI?

6. Kakue (hakTopsl crieryeT y4uThIBaTh MPU BEIOOPE CETEBOTO 000PY10BaHUS?
7. Kak npoBecTH aHaiu3 MPOMYCKHON CIIOCOOHOCTH CETH JJIsl HPOECKTUPOBAHUS

UH(}pacTPyKTyphI?
8. Kak oLeHUTh MOTpeOHOCTH B CETEBBIX MOPTAX ISl POEKTUPOBAHUS CETEBOM
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9. Kakue MeTo/1bl MOXHO MCIOJIb30BaTh AJIsl 00ecreueHns 0€30IacCHOCTH CETEBOM
MH(}pPaCTPyKTyphI?

10. Kak npoBecTr ayIMT CyILIECTBYIOLIEH CETEBOM HHPPACTPYKTYPhI NIEPE]T HAYAIOM
NPOEKTHUPOBAHUSA?

11. Kakue Mepbl Ipe1oCTOPOKHOCTH HEOOXOAMMO MPUHATD MIPU TPOSKTUPOBAHUN
OeCIpoOBOIHOM ceTH?

12. Kakue TpeboBaHuUs K MACIITAOMPYEMOCTH CJIEIYET YUYUTHIBATh IPHU POEKTUPOBAHUU
ceTeBO MHPPACTPYKTYphI?

13. Kakum 00pazoM MOXKHO ONTUMHU3UPOBATH UCIIOJIB30BAaHUE PECYPCOB MPHU
MPOCKTUPOBAHUH CETEBOU MH(PPACTPYKTYpHI?

14. Kak nmpoBecTH aHAJIM3 IMIPOMYCKHON CITOCOOHOCTH /I oOectieueHust 3G HEKTHBHOM
paboThI ceTu?

15. Kakue MeTo1bl MOHUTOPUHTA MOKHO MCTOJIb30BATh JIJIs KOHTPOJIS 32 paboTOM ceTeBOM

uH(ppacTpyKTyphI?
16. Kak o1ieHUTh MOTPEOHOCTH B SHEPTONOTPEOIICHUH MTPU TPOSKTUPOBAHUU CETEBOM

uH(paCTPYKTYyphI?

17. Kakue MeTo/1bl MOKHO MCIOJIb30BaTh JJIsl yIpaBlieHUs TpahUKOM B CETEBOM
uHppacTpyKType?

18. Kak oLleHUTh MOTEHIIMATbHBIC YSI3BUMOCTH B CETEBOM HHPPACTPYKTYpE U pa3zpaboTaTh
CTpaTEruIo 3alllUThl OT HUX?

19. Kakue MeToabl pe3€pBHOTO KOMMPOBAHUS TAHHBIX MOKHO MCIIOJIb30BATh JJIS
oOecrieueHus: HaJIeKHOCTU CeTeBOM MH(PPACTPYKTYphI?

20. Kak mpoBecTH aHanu3 TeKyIUX U OyAyLIIUX MOTPEeOHOCTEN MOJIb30BaTENEH MPU
MPOEKTUPOBAHUH CETEBOU MH(PPACTPYKTYpHI?

21. Kak yuecTs reorpaduieckoe pacrnpeaesieHue Mmoab30BaTeleii mpu pa3padoTKe CETEBOM
MH(DpPaCTPYKTYyphI?

22. Kakuie MeTo/ibl MOXKHO UCIIOJIH30BaTh JJIS 00ECIeUEHUS BEICOKON JOCTYITHOCTH
ceTeBoi HHPPACTPYKTYPHI?

23. Kak o1leHUTh HEOOXOIUMOCTh UCTIOb30BaHUS BUPTYATU3AIMH MPU TPOCKTUPOBAHHUH
ceTeBO UHPPACTPYKTYpPhI?

24. Kakue TpeOoBaHus K MPOMYCKHON CIIOCOOHOCTH CIEAYET YUUTHIBAThH MIPU
MPOEKTUPOBAHUYU MATUCTPAIbHBIX JIMHUN CBA3U?

25. Kakum 06pa3oM MOKHO 00ECIIEYUTh COOTBETCTBUE CETEBOM MHPPACTPYKTYPHI
tpedoBanusiM GDPR u npyrum 3akoHOAaTEILHBIM aKTaM O 3aIUTe JaHHBIX?

26. Kakue MeTobl MOTYT IOMOYb B ONTUMHU3ALIMU CTOUMOCTH TPOSKTUPOBAHUS 1
AKCILTyaTallMy CETEeBON MHPPACTPYKTYpPbI?

27. Kakue (akTopsl cleAyeT yUUThIBAaTh MIPU BbIOOPE MOCTABIIMKOB O00PYAOBAHUS 151
ceTeBOI MHPPACTPYKTYPHI?

28. Kakue meToabl MOT'yT HOMOYb B IUIAHUPOBAHUU PACUIUPEHUS CETEBOI
UH(}pacTpyKTypsl B Oyayiem?

29. Kak npoBecTH aHaJIN3 PUCKOB, CBA3aHHBIX C MPOCKTUPOBAHUEM U SKCILUTyaTalluen
ceTeBO HHPPACTPYKTYphI?

30. Kakue MeTopl MOTYT IIOMOYb B ONITUMEBALIMHA BPEMEHH Pa3BEPThIBAHNS HOBOM



ceTeBOil HHPPACTPYKTYPhI?

31. Kakum oOpazoM MOKHO 00€CTIEUUTh COOTBETCTBUE CETEBOM MHPPACTPYKTYPHI
cTangapTam 6e3omnacHocty nHdopmanuu (Hanpumep, ISO 27001)?

32. Kak mpoBeCTH aHAJIN3 TEKYUIEH 3arpy3Ku CyIIECTBYIOIIECH CETU [T ONPEICIICHUS
HEOOXOIMMbIX U3MEHEHUI B MMPOEKTE HOBOM UHPPACTPYKTYPHI?

33. Kakum o0pazoM MOKHO ONTUMHU3UPOBATH UCIONb30oBaHue [P-aapecoB mpu
MPOCKTUPOBAHUH CETEBOU MH(PPACTPYKTYPHI?

34. Kakue MeToIbl MOTYT IIOMOYb B 00ECIIEYEHNN COOTBETCTBHSI POEKTAa HOBOM CETEBOM
UHQGPACTPYKTYPHI OIOJKETHBIM OFPAHUYECHUSIM?

35. Kak npoBecTy aHaIn3 BO3MOXKHBIX TOUYEK 0TKa3a B CeTeBOM MH(DpACTPYKType U
pa3paboTath IJIaH UX YCTpaHEHUS?

36. Kakue MeTo1bl MOTYT IIOMOYb B 00ECIIEYEHNH BBICOKOTO YPOBHS OTKa30yCTOMYUBOCTH
B HOBOM ceTeBoil uH(ppacTpykrype?

37. Kakum 00pa3oM MOKHO OIIPEACIUTh HEOOXOIUMOCTh UCTIONb30BaHUs VPN-
COCIMHEHUI B HOBOM ITPOEKTE CETEBON HHPPACTPYKTYPHI?

38. Kak nmpoBecTH aHaJIN3 BO3MOXHBIX Y3KUX MECT B HOBOM IPOEKTE CETEBOM
MH(DPACTPYKTYphI U pa3padoTaTh CTPATETHIO UX YCTPAHEHUS?

39. Kakue MeTo/1bl MOTYT OMOYb B 00ECIIE€YEHUH BHICOKOTO YPOBHS KOH(UIEHINATbHOCTH
JTAHHBIX B HOBOM CeTeBOU MHPpACTPYKType?

40. Kakum 006pazoM MOKHO OIIEHUTh HEOOXOAMMOCTb UCITOJIb30BAaHUS 00JIAYHBIX CEPBUCOB
MIPU IPOEKTUPOBAHUMN HOBOM CETEBOM UHPPACTPYKTYpPbI?

41. Kak mpoBecTH aHaju3 BO3MOKHBIX MPOOJIEM COBMECTUMOCTH 000PYOBaHUSI B HOBOM
IPOEKTE CETeBOU MH(PPACTPYKTYPHI U pa3padoTaTh IJIAH UX pelIeHus?

42. Kakue MeTo/ibl MOTYT IOMOYb B 00€CII€UEHUHN BBICOKOTO YPOBHS CKOPOCTH TMEepeaun
JTAHHBIX B HOBOU CETeBOUW MHPPACTPYKType?

43. Kakum 00pa3oM MOKHO ONPEAEIUThL HEOOXOIUMOCTh UCIIOJb30BAHUS MEXaHU3MOB
QoS (Quality of Service) B HOBOM NpoeKTe ceTeBOr MHPPACTPYKTYphI?

44. Kak mpoBeCTH aHaJU3 BO3MOXKHBIX yIpo3 0€30MacHOCTH HH(POPMAIIMK B HOBOM MTPOEKTE
ceTeBOil HHPPACTPYKTYPHI U pazpaboTaTh CTPATETUIO UX TIPEIOTBPAIICHUS ?

45. Kakue MeToabl MOT'yT HOMOYb B 00ECIIEUEHUH BHICOKOTO YPOBHS OTCIEKUBAEMOCTH
JEUCTBUI TOJIb30BaTENe B HOBOM ceTeBOM MHPpACTpyKType?

46. Kakum 00pa3oM MOKHO OIEHUTh HEOOXOAUMOCTh UCIIOIb30BaHUS MEXAHU3MOB
OalaHCUPOBKU HArpy3KH B HOBOM IIPOEKTE CETEBOM MHPPACTPYKTYphI?

47. Kak mpoBeCTH aHalu3 BO3MOXKHBIX MPOOJIEM CO CKOPOCTHIO MEepeIavuy TaHHBIX B HOBOM
IIPOEKTE CETEBOM HHPPACTPYKTYPHI U pa3padOTaTh IUIAH UX PELICHUA?

48. Kakue MeTo/1bl MOTyT IOMOYb B 00€CII€YEHUHN BBICOKOTO YPOBHS JOCTYITHOCTH
CEpBHUCOB B HOBOM ceTeBoi MH(PpacTpykType?

49. KakuMm 00pa3zoM MOKHO OIIPEIeTUTh HE0OOX0AUMOCTh UCIIOJIH30BAHUS MEXaHU3MOB
PE3ePBHOTO KOMMUPOBAHUS JAHHBIX B HOBOM IPOEKTE CETEBOM MHPPACTPYKTYPHI?

50. Kak mpoBecTy aHaIM3 BO3MOXHBIX MTPOOJIEM CO CTAOMITBHOCTHIO paOOThI CHCTEMEBI B
HOBOM MPOEKTE CETeBOM MHMPACTPYKTYPHI U pa3padOoTaTh IJIaH UX YCTPAHCHHUS?

51. Kakue MeToipl MOTYT IIOMOYb B 00ECIIEYEHUH BBICOKOTO YPOBHS 3auThl 0T DDoS-
aTak B HOBOM ceTeBOM HH(ppacTpyKType?



52. Kakum 00pa3oM MOKHO OLIEHUTh HEOOXOJMMOCTh UCIIOIb30BaHUS MEXAHU3MOB
KOHTPOJISI OCTyIIa B HOBOM MPOEKTE CETeBON HHPPACTPYKTYPHI?

53. Kak npoBecTH aHanu3 BO3MOXKHBIX ITPOOJIEM CO CTaOMIBHOCTBIO PabOTHI CEPBEPOB B
HOBOM IPOEKTE CETEBOM MH(MPACTPYKTYPHI U pa3pad0oTaTh CTPATETUIO UX PEIICHUS?

54. Kakuie MeTOIbl MOT'YT ITOMOYb B 00ECIICYEHUH BBICOKOT'O YPOBHS 3aIIUTHI OT
BpenoHocHoro I1O B HOBO ceTeBoil UHPPACTPYKType?

55. Kakum 06pa3oM MOXKHO ONpPeeIuTh HEOOXOAMMOCTh UCIIOIb30BaHUS MEXaHU3MOB
MOHHUTOpPHHTA 0€30MaCHOCTH B HOBOM IMPOEKTE CETEBOU MHMPACTPYKTYpHI?

56. Kak npoBecTu aHaIM3 BO3MOXHBIX MTPOOJIEM CO CTAOMIBHOCTBIO pa0OThl KOMMYTAaTOPOB
Y MapUIpyTHU3aTOPOB B HOBOM MPOEKTE CETEBOM MHPPACTPYKTYpPHI U pa3padboTaTh IJIaH X
peuieHus?

57. Kakue MeToapl MOTYT MMOMOYB B 00ECTIEUEHNH BBICOKOTO YPOBHS 3aIIUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYyTAa K JaHHBIM B HOBOM ceTeBOM MHPpaCTpyKType?

58. Kakum 06pa3omM MOKHO OLICHUTh HEOOXOIMMOCTh UCIIOJIb30BAaHUSI MEXaHU3MOB
pEe3epBHOrO KOMMPOBAaHUA KOH(UTYpaIiil 000pyI0BaHMS B HOBOM IPOEKTE CETEBOM
MH(DpPaCTPYKTYyphI?

59. Kak npoBecTy aHain3 BO3MOXHBIX TPOOJIEM CO CTa0MIBHOCTHIO paOOThI OpaHAMAay3pOB
B HOBOM IIPOEKTE CETEBOM MHMPACTPYKTYpPHI U pa3paboTaTh CTPATErHIO UX yCTPAaHEHUS?
60. Kakue MeTopl MOTYT TOMOYB B 00€CIIEYEHNH BBICOKOI'O YPOBHS 3aIUTHI OT YTEUKU
KOH(UIEHIIUATbHOU UH(pOpPMAIIUK B HOBOM ceTeBOM uH(ppacTpykType?

2.5 ®oHJ OLICHOYHBIX CPEICTB

1. Kakue sTamnsl BKJIIOYAET B ce0sl MPOIECC MPOSKTUPOBAHUS CETEBOM MHPPACTPYKTYPHI?
2. Kakue axTopsl ciieyeT yduThIBaTh MpU BbIOOpE (PU3UUECKOM TOMOJIOTHH CETH?
3. Kakue ctangapTbl 1 HOpMaTUBBI HEOOXOIUMO COOIIOIATh IPU MPOESKTUPOBAHUYU CETEBOM

UHPPACTPYKTYPHI?
4. Kak onpenienuTh NOTPEOHOCTH MOIb30BATENS AJI pa3padOTKU CETEBOM

UHGPACTPYKTYpHI?

5. Kak BbIOpaTh onTUManbHOE ceTeBoe 000pyI0BaHuE I MPOeKTa?

6. Kak mpoBecTH O11eHKY MPOITYCKHOM CITIOCOOHOCTH JJIs TPOCKTUPOBAHUS CETEBOM
uH(DPaCTPYKTYypHI?

7. Kak obecnieunth 0€30MaCHOCTh CeTeBOM MH(GPACTPYKTYPhI OT BHEIIHUX YIPO3?

8. Kakue MeToiIbl MOHUTOPUHTA MOKHO UCTIOJIb30BATh JIJIsl KOHTPOJIS 32 paboTOM ceTeBOi

uH(ppacTpyKTyphI?
9. Kakue acniekThl ciielyeT YUYUThIBaTh IPH IUITAHUPOBAHUU MACIITAOUPOBAHUS CETEBOM

uH(DPaCTPYKTYpHI?

10. Kakue MeToabl pe3€pBHOTO KOMMPOBAHUS TAHHBIX MOKHO TPUMEHUTD JIJIA
obecrieueHus HaJIe)KHOCTU CETEBOM MHMPACTPYKTYPHI?

11. Kakue TeXHOJIOTUM BUPTYAIU3AIIUA MOTYT OBITh IMOJIE3HBI IPU MPOSKTUPOBAHUHU
ceTeBO MHPPACTPYKTYPHI?

12. Kak oGecnednTh BRICOKYIO TOCTYITHOCTh CeTeBOU MH(PPACTPYKTYphI?

13. Kakue MeTObI MOKHO MCIIONIL30BATh I3 ONITUMM3AIIMHU HCIIOIb30BaHMS PECYPCOB IIPH



MPOCKTUPOBAHUH CETEBOU MH(PPACTPYKTYPHI?

14. Kakue acieKThI ClieyeT YIYUTHIBATh MPU BHIOOPE TOCTABIIMKOB 000PYI0BAHUS IS
ceTeBO UHPPACTPYKTYpPHI?

15. Kak npoBecTu aHayu3 ysi3BUMOCTEH B CETEBOM MHPPACTPYKTYpe U pa3padboTaTh
CTPaTETHIO 3aIUThI OT HUX?

16. Kak otieHuTh 3HEeprodHPeKTUBHOCTH MTPOCKTUPYEMOU CETEBOM HHPPACTPYKTYPHI?
17. Kakue MeToJIbl MOKHO IPUMEHHTH JIJIsl yIPaBICHUS TPA(QUKOM B CETEBOM
uH@pacTpykType?

18. Kak ouenuts norpedHocTs B [P-agpecax ajig npoeKTUpoBaHUs CETEBOM
uHppacTpyKTyphI?

19. Kak npoBecTy aHaian3 MOTPEOHOCTH B CETEBBIX MOPTAX JJII HOBOM MH(GPACTPYKTYPHI?
20. Kakue MeToibl MOTYT IOMOYb B 00eclieYeHUU KOH(MUIEHIINAaTbHOCTH IaHHBIX B
ceTeBOil HHppacTpyKType?

21. KakuMm 00pazoM MOKHO ONTUMU3ZHPOBATH CTOMMOCTb MPOEKTUPOBAHUS U
AKCIUTyaTaIli CETEeBON MHPPACTPYKTYPHI?

22. Kak o1leHUTh HEOOXOIUMOCTh UCTIOIb30BaHMs OOJAYHBIX CEPBHCOB MPU CO3JaHUU
CeTeBO MHPPACTPYKTYPHI?

23. Kakne MeToapl MOTYT IOMOYb B INIAHUPOBAHUU PACIIUPEHUS CETEBOU
uH(pacTpyKTYyphl B Oyayiiem?

24. Kak npoBeCcTH aHaJIu3 PUCKOB, CBA3aHHBIX C IPOCKTUPOBAHUEM U DKCILTyaTallueH
ceTeBO MHPPACTPYKTYPHI?

25. Kak obecrieuuTh COOTBETCTBHE CETeBOM MHPPACTPYKTYpbl TpedoBanusm GDPR u
JIPYTUM 3aKOHOJATENIbHBIM aKTaM O 3aIUTE JaHHBIX ?

26. Kakum 006pa3oM MOXKHO OTIPEJEIUTh YPOBEHb OTKa30yCTOMUYUBOCTH, HEOOXOAUMBIH /IS
MPOCKTUPYEMOU CETEBOI HHPPACTPYKTYPHI?

27. Kak npoBecTH aHalIu3 TEKYIIEeH 3arpy3Ku CYIIECTBYIOLIEH CETH JIJIsl ONIPEAEIICHUS
M3MEHEHUM, HEOOXOANUMBIX B HOBOM MPOEKTE UHDPACTPYKTYPHI?

28. Kak onieHuTh HE0OX0IUMOCTD UcTioNib30BaHusi VPN-coelMHeHn B HOBOM MPOEKTE
ceTeBoi UHPPACTPYKTYPHI?

29. Kakue MeToibl MOTYT IIOMOYb B 00ECIIEYEHUU BHICOKOTO YPOBHS OTKA30yCTOMYHNBOCTH
B HOBOM ceTeBOl uH(ppacTpykrype?

30. Kak npoBectr aHanu3 BO3MOKHBIX TOYEK OTKa3a B HOBOM IIPOEKTE CETEBOU
UH(PPaCTPYKTYpHI U pa3paboTaTh MIAH UX YCTPAHCHHUS ?

31. Kakum 06pa3oM MOXKHO OMPEAeIUTh HEOOXOAMMOCTh UCIIOIb30BaHUS MEXaHIU3MOB
QoS (Quality of Service) B HOBOM MpoeKTe ceTeBOW MHPPACTPYKTYphI?

32. Kak mpoBecTr aHajau3 BO3MOKHBIX MMPOOIIEM CO CKOPOCTHIO MEepeAadn JaHHBIX B HOBOM
IPOEKTE CETeBOU MHPPACTPYKTYPHI U pa3padoTaTh IJIAH UX pelIeHus?

33. Kakue MeToipl MOT'YT ITIOMOYb B 00ECIIEYEHUH BBICOKOTO YPOBHS 3auThl 0T DDoS-
aTak B HOBOH ceTeBOM MHPPACTPYKType?

34. Kakum 00pa3oM MOKHO OIICHUTh HEOOXOIUMOCTh UCIIOJIb30BAHUS MEXaHU3MOB
KOHTPOJISl JOCTYIa B HOBOM IIPOEKTE CETeBOU MHPPACTPYKTYPHI?

35. Kak mpoBecTy aHalIiu3 BO3MOXKHBIX TPOOJIEM CO CTA0OMILHOCTHIO paOOTHI CUCTEMBI B
HOBOM IIPOEKTE CETEBOW MH(PPACTPYKTYPHI 4 pa3padoTaTh IUIaH UX YCTPAHEHUS?



36. Kakue MeTo1pl MOTYT IOMOYB B 00ECIIEYEHNH BBICOKOTI'O YPOBHS 3aILUTHI OT
BpenoHocHoro I1O B HOBOM ceTeBoil UHPpaCTPyKType?

37. Kakum 00pa3oM MOKHO ONPEACIUTh HEOOXOUMOCTh UCTIOIb30BAHUSI MEXaHU3MOB
MOHHUTOPHUHTA 0€30MMaCHOCTH B HOBOM MPOEKTE CETEBOM MHMPACTPYKTYPHI?

38. Kak nmpoBecTy aHaan3 BO3MOKHBIX MPOOJIEM CO CTAOUIILHOCTHIO PabOThl KOMMYTAaTOPOB
U MapuIpyTHU3aTOPOB B HOBOM MPOEKTE CEeTeBON MHPPACTPYKTYPHI U pa3padoTaTh
CTPaTETHUIO UX PEIICHUs?

39. Kakue MeTo/1bl MOTYT MOMOYb B 00ECIIEYEHUH BBICOKOTO YPOBHS 3aIUTHI OT
HECaHKIIMOHUPOBAHHOI'O JOCTYyMAa K JaHHBIM B HOBOM ceTeBoil uHppacTpykType?

40. Kakum 00pa3oM MOXHO OIIEHUTh HEOOX0IMMOCTh UCIIOJIb30BAHUS MEXaHU3MOB
pe3epBHOrO KOMMPOBAaHUS KOH(UTYpaIiii 000pyI0BaHHs B HOBOM IPOEKTE CETEBOM
UH(DpacTpyKTyphI?

41. Kak mpoBecTH aHau3 BO3MOKHBIX MPOOJIEM CO CTAOUILHOCTBIO paboThl OpaHIMay3pOB
B HOBOM IIPOEKTE CETEBOM MHMPACTPYKTYpPHI U pa3pabOTaTh CTPATErHIO UX YCTPaHEHUS?
42. Kakue MeTo/1bl MOTyT IOMOYb B 00€CIIEYEHUHN BBICOKOTO YPOBHS 3aILUTHI OT yTEUKU
KOH(UAEHIIUATbHOU UH(pOpPMAIIUU B HOBOU ceTeBOM nH(ppacTpykType?

43. Kakum 00pa3oM MOKHO OIMPEAETUTh HE0OX0JUMOCTh UCTIOb30BAHUSI MEXaHU3MOB
0aaHCUPOBKU HArpy3KH B HOBOM IIPOEKTE CETEBOI MHPPACTPYKTYpbI?

44. Kak mpoBecTH aHaJIN3 BO3MOXHBIX MPOOJIEM CO CKOPOCTHIO Nepeaun JaHHBIX B HOBOM
MIPOEKTE CETEBOM MHPPACTPYKTYPHI U pa3padOTaTh IUIAH UX PELICHUA?

45. Kakue MeTo/ibl MOTyT IOMOYb B 00€CIIE€YEHUHU BBICOKOTO YPOBHS JOCTYITHOCTH
CEpBHUCOB B HOBOM ceTeBoi MH(PpacTpykType?
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3. YcaoBus peajau3anuy NporpaMmmsl Npo¢ecCHOHAIBHOT0 MOTYJIA

3.1. TpeOoBaHM K MMHUMAJIbHOMY MATEPHATbHO-TEXHHYECKOMY 00ecIeYeHUI0

[Tometenue KaOMHETOB YIOBJIETBOPSIET TpeOOBaHUSIM CanutapHo-
snuaeMuonornuyeckux npasuia v HopMmatuBoB (CanlluH 2.4.2 Ne 178-02) m ocHaiieHo
TUTMIOBBIM  000OpYJOBaHMEM, YyKa3aHHbIM B HACTOSIIUX TpeOOBaHMUSIX, B TOM YHUCIE
CHelUalu3upoBaHHasl ydeOHass MeOelnb U CpeAcTBa OOy4YeHUs, JIOCTaTOYHBIMHU JJIs
BBHITIOJIHEHUS TPEOOBAHMI K YPOBHIO MOJATOTOBKH 00YyUYarOIIUXCS.

KaOuneTbl OcHallleHbl MYJIbTUMEAUNHBIM 00OpPYIOBAaHHUEM, IMOCPEICTBOM KOTOPBIX
YY4aCTHUKHA 00pa30BaTEIBHOrO MpOIEcca MOTYT NPOCMAaTpUBaTh BU3YalbHYIO, CO37aBaTh
[IPE3CHTAlMU, BUIEOMATEPUAIIBI, UHBIE JOKYMEHTHI.

3.2 UudopmanumoHHoe odecniedeHue 00ydeHusl.
OCHOBHBIE HCTOYHHKH:

~ MJIK.01.01

— VYp6anosuy, II. 1. Komnbiorepusie cetu : yueoHoe nocodue / I1. I1. Ypbanosuy, /I.
M. Pomanenko. - Mocksa ; Bonoraa : Undpa-Unxenepus, 2022. - 460 c.

— Makcumos, H. B. Komnerorepusie cetu : yueoHoe nocobue / H.B. Makcumos, N.U. [Tomnos.
— 6-¢ u3., nepepad. u gorn. — Mocksa : DOPYM : UHOPA-M, 2024. — 464 c. — (Cpennee
npodeccuoHalibHOE 00pa30BaHUE).

— Kysun, A. B. Komnerotepuslie cetu : yueoHoe nocooue / A.B. Ky3un, JI.A. Ky3un. —
4-e u3n., nepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2024. — 190 c. — (Cpennee
npodeCCHOHAIBHOE 00pa30BaHME).
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~  MJK.01.02

— Hcauenko, O. B. IIporpamMmHoe oOecrieueHre KOMIIbIOTEPHBIX CETEH : yueOHOE I0-
cobue / O.B. Ucauenko. — 2-e uzm., ucop. u gomn. — Mocksa : UHOPA-M, 2024. — 158 c.
— (Cpennee mpodeccruoHalibHOE 00pa30BaHUE).

— Jlucees, I'. A. TIporpammHoe obOecricueHre KOMIILIOTEPHBIX CETEi 1 Web-cepBepoB :
yueoHoe mocooue / I'.A. Jlucees, I1.}O. Pomanos, FO.1. Ackepko. — Mocksa : UHOPA-M,
2023. — 145 c.

JlonoJIHUTEIbHbIE HCTOYHUKMU:
3.3. [lepeyenb MH(OPMANUOHHBIX TEXHOJIOTHIA

B paMkax u3ydeHus TUCIMIUIMHBI HCTIOIB3YIOTCS CIICTYONTMECHHGOPMAIIMOHHBIS
TEXHOJIOTHH:

— AJICKTPOHHO-OMOIMOTEYHAsT cucTeMa «Znanium.comy» (pacIroJioKeHHAsT 110
ANEKTPOHHOMY ajapecy http://znanium.com/catalog), 31eKTpPOHHO-OMOIMOTEUHAS CHCTEMa
«Ibooks.ru» (pacnosyoskeHHast 1o AIIEKTPOHHOMY azmpecy
https://ibooks.ru/home.php?routine=bookshelf);

— NPE3EHTAIMOHHBIC MaTepualbl, pa3pabOTaHHBIE B MENAX BU3YAITU3AIHH
y4eOHOTO MaTepraja W MOBBIMICHUS HATJISIIHOCTH OOYUYCHUS, B COOTBETCTBUH C KaJCHIAPHO
TEMaTUYECKUM IUIAHOM TI0 TUCIUTLIINHE;

- B paMKaxX HW3y4YeHHs TUCIHUIUIMHBI KCIOJIb3YETCS MakeT mporpamm Microsoft

Office.

3.4 YcaoBus peajm3anuy NPorpaMMbl JAJis1 00y4al0IIUXCH HHBAJTHU/IO0B H JIUI] C
OrPAHUYEHHBIMHM BO3MOKHOCTSIMH 3/10POBbSI
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http://znanium.com/catalog)

WHBamuael U ouIia ¢ OTpaHUYCHHBIMA BO3MOXKHOCTSIMH 3/I0POBBS, 00yUaIOmuecs 10
nporpaMmme  noarotoBkn  09.02.06 CereBoe ©  CHCTEMHOE aIMHHUCTPUPOBAHUE,
00€ecreynBalOTCs MEYaTHBIMU U JIEKTPOHHBIMU 00pa3oBaTelIbHBIMU pecypcamu B (opmax,
aJIalTUPOBAHHBIX K OTPAHUYECHUSIM HX 310POBbSI.

Crenuduka moaydaemMou HarpaBieHHOCTH (poduisi) oOpa3oBaTeIbHON MPOTPAMMBI
mpeanojgaraeT BO3MOKHOCTH OOYYEHHs CIEAYIOIUX KaTerOpuil WHBAIUIOB U JIUIl C
OTPaHUYCHHBIMU BO3MOKHOCTSIMU 3JI0POBbSI:

- C OTpPaHUYCHUEM JIBUTATCIBHBIX (DYHKITUH;
- C HApPYIICHUSIMH CITyXa,;
- C HApPYILIEHUSMHU 3pEHUSI.

Opranuzanusi ~ 00pa3oBaTelbHOrO  Mpolecca  00ecrneuynBaeT  BO3MOXKHOCTH
OeCIpensITCTBEHHOI'O JIOCTyIa 00yYaroluXCcsl ¢ OTPAHUYEHHBIMU BO3MOKHOCTSIMH 3/J0OPOBBS
¥ (WIM) MHBAJIUAOB B Yy4YeOHBIC AyIUTOPUH W JIPYyTAe TMOMEIICHHS], I 3TOTO0 HWMEIOTCS
MaHYChl, TOPYYHH, TUPTHI U PACIIHPECHHBIE TBEPHBIC TTPOCMBI.

B y4eOHbIX ayauTopusax U J1aDOpaTOpUSX UMEETCS BO3MOXKHOCTh 000pYy10BaTh MeCTa
JUTSI CTYJICHTOB-UHBAIUIOB C DPA3JMYHBIMUA BHJIaMH HApPYIICHHUS 3I0POBbS, B TOM YHCIIC
OTOPHO-JIBUTATEIBHOTO arnapaTa U ciyxa. OCBeleHHOCTh YUYEOHBIX MECT YCTAHABIMBACTCS
B cooTBercTBUM ¢ mnonoxkeHusamu CHull 23-05-95 «EcTecTBEHHOE M HCKYCCTBEHHOE
ocBeleHus». Bce mpenMersl, HeoOXoauMble AJisi yueOHOro Mpolecca, pacrnojaramrcs B
30HE MaKCUMAJIBHOU JTOCSATAEMOCTH BBITSIHYTBIX PYK.

[Tomemennss mnpeaycMaTpuBalOT ydeOHbIE MecTa [JIsi JIMIl C OTPaHUYEHHBIMU
BO3MOKHOCTSIMH 3/IOPOBbSI U MHBAJIHUJOB, UMEIOUINX CEPACUYHO-COCYTUCThIEC 3a00JIeBaHUs,
OHM O00OpYJOBaHBI COJIHLIE3AIIMTHBIMUA YCTPOMCTBAMH (KaIO3H), B HUX MMEETCS CUCTEMaA
KIIMMAaT-KOHTPOJISL.
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4. KoHTPOJIb U OLIEHKA Pe3yJIbTATOB 0CBOCHHS NMPO(eCcCHOHAIBHOI0 MOXYJIA

Kon u HamMeHOBaHHE
npo(eCCHOHATIBHBIX U
O0IMX  KOMIICTCHIIUH,
(hopMHUpYEMBIX B paMKax

MOZYJISA

Kpurepuu orieHku

MeTtobl O1leHKH

[IK 1.1. BeinonsaTth
IIPOEKTUPOBAHNE
KaOeJbHOU CTPYKTYPHI
KOMITBIOTEPHOM CETH.

O1eHKa «OTJIMYHO» - TEXHUUYECKOE 3a1aHue
MIPOaHATU3UPOBAHO, AJITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHUIO U
o(opMIIeH B COOTBETCTBUH CO CTaHIAPTAMH,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.
O1eHKa «XOpOLI0» -aIrOPUTM pa3paboTaH,
o(hopMIIEH B COOTBETCTBUU CO CTaHAAPTAMHU
U COOTBETCTBYET 3a/IaHUIO, TOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

OneHka «y10BJIeTBOPUTEIbHO) - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJaHUIO.

Dk3ameH/3aueT B (hopme
cobece0BaHus:
MIPAKTUYECKOE 3aJaHUE 110
MOCTPOSHHIO aJTOPUTMA B
COOTBETCTBUH C TEXHUIECKIM
3a1aHIEM

3ammTa OTYETOB 1O
MPAKTUYECKUM U
1abopaTOpHBIM paboTam

[IK 1. 2. OcyuiecTBasTh
BBIOODP TEXHOJIOTHH,
WHCTPYMEHTATLHBIX
CPEIICTB U CPE/CTB
BBIYHUCITUTENbHON TEXHUKU
MIpU OpraHu3aluu
mporecca pa3paboTKu U
WCCIIEeI0BaHUS OOBHEKTOB
npodecCHOHATEHON
JeATEIHOCTH.

O1eHKa «OTJMYHO» - TEXHHUYECKOE 33/1aHNE
MIPOaHAIM3UPOBAHO, AITOPUTM pa3padoOTaH,
COOTBETCTBYET TEXHHUECKOMY 3a/IaHUIO

o OopMIIEH B COOTBETCTBUU CO CTaHAapTaMH,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.
O1eHKa «XOPOILI0» -aJIrOPUTM pa3paboTaH,
o(opMIIeH B COOTBETCTBUH CO CTaHAAPTAMU
U COOTBETCTBYET 3a/I1aHHIO, TOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «y10BJIETBOPUTETBHO) - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1aHHUIO.

Dk3ameH/3a4eT B (hopme
cobeceI0BaHus:
MPAaKTUYECKOE 3aJaHUE TI0
MOCTPOCHUIO AITOPUTMA B
COOTBETCTBUH C TEXHHYECKUM
3a1aHIeM

3amura OT4ETOB 110
MPAKTUYECKUM U
n1abopaTopHBIM paboTam

[IK 1. 3. OGecnieunBathb
3amuTy HHOOpPMAIUY B
CETH C MCIOJIb30BAaHHEM
MPOrpaMMHO-aIIapaTHBIX
CpPEICTB.

OrneHka «0TJIMYHOY» - TEXHUYECKOE 3aJjaHKe
MIPOaHAIM3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJJaHUIO U

o opMIIeH B COOTBETCTBUU CO CTaHAApTaMH,
MOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOILI0» -aJIrOPUTM pa3paboTaH,
o(opMIIeH B COOTBETCTBUH CO CTaHAAPTAMU
U COOTBETCTBYET 33JJaHUIO, MIOSCHEHBI €r0
OCHOBHBIE CTPYKTYDBI.

OrneHka «y10BJ1eTBOPUTEIbHOY - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1aHHUIO.

Dk3aMmeH/3aueT B hopme
cobeceqOBaHUA:
MPAaKTUYECKOE 3aJaHUE 110
MOCTPOSHHIO aJITOPUTMA B
COOTBETCTBUH C TCXHUYCCKUM
3aJaHIEM

3ammTa OTYETOB 1O
IMPaKTUYCCKHUM U
1abopaTOpHBIM paboTam
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IIK 1. 4. IIpunumats
ydacTue B IPUEeMO-
CIATOYHBIX UCITBITAHUSIX
KOMITBIOTEPHBIX CETEH U
CETEeBOT0 000PYIOBaHMS
Pa3IUYHOTO YPOBHS U B
OIICHKE KauecTBa U
SKOHOMHUYECKOU

3¢ (HEKTHBHOCTHU CETEBOM
TOTIOJIOTHH.

O1eHKa «OTJMYHO» - TEXHUUYECKOE 33/1aHNE
MIPOaHAIM3UPOBAHO, AITOPUTM pa3padoOTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJJaHUIO U
o(opMIIEH B COOTBETCTBUU CO CTaHAAPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOLI0» -aJIrOPUTM pa3paboTaH,
o(opMIIeH B COOTBETCTBUH CO CTaHAAPTAMHU
U COOTBETCTBYET 3aJJaHUIO, [IOSCHEHBI €r0
OCHOBHBIE CTPYKTYDBI.

O1eHKa «y/10BJ1€TBOPHUTEIbHO) - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJaHUIO.

Dk3ameH/3a4eT B (hopme
cobeceI0BaHuU:
MPAaKTUYECKOE 3aJaHUE TI0
MOCTPOCHUIO AITOPUTMA B
COOTBETCTBUH C TEXHHYECKUM
3a1aHAeM

3amuTa OT4ETOB 10
MPaKTHYECKUM U
nabopaTopHBIM paboTam

IIK 1. 5. BeImoaHATE
TpeOOBaHUSI HOPMATUBHO-
TEXHUYECKOU
JIOKyMEHTAIIUH, UMETh
OTBIT O(hOpMITCHUS
MIPOEKTHOM JOKYMEHTAIIIH.

OneHka «0TJIMYHOY» - TEXHUUECKOE 3aJjaHKe
MIPOaHAIM3UPOBAHO, AITOPUTM pa3padoOTaH,
COOTBETCTBYET TEXHHUUECKOMY 3a/IaHUIO U
o(hopMIIEH B COOTBETCTBUU CO CTaHAAPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOLI0» -aJIrOPUTM pa3paboTaH,
o(opMIIeH B COOTBETCTBUH CO CTaHAAPTAMU
U COOTBETCTBYET 3aJJaHUI0, MIOSCHEHBI €r0
OCHOBHBIE CTPYKTYDBI.

O1eHKa «y10BJ1€TBOPUTEIbHOY - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJaHUIO.

Dk3ameH/3a4eT B (hopme
cobeceI0BaHuUs:
MPaKTHYECKOE 3a/1aHHE 110
MOCTPOCHUIO AITOPUTMA B
COOTBETCTBUH C TEXHHYECKHM
3a1aHIeM

3amura OT4ETOB 110
MPaKTHYECKUM U
n1abopaTopHBIM paboTam

OK 01. Beibupats criocoOsI
peleHus 3a1au
npodeCCHOHATLHON
JeATeLHOCTH,
MPUMEHUTEIHHO K
Pa3INIHBIM KOHTEKCTaM.

— 000CHOBAHHOCTh ITOCTAHOBKH
IIEJTH, BBIOOPA U IPUMECHEHUS
METOIOB ¥ CITOCOOOB PEIICHUS
npoeCCHOHATBHBIX 3a]1a4;

- aJicKBaTHAs OLIEHKA M CAaMOOILIEHKA

3¢ (HEeKTHBHOCTHU 1 KaUECTBA BBHITIOJTHEHUS

npoecCHOHANBHBIX 337124

OI1 02.0cyuiecTBiIATH
IOUCK, aHAJIU3 U
MHTEPIPETAIHIO
nHpopMaIuH,
HEOOXOIMMOM JIJIs
BBINIOJTHEHMS 32734
npoeccrnoHaIbHOM
JICITCIIbHOCTH.

- HCTIOJIb30BaHKE PA3IMYHBIX HCTOUHUKOB,
BKITIOUas DJICKTPOHHBIE PECyPCHI,
Meaunapecypcsl, MTHTepHeT-pecypchl,
NEPpUOANYCCKUC U3TaHUS 110
CIICHHUAJIBHOCTH AJI PCHICHUA
poeCCHOHATBHBIX 3a71a4

OK 03. IImanupoBats u
peaan30BbIBaTh
COOCTBEHHOE
npogeCcCHOHATEHOE U
JUYHOCTHOE pa3BHUTHE.

- IGMOHCTpAIIUs OTBETCTBEHHOCTH 3a
IIPUHSATHIEC PELIEHUs

- 000CHOBAaHHOCTh CaMOaHaIN3a U
KOPPEKIIHSI pe3yJIbTaTOB COOCTBEHHOM
paboThI;

OK 04. Paborats B
KOJIJIEKTUBE U KOMaH/IE,
3 PEeKTUBHO

- B3aUMO/JICHCTBHUE ¢ 00yUaIOIIMMUCH,
MIPENOoIaBaTeNIsIMU U MacTEPaMH B XOZ€E
00y4eHHUs, C pyKOBOIUTEISIMHU yUeOHOU U

WNuTepnperanust pe3yabTaToB
HaOIIt0IeHuH 3a
NeSITeTbHOCTHIO
oOyyaromierocs B mporecce
OCBOCHHST 00pa30BaTEIbHON
MIPOTPaMMBbI

DKCnepTHOE HAOJIIOICHHE U
OLIEHKa Ha 1a00paToOpHO -
MPAKTUYCCKHUX 3aHATUAX, TIPH
BBITIOJTHCHUH pa0OT 1O
y4eOHOM U MPOU3BOICTBEHHON
MpaKTUKaM

DKk3aMeH KBATU()UKAIMOHHBIH
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B3alMOJIEICTBOBATh C
KOJIJIeraMH, pyKOBOJICTBOM,
KIINCHTAMU.

MIPOU3BOACTBEHHOM MTPAKTHUK;
- 000CHOBAaHHOCTb aHAJIN3a PaOOTHI YICHOB
KOMaH/IbI (MTOTYMHEHHBIX )

OK 05. OcyuiecTBasTh
YCTHYIO U TUCBMEHHYIO
KOMMYHUKAIUIO Ha
TOCYTapCTBEHHOM SI3bIKE C
Y4ETOM 0COOCHHOCTEH
COILIMAJIEHOTO U
KYJIbTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOM U IMCBMEHHOM peyH,
- SICHOCTb ()OPMYJIMPOBAHUS U U3JIOKEHUS
MBICIIEH

OK 06. ITposBnsaTh
TPAKIaHCKO-
MaTPUOTUYECKYIO MTO3UILIMIO,
JIEMOHCTPHUPOBATH
OCO3HAHHOE TTOBEJICHHNE Ha
OCHOBE 00II€YETIOBEYECKUX
IEHHOCTEMH.

- cOOJII0/IEHNE HOPM TTOBEAECHMSI BO BpEMsI
y4eOHBIX 3aHITUNA U IPOXO0XKICHUS y4eOHOI
U TIPOU3BOJICTBEHHON NPAKTHUK,

OK 07. CopneiicTBoBaTh
COXPaHEHHUIO OKpYKarolen
cpenpl,
pecypcocOepekeHuIo,

3¢ PeKTUBHO 1EHCTBOBATH B
Ype3BBIYANHBIX CUTYyAIHSIX.

- a¢pexTrBHOCTH BhITIONHEHUS TTpaBml Th
BO BpeMs yUCOHBIX 3aHATHH, IPU
MPOXOKJICHUN Y4eOHOW 1
MPOM3BOJICTBEHHOM MTPAKTHK;

- 3HAHHE U UCTIOJIL30BAHHE
pecypcocOeperarux TeXHOJIOTHI B
00JacTH TeJIEeKOMMYHHUKAIIUN

OK 08. Mcnonbs3oBaTh
cpenctBa GU3NIECKOI
KYJIBTYPBI JUIsl COXpaHEHUS
Y YKPETIJICHUS 3JI0POBbSI B
nporecce
npoeccuoHabHOM
NESTCIIbHOCTH U

noJiAep KaHue
HEO0OXOUMOTO YPOBHS
¢buznyeckoi
MOJITOTOBJICHHOCTH.

- 3¢(eKTUBHO UCIIOJIB30BaTh CPE/ICTBA
(bu3nuecKoil KyJIbTYyphl Ul COXpaHEHUs U
YKpEIUJIeHUs 37J0pOBbs B Ipoliecce
npoeCCUOHATBLHON IEATEIBHOCTH U
nojiep>kaHue HeoOXOAMMOTO YPOBHS
(¢u3nyecKoil MOArOoTOBIEHHOCTH. ;

OK 09. Ucnionb3oBath
UH(POPMAIMOHHBIE
TEXHOJIOTHH B
npoeccruoHabHOM
JESITEIIbHOCTH.

- 3(hpeKTUBHOCTH UCTIONB30BAHUS
UH()OPMAIIMOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH B PO ecCHOHATEHON
NEeSITETIHHOCTH COTJIACHO (hOPMHUPYEMBIM
YMEHHUSIM U TTOJTy4aeMOMY ITPAKTHYECKOMY
OTIBITY;

OK 10. ITons30BaThCA
npodeccHoHaNBEHON
JOKyMEHTaluen Ha
roCyJJapCTBEHHOM U

- 3)eKTUBHOCTDH UCTIOIH30BAHUS B
npodeccHoHaIbHOM AEATELHOCTH
HEO0XO0IUMON TEXHUYECKOM
JOKyMEHTAILlUH, B TOM YUCIIC Ha

M
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HWHOCTpPaHHOM SA3BIKE.

AHTJINICKOM S3BIKE.

OK.11. IInanupoBaTh
HpENPUHAMATEITHCKYFO
JACATCIIBbHOCTD B
npodeccuoHanbHOHI chepe

- 3(ppexkTHBHO MITAaHUPOBATH
NpeaANprUHUMATCIBCKYTO JCATCIbHOCTL B
npodeccHOHaTBHOH cepe mpu MPOBEACHUH
paboT 1Mo KOHCTPYHUPOBAHHIO CETEBOM

UH(PaCTPYKTYpPbI
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5. OHeHKa OCBOCHMS JJOCTHKEHHUN TUYHOCTHBIX PE3YyJIbTAaTOB BOCHHUTATEIILHON pa6OTBI

OreHka JOCTHMKEHUS OOYYalOIMIMMHUCS JIMYHOCTHBIX pe3yibTaTtoB (naynee — JIP)
IIPOBOJUTBECS B PaMKaxX KOHTPOJBHBIX M OLICHOYHBIX IPOLENYpP, IPELyCMOTPEHHBIX
nanHou IIporpamMmmon.

Cnoco0bl  KOHTPOJISI  pe3yJbTATOB M  KPUTEPHMH  Pe3yabTATHBHOCTH

peaj3anuu BOCIIUTATEJIbHOM paﬁoTbl oﬁyqamumxcn AKAACMHUYECCKOro KoJJIea»Ka .

Bun koHTpONs PesynbraTt KOHTpOISA
BxoaHoi1 KOHTPOJIbL JTUArHOCTHKA CTIOCOOHOCTEH M MHTEPECOB
o0y4Jaromnmxcs (TecTupoBanue,
AHKETUPOBAHHUE, COLIMOMETPHUS, OTIPOC).
Texyumuii KOHTPOJIbL nearoruueckoe HalMIoJeHue B Mpolecce
[IPOBECHUS MEPOIPUATHUH,

NeAaroTMYeCKUid  aHaju3  TBOPYECKHX
paboT, MepomnpusaTHii  00ydYaroumuxcs,
dbopMupoBaHUe U aHANMM3 MOPTHOIHO
00y4YaroIIerocs; HMCIOJIHCHUE TEKyIIeH
OTYETHOCTH

HToroBblii KOHTPOJIbL aHaIn3 AeITEILHOCTHA

Komiuiekc KpuTepueB OLEHKH JIMYHOCTHBIX Pe3yJIbTAaTOB 00yYal0OIHXCH:
— JIEMOHCTpaIus UHTepeca K OyayIieit npodeccun;
—  OIICHKa COOCTBEHHOT'O MPOBHXCHHUS, JINYHOCTHOTO PA3BUTHS;

— TIOJIOKWUTENbHAS JUHAMHKA B  OpraHM3allid  COOCTBEHHOW  y4eOHOU

ACATCIBHOCTH I10 pE3YyJIbTaTaM CaMOOILICHKH, CaMOaHAJIN3a U KOPPECKIUU €C PE3YIILTATOB,

— OTBCTCTBCHHOCTD 34 PE3YyJIbTAaT yqe6H0171 JCATCIIBHOCTH U IIOATOTOBKH K

npodeccuoHanbHON e TENBHOCTH;
— MPOSIBIIEHUE BBICOKOMPOPECCHOHAIBHON TPYI0BOM aKTUBHOCTH;
— ydacTHe B UCCJIEI0BATEIbCKON U TPOCKTHOM padoTe;

— Y4aCTHUC B KOHKYpPCax HpO(beCCI/IOHaJIBHOFO MacCTCpCTBa, OJIMMIIMAax I10

npodeccun, BUKTOPUHAX, B IPEAMETHBIX HEJENSIX;
— CcOOMIOfIcHME OJTUYECKMX HOPM  OOIIEHUS TpU  B3aWMOJICHCTBUU  C

00y4aroIMUMHCS, TPENOIaBATENIMHU, PyKOBOJAUTEISIMU IPAKTHUK;

— KOHCTPYKTHMBHOE B3aUMOJICCTBHE B y4€OHOM KOJIJICKTUBE;
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