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Ipencenarens HMC npod. [TaBenko H.H.



1. IEJIM OCBOEHU S JUCLIAILIMHBI (MOZY.I5T)

1.

Ju—

pruodpeTeHne 00yJIaroIUMICS 3HAaHUH, HAaBBIKOB M YMEHHUH, CBSI3aHHBIX C IPABOBBIMH U IIPOTPAaMMHO-TEXHUUECKIMHU
METOaMH 3alUThl HHGOPMAIIUU FOCYIapPCTBEHHBIX U HETOCYIapPCTBEHHBIX OPTraHU3alNi U yUpeKIeHUH

3amaun: cucTeMaTH3alMs TEOPeTUYEeCKUX 3HaHMH 1o obecredyeHuto Oe3omacHOCTH HHGOpMAlMKM B CHCTEMAax YIpaBlICHUS,
UCIIONB3YIOIINX COBPEMEHHbIE HH(POPMAIIMOHHbIE TEXHOJIOTUH;

BBIBJIGHHE CYITHOCTH, IIeNleif, 3aja4 M MecTa METOJOB M CPEICTB 3aIllUThl WHPOPMAIHMOHHBIX IIPOIECCOB B KOMITBIOTEPHBIX
cucTeMax B oOrmeil cucreMe obecredeHus 6e30macHOCTH HH(popManuK Ha 00beKTaxX HHPpOpMaTH3aLUH;

U3y4CHHE OCHOBHBIX IPUHLUIOB MPHUMCHEHHS METOJOB ¥ CPEACTB 3aIUTHl HMHGOpMALMM TIPH OPraHU3alMd  3allHuThI
MH()OPMAIMOHHEIX ITPOIIECCOB B KOMITBIOTEPHBIX CHCTEMAX;

M3ydeHHe HOPMATHBHO-PYKOBOISIINX JOKYMEHTOB, PETJIAMEHTHPYIOIIMX BOIPOCH oOecredeHHss 0e30macHOCTH HH(pOpPMAaruu B
ABTOMATH3MPOBAHHBIX CHCTEMaxX

2. MECTO JUCHUIIJIMHBI (MOAYJISA) B CTPYKTYPE OBPA3OBATEJIBHOU ITPOI'PAMMBI

Hwkn (pazmen) OIT: | b1.B.JID.02

2.1 | TpeGoBaHus K NpeABAPUTEIHLHOI MOATOTOBKE 00Y4ar0Ierocs:

2.1.1 | UaTtennexTyanbHbie HHPOPMAITUOHHBIE CHCTEMBI

2.1.2 | CoBpeMeHHbIE KOMMYHHUKAIIUK B OM3HECE

2.2 | JucuuniuHbl (MOAY/IN) U IPAKTHKH, A/ KOTOPLIX 0CBOCHUE JAHHOH JUCHHILUINHBI (MO1Y/I) HEO0X0AMMO KAK
npeJlIecTByOLIee:

2.2.1 | IloaroroBka K mporeaype 3aliyuThl U 3alIATa BHITYCKHON KBATU(PUKAIIMOHHON PadoThI

3. DPOPMUPYEMBIE KOMIIETEHIIUU, UHIAUKATOPBI UX JOCTUKEHUSA
U IJIAHMPYeMble pe3yabTaThl 00y4eHHUsI

IIK-3: Cnnoco0HOCTB UCI0/IB30BATh HOBbIC (PUHAHCOBbIE HHCTPYMEHThI M MeTO/AbI Pa0OThI € JaHHBIMH U HHpOpManueii B
(puHAHCOBOM ceKTOpe /IS pelleHNs KOHKPeTHBIX NPUKJIATHBIX 32124, CBA3aHHBIX ¢ HHHOBAILIMOHHOI TpaHcdopManueii
OM3HeC-PoIECCOB

IK-3.1: OuenuBaer poJb H MeCTO TEXHOJIOTHIA YIPABJIeHUS] JAHHBIMU B (PHHAHCOBOM CEKTOpe

3HaThL

YpoBeHs | | poib ¥ MECTO TEXHOJIOTHH YIIPaBJICHHS JaHHBIMU B (PMHAHCOBOM CEKTOpPE HAa HU3KOM YPOBHE

YpoBeHb 2 | poNIb ¥ MECTO TEXHOJIOTHH YIIPABICHUS JAaHHBIMU B (PUHAHCOBOM CEKTOPE Ha CPEJHEM YPOBHE

YpoBeHb 3 | posIb ¥ MECTO TEXHOJIOTHH YIIPABICHUS JAHHBIMU B (DMHAHCOBOM CEKTOPE HA BEICOKOM YPOBHE

Ymernb

YpoBeHb | | IpUMEHSATH POJIH M MECTO TEXHOJIOTHI yIpaBICHNS JTaHHBIMHI B (PMHAHCOBOM CEKTOPE Ha HI3KOM YPOBHE

YpoBeHb 2 | IPUMEHSATH POJTH M MECTO TEXHOJIOTHI yIpaBICHNS TaHHBIMH B (PMHAHCOBOM CEKTOPE Ha CPEHEM YPOBHE

ypOBCHI) 3 NPUMCHSATL POJIb U MECTO TEXHOJIOTHI YIipaBJICHUA JaHHBIMU B (1)I/IHaHCOBOM CCKTOPC Ha BBICOKOM YPOBHC

Baanernb

ypOBCHL 1 HaBbIKaMH IPUMCHCHUS POJIb U MECTO TEXHOJIOTHUH YIipaBJICHUS JaHHBIMHA B (I)I/IHaHCOBOM CCKTOPC Ha HU3KOM YPOBHC

VYpoBeHb 2 | HaBBIKAMH IIPUMEHEHHS POJIb M MECTO TEXHOJIOTUH YIIPABICHNS JaHHBIMH B (DUHAHCOBOM CEKTOPE Ha CPeIHEM
YpOBHE

YpoBeHb 3 | HABBIKAMH ITPUMEHEHHS PO X MECTO TEXHOJIOTUH yIPaBICHNS JTaHHEIMH B ()THAHCOBOM CEKTOPE Ha BEICOKOM
YPOBHE

IIK-3.2: Biaageet HaBbIKAMHU PaGoTHI ¢ COBPeMEHHBIMI HH(OPMAIMOHHBIMHA T€XHOJIOTHSIMH /ISl AaHAJIH3A U YIPABJICHUS
JaHHBIMH B cepe KOPMOPATHBHBIX M 001IIECTBEHHBIX (PMHAHCOB

3HaThb

VYposeHs | | paboTy ¢ coBpeMEeHHBIMH HH(MOPMAIIMOHHBIMH TEXHOJIOTHAMH IS aHAJIHM3a M yIPaBICHUS TaHHBIME B cepe
KOPIOPAaTHBHBIX M OOIIECCTBEHHBIX (PTHAHCOB HA HI3KOM YPOBHE

YposeHs 2 | paboTy ¢ COBpeMEHHBIMH HH()OPMAITOHHBIMHI TEXHOJIOTHSAMH IS aHAJIN3a U YIIPABJICHHS JaHHBIMH B cepe
KOPHOPaTUBHBIX U OOIECTBEHHBIX (PHAHCOB HAa CPEHEM YPOBHE

VYpoeens 3 | paboTy ¢ cOBpeMeHHBIMH HH()OPMAITMOHHBIMU TEXHOJIOTHSIMH TS aHAJTH3a U YIIPABICHHS IaHHBIMU B cepe
KOPIIOPaTHBHBIX W OOIIECTBCHHBIX (PHHAHCOB HAa BHICOKOM YPOBHE

Ymernb

VYpoBeHb | | mpuMEHATh pabOTy ¢ COBPEMEHHBIMH HH(POPMAIMOHHBIMU TEXHOJOTHSIMHU JIJISl aHAIN3a U YIIPABJICHHUS JAHHBIMU B
chepe KOpIOpPaTUBHBIX U OOIIECTBEHHBIX ()MHAHCOB HA HU3KOM YPOBHE

YpoBeHb 2 | IpUMEHATH PabOTY C COBPEMEHHBIMHU MH(DOPMALMOHHBIMU TEXHOIOTUSIMU JUIS aHAJIN3a U YIIPABICHUS JAHHBIMU B
cdepe KOPIOPATUBHBIX U OOIECTBEHHBIX (PHAHCOB HAa CPEAHEM YPOBHE

YPOBCHL 3 MMPUMCHSATH pa60Ty C COBPEMCHHBIMHU I/IH(l)OpMaI.II/IOHHLIMI/I TCXHOJIOTWAMU UIA aHaJIM3a U YIIpaBJICHUA JaHHBIMU B
C(bepe KOPIIOPAaTUBHBIX U 00IIIECTBEHHBIX (bPIHaHCOB Ha BBICOKOM YPOBHC

Baanernb

VYposens | | HaBBIKaMU IPUMEHEHHS pabOTy ¢ COBPEMEHHBIMH HH(OPMAIIMOHHBIMH TEXHOJIOTHAMH JJIS aHAJIM3a M YIPaBICHAS
JTAHHBIMH B c(pepe KOPIOPATHBHBIX U OOIIECTBEHHBIX (PMHAHCOB Ha HU3KOM YPOBHE




VYpoBeHb 2 | HaBBIKAMH IIPUMEHEHUS paOOTY C COBPEMEHHBIMH HH()OPMALIMOHHBIMH TEXHOJIOTHSAMH JUIS aHAJIN3a U yIPaBICHUS
JTAaHHBIMHE B c(hepe KOPIOPaTUBHEIX U 0OIIECTBEHHBIX (PMHAHCOB HA CPETHEM YPOBHE

YposeHs 3 | HaBBIKAMHU NIPUMEHEHHS paboTy ¢ COBPEMEHHBIMH HH(OPMAIIMOHHBIME TEXHOJIOTHAMH VIS aHATIM3a U YIPaBICHUS
JIAHHBIMH B cpepe KOPIOPATUBHBIX U OOIIECTBEHHBIX (PMHAHCOB Ha BEICOKOM YpPOBHE

IIK-3.3: PazpabaTbiBaeT H 000CHOBBIBAaEeT HEO0XOAMMOCTh BHePeHNs1 HHHOBAIIMOHHBIX (PUHAHCOBBIX TEXHOJIOTH /I
00padoTKu, aHAIM3a U o0ecnieyeHNsI 0€30I1aCHOCTH JAHHBIX € y4eTOM PUCKOB OT IPUMEHEeHHsI MHHOBALIMOHHbIX
(uHaHCOBBIX TeXHOIOTHI

3HaThL

YposeHs | | HEOOXOIMMOCTH BHEAPEHHSI MHHOBAI[MOHHBIX (DMHAHCOBBIX TEXHOJIOTHH 1 00paboTKH, aHaIH3a B 00eCIICUeHNS
6€30I1aCHOCTH JaHHBIX C YYETOM PUCKOB OT MPUMEHEHHS] MHHOBAIIMOHHBIX ()MHAHCOBBIX TEXHOJIOTHH HA HU3KOM
YpOBHE

VpoBeHb 2 | HEOOXOJUMOCTh BHEPCHUSI HHHOBALMOHHBIX (DMHAHCOBBIX TEXHOJIOTHIT 1711 00pabOTKH, aHaIM3a U 00eCIICUCHNS
0€30IacHOCTH JAaHHBIX C Y9€TOM PHCKOB OT MPUMEHEHHS] HHHOBAIIMOHHBIX (PMHAHCOBBIX TEXHOJIOTHI Ha CpeTHEM
YpoBHE

YpoBeHs 3 | HEOOXOAUMOCTh BHEJPEHHSI HHHOBAIIMOHHBIX (PMHAHCOBBIX TEXHOJIOTUH [t 00pabOTKH, aHaIM3a 1 00ecieyeH s
6€30I1aCHOCTH JaHHBIX C YYETOM PHUCKOB OT IPUMEHEHHs] HHHOBAIIMOHHBIX (DMHAHCOBBIX TEXHOJIOTHH Ha BEICOKOM
YpOBHE

Ymernb

YpoBeHs | | IpUMEHATH HEOOXOAMMOCTH BHEAPEHUS HHHOBAIMOHHBIX (PMHAHCOBBIX TEXHOJIOTHI T 00pabOTKH, aHAIN3a U
obecrieueHHs: 0€30MaCHOCTH JAHHBIX C YUYETOM PHCKOB OT IPHUMEHEHUSI MHHOBAI[OHHBIX (PMHAHCOBBIX TEXHOIOT Uil
Ha HHU3KOM YPOBHE

YPOBeHL 2 MPUMCHSATH HeOﬁXOZ[I/IMOCTL BHCAPCHHUA NMHHOBAIUOHHBIX (1)I/IH3.HCOBI>IX TEXHOJIOTUH ISt 06pa6OTKI/I, aHajin3a u
obecneueHns 0€30IacHOCTH JaHHBIX C YYCTOM PUCKOB OT IPUMEHCHNA MHHOBAITMOHHBIX (bI/IHaHCOBLIX TEXHOJIOTHI
Ha CPpEAHEM YPOBHC

YpoBeHb 3 | IpPUMEHATH HEOOXOAWMOCTH BHEAPEHUS HHHOBALIMOHHBIX (DMHAHCOBBIX TEXHOJOTHI I 00pabOTKH, aHAIN3a U
obecreueHns1 6€30MaCHOCTH AAHHBIX C YIETOM PHCKOB OT IPUMEHEHHS HHHOBAIIMOHHBIX (DMHAHCOBBIX TEXHOJIOTUH
Ha BBICOKOM ypOBHE

Baanernb

YpoBens | | HaBBIKAMU MPUMEHEHHs] BHEIPEHHS HHHOBAIIMOHHBIX (PMHAHCOBBIX TEXHOJIOTHH I 00pabOTKH, aHAIN3A H
obecrieueHns: 0€30MACHOCTH JAHHBIX C YUYETOM PHCKOB OT IPHIMEHEHUSI MHHOBAIIMOHHBIX (PMHAHCOBBIX TEXHOJIOTUI
Ha HU3KOM YPOBHE

YPOBGHL 2 HaBbIKaMH IPUMCHCHHUS BHCAPCHUA HHHOBALIMOHHBIX (I)I/IHaHCOBLIX TEXHOJIOTUH JIs 06pa60TKI/I, aHalin3a u
obecneueHns 6€30IacHOCTH JAAaHHBIX C YICTOM PUCKOB OT IPUMCHCHUSI MHHOBALIMOHHBIX (bl/IHaHCOBBIX TEXHOJIOTHI
Ha CPEAHEM YPOBHEC

YpoBeHb 3 | HABBIKAMU IPUMEHEHHSI BHEAPEHHS HHHOBAIIMOHHBIX ()MHAHCOBBIX TEXHOJIOTHH AT 00pabOTKH, aHANH3A U
obecreueHns 6e30MacCHOCTH AAHHBIX C YIETOM PHCKOB OT IPUMEHEHHS] HHHOBAIIMOHHBIX (DMHAHCOBBIX TEXHOJIOTUH
Ha BBICOKOM YpOBHE

IIK-3.4: IlpoBoaMT MOHUTOPUHI Ka4yeCTBA HHCTPYMEHTApHs padoThl ¢ JAHHBIMH U HH(pOpMaLueli B e/ 19X HHHOBALMOHHOM
TpaHchopmanuu OM3Heca

3HaThL

YpoBeHb | | MOHHTOPHHT KauecTBa HHCTPYMEHTApHs pabOTHI C JAHHBIMU B MH()OPMAIHEH B [eNsX HHHOBAIIMOHHOM
TpaHc(opManuy Ou3Heca Ha HU3KOM YPOBHE

YpoBeHb 2 | MOHHTOPHHT KauecTBa HHCTPYMEHTAPHs pabOTHI C JaHHBIMU M MH(OPMAIHEH B LENsIX HHHOBAIIMOHHOMN
TpaHcdopmary On3Heca Ha CpeJHEM YPOBHE

YpoBeHb 3 | MOHUTOPHHT KauecTBa HHCTPYMEHTAPHS pabOTHI C JaHHBIMA B MH(OPMAITHeH B [eNsIX HHHOBAIIMOHHOMH
TpaHchopmaluy 6ru3Heca Ha BRICOKOM YPOBHE

Ymernb

YpoBeHb | | IpUMEHATP MOHMTOPUHI KauecTBa HHCTPYMEHTapus pabOTHI ¢ JaHHBIMHU U HH(pOpMAIHell B IeTsIX HHHOBALIMOHHOM
TpaHc(opManuu Ou3Heca Ha HU3KOM YPOBHE

YpoBeHb 2 | IpUMEHATE MOHHTOPUHI KadyecTBa HHCTPYMEHTapuUs paboTHI ¢ JaHHBIMHU U HH(pOPMAIIHEH B IeSIX HHHOBALMOHHOM
TpaHcdopmaly On3Heca Ha CpeJTHEM yPOBHE

YpoBeHbs 3 | IpUMEHATP MOHHTOPHHI KadecTBa HHCTPYMEHTapus paboTHI ¢ JaHHBIMHU U HH(pOPMAIIHEH B IeTSIX HHHOBAIMOHHOM
TpaHchopmaluy 6ru3Heca Ha BEICOKOM YPOBHE

Baagernb

YpoBeHs | | HAaBBIKAMHU IPUMEHEHHMS MOHUTOPHHTA Ka4eCTBA MHCTPYMEHTAapHs pabOThI C JAHHBIMU U HH(OpMaLUen B LeNsX
MHHOBaLlMOHHOH TpaHCc(opManny On3zHeca Ha HU3KOM ypOBHE

VYpoBeHb 2 | HaBBIKAMM NIPUMEHEHUsT MOHHUTOPUHIA KauyeCTBAa HHCTPYMEHTApHUs paboThI ¢ JaHHBIMU U MH(OPMALHEH B HEISIX
MHHOBAIIMOHHOW TpaHC(OpManny OM3HECa Ha CpeTHEM yPOBHE

YpoBeHs 3 | HABBIKAMHU MPUMEHEHHS MOHHTOPHHTA Ka4eCTBA HHCTPYMEHTAapHs PaOOTHI C JTAHHBIMH M HH(pOpMaLHen B esIsixX
WHHOBAIIMOHHOH TpaHchopMaLny Ou3Heca Ha BEICOKOM ypOBHE

IIK-3.5: [IpoBoauT cTpecc-TecThl U CHEHAPHBII AaHAIN3, 10 Pe3yJILTATAM KOTOPOro MO/ INpYyeT TpaHchopManuio 6u3Heca

3HaThL




Yposens 1

CTpecC-TeCTHI M CLIEHAPHBIHA aHAIIN3, [0 Pe3yNbTaTaM KOTOPOTro MOAENUpPYeT TpaHChOopManuio Ou3Heca Ha HU3KOM

YpOBHE
VYpoBeHb 2 | CTpecc-TECThI U CLICHAPHBIH aHaJIH3, TI0 pe3yJabTaTaM KOTOPOT0 MOJICITUPYET TpaHC(hopMaLiio OM3Heca Ha CpeTHEM
YpOBHE
YpoBeHs 3 | cTpecc-TeCTHI U CLICHAPHBII aHAIH3, IO pe3yIbTaTaM KOTOPOTO MOJIEIUPYeT TpaHC(hopManuio OM3Heca Ha BEICOKOM
YpOBHE
Ymern
YpoBeHb | | IPUMEHSTH CTPECC-TECTHI U CLIEHAPHBIN aHaIN3, M0 Pe3yabTaTaM KOTOPOTO MOJENUpPYeT TpaHchopMalnio Ou3Heca
Ha HU3KOM YpOBHE
VYpoBeHb 2 | IPHMEHSATH CTPECC-TECTHI M CIICHAPHBII aHATIH3, II0 pe3yabTaTaM KOTOPOTO MOJEIHPYeT TpaHc(hopMaIiio On3Heca
Ha CpefHeM ypOBHE
YpoBeHb 3 | IPUMEHSATH CTPECC-TECTHI U CLICHAPHBII aHAJIH3, TI0 pe3yJIbTaTaM KOTOPOT0 MOJICIHPYET TpaHC(hOopManuio OH3Heca
Ha BBICOKOM YPOBHE
Baagersp
YpoBeHb | | HaBBIKAMU IPUMEHEHUS] CTPECC-TECTHI M CLIEHAPHBIM aHANIU3, 110 pe3ynbTaTaM KOTOPOro MOAETHPYET
TpaHcdopMaIio OH3Heca Ha HU3KOM ypOBHE
VYpoBeHb 2 | HABBIKAMH MPUMEHEHHS CTPECC-TECTHI U CIIEHAPHBIN aHAN3, TI0 pe3yJIbTaTaM KOTOPOTO MOJICITUPYET
TpaHchopManunio OU3Heca Ha CPETHEM  YPOBHE
YpoBeHb 3 | HAaBBIKAMU PUMEHEHUS CTPECC-TECTHI M CIICHAPHBIN aHAIIN3, TI0 PE3yIbTaTaM KOTOPOTO MOACTHPYET
TpaHcdopMaluio Or3Heca Ha BBICOKOM YPOBHE
4. CTPYKTYPA U COAEP)KAHUE JUCIUIIJINHBI (MOLYJIS)
Kon HaumeHoBaHue pa3iesioB U TeM /BU/L Cemectp | YacoB | Komneren- | Jluteparypa m aa. pecypebl | [Ipakr
3aHATHUS 3aHATHA/ / Kype 107011 . MOAT.
Paznen 1. UndopmaunonHas
0e301aCHOCTDb B CHCTeMe
HALMOHAJILHOI 6e30macHocTH Poccuu

1.1 Joktpuna nHHOpMaIIMOHHOM 2 2 ITK-3.1 K- JIT.1 J11.2 J11.3 J11.4 JI1.5
6e3omacHoctu Poccuiickoit deneparyn 3.21TIK-3.3 JI1.6 JI1.7 JI1.8 JI1.9 JI1.10
OcHOBBI HH(POPMATHOHHOH MK-3.4 IIK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
6e3omacuoctu /Jlex/ 3.5 J12.3 J12.4 J12.5 J12.6J13.4 JI3.5

JI3.6
313233 343536 37 58 29

1.2 TocynmapcTBeHHas TOJIMTHKA B 00JIaCTH 2 5 ITK-3.1 K- JIT.1 JI1.2 JI1.3 JI1.4 JI1.5
obecrieueHns 6€30MaCHOCTH 3.21IK-3.3 JI1.6 J11.7 J11.8 J11.9 JI1.10
aBTOMATHU3UPOBAHHBIX CUCTEM TK-3.4 TIK- | JIT1.11 JI1.12 JI1.13J12.1 JI2.2
yIpaBJICHUS 35 JI2.3 J12.4 J12.5 J12.6J13.8 JI3.9
I'ocynapcrBennas nonutuka Poccuiickoi JI3.10
Oenepanyy B 001aCTH MEXIYHAPOIHOM D1 32 53 D4 35 56 57 B8 D9
nHPOPMANNOHHOH 6e30ITacHOCTH
3ammTa NepCOHANTBHBIX JaHHBIX
3ammra ['ocynapcTBeHHo# Taitusl /TIp/

1.3 TocynapcTBeHHast MONMTHKA B 001aCTH 2 5 [K-3.1 K- JIT.1 J11.2 J11.3 JI1.4 JI1.5
obecrieyeHns: 0€30MaCHOCTH 3.21TIK-3.3 JI1.6 JI1.7 JI1.8 JI1.9 JI1.10
ABTOMAaTU3HPOBAHHBIX CUCTEM TIK-3.4 TIK- | JI1.11 JI1.12 JI1.13J12.1 JI2.2
VIIpaBIECHHUS 3.5 J12.3 J12.4 J12.5 J12.6J13.8 JI3.9
Tl'ocynapctBennas monutruka Poccuiickoit JI3.10
Ddenepanyy B 00JIaCTH MEXKIYHAPOIHOM 213233 343556 37 98 B9
nHGOPMANNOHHOH 6e30ITacHOCTH
3amuTa nepcoHAIBHBIX JaHHBIX
Zamura ['ocynapcTBeHHO# TaitHbl /J1ad/

Pa3nen 2. UndopmauuonHas Boiina,
METOIBI H CPeJICTBA ee BeeHUs

2.1 Mertonb! 1 cpescTBa BeACHUS 2 4 TIK-3.1 TIK- JI1.1 J11.2 JI1.3 JI1.4 JI1.5

“H(POPMaLIMOHHOW BOWHBI /JIek/ 3.2T1IK-3.3 JI1.6 JI1.7 J11.8 JI1.9 JI1.10
[IK-3.4 IIK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.7 JI3.8

JI3.10
013233343536 37 38 29




2.2 CeTenleHTpUIeCKUE BOHHBI 2 TIK-3.1 IIK- JI1.1 JI11.2 J11.3 J11.4 J11.5
Deiiku /Tp/ 3.21IK-3.3 JI1.6 J11.7 J11.8 J11.9 J11.10
MK-3.4 IIK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.8 JI3.9
JI3.10
313233 343536 37 38 29
23 CeTelleHTpUYECKUE BOHHbI 5 IIK-3.1 IIK- JIT.1J11.2 J11.3 JI1.4 JI1.5
Oeiiku /J1ab/ 3.2 TIK-3.3 JI1.6 JI1.7 J11.8 JI1.9 JI1.10
MK-3.4 1IK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.7 JI3.8
JI3.10
013233343536 37 38 29
Paznen 3. Kpurepuu 3a1uineHHOCTH
KOMNBIOTEPHBIX CHCTEM
3.1 Crannaptsl HHPOPMAITUOHHON 4 ITK-3.1 IIK- JIT.1 JI1.2 JI1.3 JI1.4 JI1.5
6e3omacHoctH /JIex/ 3.21IK-3.3 JI1.6 J11.7 J11.8 J11.9 JI1.10
MK-3.4 K- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.7 JI3.8
JI3.10
013233343536 37 38 29
3.2 Yrpo3sl 6e3omacHOCTH HHPOPMALIUU 2 IIK-3.1 IIK- JI1.1J11.2 J11.3 JI1.4 JI1.5
OCHOBHBIE THIIBI IOJIUTUKA 3.2TIK-3.3 JI1.6 JI1.7 JI1.8 JI1.9 JI1.10
0€30MaCHOCTH JIOCTYIA K JJAHHBIM. IK-3.4 IIK- | JIT.11 JI1.12 JI1.13J12.1 JI2.2
JMCcKpelMoHHbIE U MaHJATHBIE 3.5 JI2.3 J12.4 J12.5 JI12.6J13.8 JI3.9
nonutuku /TIp/ JI3.10
313233 343536 37 38 29
33 Yrpo3bl 6e30macHOCTH HHPOPMALTUU 6 ITK-3.1 IIK- JIT.1 JI1.2 JI1.3 JI1.4 JI1.5
OCHOBHBIE THIIBI TIOJIUTUKA 3.2TIK-3.3 JIT1.6 JI1.7 JI1.8 JI1.9 JI1.10
0€30MacHOCTH I0CTYyNa K JAHHBIM. MK-3.4 K- | JI1.11 JI1.12 JI1.13J12.1 J12.2
JlucKkpenMoHHbIC U MaHIaTHBIC 35 J12.3 J12.4 J12.5 J12.6J13.8 JI3.9
otk /J1a6/ JI3.10
013233343536 37 38 29
Paznen 4. 3amura nadopmanuu,
odpabGaTeiBaemMoii B HHGOPMAIIMOHHBIX
cucreMax
4.1 3ammra nadopmarun B ['C 8 [K-3.1 IIK- JIT.1J11.2 J11.3 JI1.4 JI1.5
3ammta nadopmarm 8 KU /Jlex/ 3.21IK-3.3 JI1.6 JI1.7 J11.8 JI1.9 JI1.10
MK-3.4 TIK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.8 JI3.9
JI3.10
013233343536 37 38 29
4.2 Pabota co cpeacTBamMM 3alIUTHI 5 TIK-3.1 I1K- JI1.1 JI11.2 J11.3 J11.4 J11.5
nudopmaunu /TIp/ 3.21IK-3.3 JI1.6 JI1.7 J11.8 JI1.9 JI1.10
MK-3.4 IK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.7 JI3.8
JI3.10
313233 343536 37 38 29
4.3 IIporpammHo-anmapaTHas 3amuTa 28,6 | IIK-3.1 TIK- JIT.1 JI1.2 JI1.3 JI1.4 JI1.5
uHpopmanuu /Cp/ 3.2 TIK-3.3 JI1.6 JI1.7 J11.8 JI1.9 JI1.10
MK-3.4 1IK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.7 JI3.8
JI3.10
013233343536 37 38 29
Pa3nen 5. 3amura AC u CBT or
BHEIIHEro 3JIEKTPOMATHUTHOTO
BO3/JelicTBUS
5.1 3amura AC u CBT ot BHeuIHero 8 ITK-3.1 K- JIT.1 J11.2 JI1.3 JI1.4 JI1.5
9JIEKTPOMArHUTHOTO Bo3aeHcTBuUs /JIek/ 3.2TIK-3.3 JI1.6 JI1.7 J11.8 JI1.9 JI1.10
MK-3.4 TIK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.8 JI3.9

JI3.10
013233343536 37 238 29




52 TpebGoBaHMS PyKOBOASAIINX JOKYMEHTOB 2 2 IK-3.1 IK- JI1.1J11.2 J11.3 J11.4 JI1.5

o 3amure ot [IDMUH /TIp/ 3.2 TIK-3.3 JI1.6 JI1.7 J11.8 JI11.9 JI1.10
MK-3.4 IIK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 JI2.3 J12.4 J12.5 J12.6J13.7 JI3.8
JI3.10
2135233 34 3556 37 38 29
5.3 MeToabl 3aIUThl HHPOPMAIIUH OT YTEUKU 2 9,4 | IIK-3.1 IIK- JI1.1 JI1.2 JI1.3 JI1.4 JI1.5
yepe3 [IDMUH /Cp/ 3.2TIK-3.3 JI1.6 JI1.7 J11.8 JI1.9 JI1.10
IIK-3.4 TIK- | JI1.11 JI1.12 JI1.13J12.1 J12.2
3.5 J12.3 J12.4 J12.5 J12.6J13.8 JI3.9

01030233 543536 37 38 39

Paznen 6. Ilpome:kyrouHas arTecranust

6.1 DLP-cucremsl. 3akimouenne. /Jlex/ 2 6 TIK-3.1 I1K- JI1.1 J11.2 J11.3 J11.4 JI1.5
3.2 TIK-3.3 JI1.6 JI1.7 J11.8 JI11.9 JI1.10
TIIK-3.4 TIK- | JI1.11 JI1.12 JI1.13J12.1 JI2.2

3.5 J12.3 J12.4 J12.5 J12.6J13.1 JI3.2
J3.3
013233343536 37 38 29
6.2 DLP-cucrems!. /Cp/ 2 42 | IIK-3.1 IIK- JI1.1J11.2 J11.3 J11.4 JI1.5

321IK-3.3 JI1.6 JI11.7 J11.8 J11.9 JI11.10
MK-3.4 IIK- | JI1.11 JI1.12 JI1.13J12.1 J12.2

3.5 J12.3 J12.4 J12.5 J12.6J13.1 J13.2
JI3.3
313233 343536 37 38 29
6.3 Koncynpranus /Kouci/ 2 1 ITK-3.1 K- JIT.1 J11.2 JI1.3 JI1.4 JI1.5

3.21IK-3.3 JI1.6 J11.7 J11.8 J11.9 JI1.10
MK-3.4TIK- | JI1.11 JI1.12 JI1.13J12.1 JI2.2

3.5 JI2.3 J12.4 JI12.5 JI2.6J13.7
JI3.10
013233343536 37 38 29
6.4 Ox3amen /KAD/ 2 0,3 |TK-3.11IK-| JI1.7JI1.13 JI1.14 JI1.15J12.6

321IK-3.3 JI2.7 J12.8J13.8 JI3.9 JI3.10
MK-3.4TIK- | 9139233 54 35 56 37 58 39
3.5

5. OHEHOYHBIE MATEPHAJIBI

5.1. KouTposabHbIe BONPOCHI U 3aJaHUS

KoHTposIbHBIC BOIIPOCH! TS IIPOBEICHUS TEKYIIETO KOHTPOJIS

1. Yrposa uadopmarmonnoit 6e3omnacHoctu Poccuiickoit @eneparum

COBOKYITHOCTH JICHCTBUH U (haKTOPOB, CO3AIOIINX OMTACHOCTh HAHECEHUS yillepOa HAIlMOHAJILHBIM HHTEpecaM B HH()OPMAIIMOHHOM
chepe

COBOKYITHOCTB JICHCTBHI U ()aKTOPOB, CO3IAIOIIIX OITACHOCTh HAaHECeHNS yiiepba HallMOHATFHBIM HHTEpecaM B cdepe o0mecTBa i
rocynapcTaa

2. MadopmarmonHast 6e3omnacHocTh Poccuiickoit deneparuu

COCTOSIHUE 3alUIEHHOCTH JIAYHOCTH, OOIIECTBA U TOCY]APCTBA OT BHYTPSHHUX U BHEITHUX WH(POPMALMOHHBIX YIPO3, IPH
KOTOPOM 00ECTIeUMBAIOTCS pealIn3alisl KOHCTUTYIIMOHHBIX MPaB U CBOOO]] YeNIOBEKA U TPayKAaHUHA, JOCTOMHBIE KaYeCTBO U
YPOBEHb JKU3HU IPaxiaH, CyBEPEHUTET, TEPPUTOPHUAIbHAS LIEIOCTHOCTh M YCTOHYHMBOE COLIUAIIEHO-I)KOHOMUYECKOE pa3BUTHE
Poccwuiickoit @enepannu, 000poHa 1 6€30MaCHOCTh TOCYIAPCTRA,

B3aMMOYBSI3aHHBIE TIPABOBBIE, OPTaHU3AIIOHHEIE, OTIEPATHBHO-PA3bICKHBIE, pa3Be/IbIBATEeIbHbIC, KOHTPPA3BEAbIBATEIbHbIC, HAYIHO-
TEeXHUYECKUE, NHPOPMALMOHHO-aHATTUTUIECKUE, KaJPOBBIE, JKOHOMHUYECKIE U HHBIE MEPHI IO IPOTHO3UPOBAHUIO, 0OHAPYKEHHUIO,
C/ICPXKMBAHHMIO, IPEIOTBPALICHHUIO, OTPAKCHUIO HH(POPMAIIMOHHBIX YTPO3 U JIUKBHIAINH MOCIEACTBHI HX IPOSBICHHS;

3. ObecneueHne HHPOPMAITIOHHOHN 0€30MaCHOCTH

OCYIIICCTBIICHHE B3aMMOYBs3aHHBIX [IPABOBBIX, OPTaHU3AI[MOHHBIX, OIIEPATHBHO-PA3bICKHBIX, PAa3BEIbIBATCIBHBIX,
KOHTPpa3BebIBATEIbHBIX, HAYYHO-TEXHUUCCKUX, HH)OPMAIIMOHHO-aHATUTHIECKHIX, KaJIPOBBIX, SdKOHOMHYCCKHX M UHBIX MEp 10
MIPOTHO3UPOBAHUIO, OOHAPYKEHHUIO, CIIEPKUBAHUIO, PEIOTBPALICHUIO, OTPAKEHUIO HHOOPMAIIMOHHBIX YTPO3 U JTMKBUIAIUH
MOCJICICTBUI UX TPOSIBIICHHUS,

4. Cupl obecrieueHust HHHOPMAIIMOHHOM 0€30MacHOCTH

rOCYIapCTBEHHBIC OPTaHbl, a TAKXKE MOAPA3ACICHUS U TODKHOCTHBIC JIMIA TOCYIAPCTBEHHBIX OPTaHOB, OPraHOB MECTHOT'O
CaMOYIIpaBJICHHS ¥ OpraHU3aIHii, YITIOJHOMOYCHHBIC HA PELICHUE B COOTBETCTBHH C 3aKOHOIATENILCTBOM Poccuiickoii denepanyu
3a1a4 1o 00ecIeyeHNI0 HHPOPMAIIMOHHOH 6€30I1aCHOCTH;

MPABOBBIC, OPTaHU3AI[MOHHBIC, TCXHUIECKUE U JPYTUE CPEICTBA, UCIIOJIB3yeMbIe CHIaMu 00ecTieueH st HH(POPMAIIMOHHON
0€30IacHOCTH;




B3aUMOYBA3aHHBIC TPABOBLIC, OPTraHU3ALMOHHBIC, OTIEPATUBHO-PA3BICKHBIC, PAa3BE€AbIBATCILHBIC, KOHTPPA3BEAbIBATCIIbHBIC, HAYUYHO-
TEXHHUYECCKUC, I/IH(I)OpMaL[I/IOHHO—aHaJ'II/ITI/I‘{eCKI/Ie, KaaApOBbIC, DKOHOMHUYCCKHUE U HMHBIC MEPHI 110 IIPOTHO3UPOBAHUIO, 06Hapy)KeHI/I}O,
CACPIKMBAHUIO, TPECAOTBPALLICHHUIO, OTPAXKCHUIO I/IH(l)OpMaIII/IOHHLIX Yrpo3 1 JUKBUAAUN HOCJ'[CZ[CTBPIﬁ HX IPOSABIICHUS

5. Cpencta obecniedeHus1 HHPOPMALMOHHON 0€30I1acCHOCTH

MPaBOBBIE, OPTAaHU3AIOHHBIE, TEXHUYECKHE U IPYTHE CPEICTBA, HCTIONIb3yeMble CHIIaMH 00ecIieueHNs HH(POPMaITMOHHOH
0€e30I1aCHOCTH;

rOCYIapCTBEHHBIE OPraHbl, a TAKXKE MOpa3IeIeHHs U IOJDKHOCTHBIE JIMIA TOCYIaPCTBEHHBIX OPraHOB, OPIaHOB MECTHOT'O
CaMOYIIpaBJICHHS ¥ OpTaHHU3AIN, YITOTHOMOYCHHBIC Ha PEIICHIE B COOTBETCTBHIH C 3aKOHOIATeILCTBOM Poccmiickoit deneparyn
3aja4 1mo obecneyeHnto HHPOPMaMOHHOI 6e30macHOCTH;

B3aMMOYBSI3aHHBIE [TPABOBBIE, OPraHU3aMOHHBIE, ONIEPATHBHO-PA3bICKHBIE, Pa3BeAbIBATEIIbHEIC, KOHTPPA3BE/IbIBAaTEIIbHBIC, HAYYHO-
TEeXHUYECKUE, HHPOPMAIIMOHHO-aHATUTHIECKHE, Ka[pOBbIE, SKOHOMHUUYECKUE 1 MHBIC MEPHI 110 IPOTHO3HPOBAHUIO, OOHAPY>KEHHIO,
CIePXXHUBAHMIO, TPEIOTBPALICHHIO, OTPAKCHNIO HH(POPMAIIMOHHBIX YTPO3 1 JIMKBHIAINH MOCIEACTBHIN HX IPOSBICHHS;

6. Cucrema obecriedeHrs HHOOPMAITOHHON 0€3011aCHOCTH

COBOKYITHOCTb CHJI obecriedeHnst nHGOopManoHHON 6e30IMacCHOCTH, OCYLIECTBIISIONIMX CKOOPANHUPOBAHHYIO U CITIAHUPOBAHHYIO
JeATENBbHOCTD, M UCIIOJIb3YEMbIX HMHU CPEACTB OOecieueH s HH(POPMALIMOHHOH 0€301MacHOCTH;

B3aMMOYBSI3aHHBIE [IPABOBBIE, OPraHN3aHOHHBIE, ONIEPATHBHO-PA3bICKHBIC, Pa3BEAbIBATEIbHBIC, KOHTPPA3BEIbIBATEIILHBIC, HAYTHO-
TeXHUYECKUE, THPOPMAIIMOHHO-aHATUTHYECKHE, KaJPOBbIE, JKOHOMUUYECKUE M HHBIE MEPHI [0 MPOTHO3UPOBAHHUIO, OOHAPYIKEHHIO,
CIIeP>)KUBaHHMIO, IPEJOTBPAILEHHUIO, OTPAKEHNIO NHYOPMALMOHHBIX YTPO3 U JIMKBUAALIMH MOCIECTBUI NX MPOSIBIICHHUS;
rOCYAapCTBEHHBIE OPraHbl, a TAKXKE M0pa3IeIeHHs U IOJDKHOCTHBIE JINIA TOCYIaPCTBEHHBIX OPraHOB, OPIaHOB MECTHOTO
CaMOYMpPAaBJICHUs U OPraHU3aLHi, YIOJIHOMOYCHHbIE Ha PEIICHHE B COOTBETCTBHH C 3aKOHOATENbCTBOM Poccuiickoit denepanunu
3a7a4 1o obecneyeHn o HHPOPMaMOHHOI 6e30IacHOCTH;

7. UadopmarmonHas nappactpykrypa Poccuiickoit deneparyu

COBOKYITHOCTB OOBEKTOB MH(pOpMaTH3anNH, MHYOPMAITOHHEIX CHCTEM, caiiToB B ceTr «VIHTepHET» U ceTeil CBs3M,
pacroiokeHHbIX Ha Tepputopun Poccuiickoit @enepanui, a Takxke Ha TEPPUTOPUSX, HAXOAAIIMXCS [0 1opucaukureil Poccuiickoit
Ddenepaluy UM UCTIOIB3YEMBIX HA OCHOBaHUU MEXYHapOIHBIX 10roBopoB Poccuiickoit dexneparyn.

COBOKYITHOCTb OOBEKTOB HH(POPMATH3ANH, TI00ATBEHBIX HHYOPMAIIMOHHBIX CHCTEM, TOCYIapCTBEHHBIX HHPOPMAIMOHHEBIX CHCTEM,
KPUTHYECKNX MH(DOPMAITOHHBIX HHPPACTPYKTYp, pacTIONOKEHHBIX HA TeppuTtopun Poccuiickoit @eneparum.

8. Ha xakux mpUHIUIIaX OCHOBBIBACTCS NEATEIBHOCTh FOCYIapPCTBEHHBIX OPTaHOB 110 00ECIICUCHUIO HH(POPMAIIHOHHON
6e3omacHOCTH?

3aKOHHOCTbH OOIIECTBEHHBIX OTHOIIEHHUH B HH()OpMAIIMOHHOH chepe U MpaBOBOE PABEHCTBO BCEX YUACTHUKOB TAKUX OTHOIICHHUH,
OCHOBaHHBIC Ha KOHCTUTYIIHOHHOM IIPaBe rpakJjaH CBOOOTHO HCKATh, TOJIy4aTh, IEPEIaBaTh, IPOU3BOJHUTH U PACIIPOCTPAHSATh
WHPOPMAIUIO JTIOOBIM 3aKOHHBIM CIIOCOO0M;

KOHCTPYKTUBHOE B3aNMO/IEIICTBHE TOCYAapCTBEHHBIX OPIaHOB, OPTaHU3ALNI U TPaKIaH MIPH PEIICHUH 3a1ad [0 00ECICUCHUIO
MHPOPMALMOHHON 0€30IacCHOCTH;

cobOimoieHre Oananca MeXIy HOTPEOHOCTRIO IpakaaH B CBOOOTHOM 0OMeHe HH(pOpMAIHeil U OTpaHHYCHUSIMH, CBI3aHHBIMH C
HEOOXOAMMOCTBIO OOecTIeueHNs HAIMOHAIBHON 0€30I1acHOCTH, B TOM YHCIIe B HHPOPMAMOHHOH cdepe;

CO3/1aHNE MEXYHAPOJHO-TPABOBBIX MEXaHU3MOB, YIUTHIBAIOUINX CIIEU(PHUKY HH(POPMALMOHHBIX TEXHOJIOTHMA, B LIEJISIX
NPEIOTBPAIICHHS B YPETyITHPOBAHUS MEKIOCYIaPCTBCHHBIX KOH(MIIUKTOB B HH()OPMAIIIOHHOM IIPOCTPAHCTBE;

TPOJBIDKEHUE B paMKax JEeITeIbHOCTH MEKIyHAPOIHBIX OpTraHmu3aIiid mo3unuu Poccuiickoit @enepanu, mperycMaTpHBaIOIICH
o0ecIieueHre PaBHOIIPABHOTO U B3aMMOBBITOHOTO COTPYJHUYECTBA BCEX 3aMHTEPECOBAHHBIX CTOPOH B MH(OPMAIIMOHHOMH cdepe;

9. 3agaun rocyJapcTBEHHBIX OPraHOB B paMKax JIEATEIbHOCTH 110 o0eciedeHnIo nH(opMannoHHoi 6e30macHoCTH?

obecrieueHne 3aMnTHI ITPaB ¥ 3aKOHHBIX HHTEPECOB TPAXIaH M OpTaHU3aINi B HHPOPMAMOHHOI chepe;

OLIEHKA COCTOSIHUS HH(POPMALMOHHOH 6€301acHOCTH, IPOrHO3UPOBAHUE U 0OHApYKEeHHE HH(POPMAMOHHBIX YTPO3, OIpeeIeHe
NPHOPHUTETHBIX HANPaBJICHUH UX MPEAOTBPALCHHS 1 JIMKBUAALIMH OCIEICTBUI UX NIPOSIBICHNUS;

IUTAHUPOBAHUE, OCYIIECTBICHHE U OLEHKA 3((EKTHBHOCTH KOMIIIEKCa Mep 110 00ecIeueHnIo NH(QOPMaMOHHON 0€30M1acHOCTH;
YKpEeIUIeHHE BePTUKAIN YIIPABJICHNS U [IEHTpaTU3anis CHII 00ecTiedeH s HH()OPMAIMOHHONW 0€301acCHOCTH Ha (heiepabHOM,
MEXPErHOHaIbHOM, PETHOHAILHOM, MyHULIMIIAJILHOM YPOBHSIX, a TaK)Ke Ha YPOBHE 00bEKTOB HH(POPMATH3ALMH, OLIEPATOPOB
UH(OPMALMOHHBIX CUCTEM U CETEil CBSI3H;

TOBBIIIeHHE 3()(HEKTHBHOCTH B3aNMOIEHCTBHUS TOCYIapCTBEHHBIX OPTaHOB, OPTaHOB MECTHOTO CaMOYIIPABJICHHS, OpPTaHU3aNNi 1
TpakAaH MPU PEIICHUH 3aa4 [0 00eCIeYeHUI0 HHPOPMALMOHHOM 6e301acHOCTH;

10. CroticTBa HHpOpPMAIHH:
KOH(HIEHIIMATBHOCTh
LIEJIOCTHOCTD

JOCTYITHOCTh
HETIPOTHBOPEYHBOCTh
JI0Ka3yeMOCTh

BCE TIEPEUHCIICHHOE

12. Nuadopmariis, cocTaBIsIomas rToCyJapCTBEHHYIO TAHHY HE MOXET UMETh Tpud. ..
JUISL CITy>KeOHOTO MOTb30BaHUSL




CEKPETHO
COBEPIIEHHO CEKPETHO
0c000i1 BaXKHOCTH

13. B cooTBETCTBUM C HOPMaMH POCCUHCKOTO 3aKOHOAATENILCTBA 3alIUTa MHOOPMALUY IPEACTABISET COOON MPUHSTHE IPABOBBIX,
OPraHU3aIMOHHBIX U TEXHUYECKUX Mep, HAaIlPaBJICHHBIX Ha ...

obecrieueHne 3anTh HHPOPMAINH 0T HEMPABOMEPHOTO AOCTYIIA, YHIYTOKSHNS, MOIU(DUIINPOBAHUS, OJIOKHPOBAHHUS,
KONIMPOBAHUS, TIPEJOCTABICHHS, PACIIPOCTPAHEHH S, a TAKXKE OT UHBIX HEIIPAaBOMEPHBIX JCHCTBUI B OTHOIIEHUN TaKOH HH(GOPMAIIUU
COOII0IEHHE HOPM ME3K/LyHApOIHOTO IpaBa B chepe HHPpOPMAIMOHHON Oe3011acCHOCTH

BBISIBJICHHE HAPYIIUTEIICH M NPUBIICUCHNE UX K OTBETCTBEHHOCTH

co0oieHre KOH(PHUICHITMATEHOCTH HH(POPMAIUY OTPAHNYCHHOTO JIOCTYyIa

pa3paboTKy METOJIOB U YCOBEPIIEHCTBOBAaHHE CPEACTB HH(POPMAIIMOHHOH 0€30MacHOCTH

14. Cucrema 3aIlUThl TOCYJapCTBEHHBIX CEKPETOB
ocHOBbIBaeTcs Ha YronoBHoMm Konekce PO

PErynupyeTcsi CEKPETHBIMU HOPMATUBHBIMU TIOKYMEHTaMH
onpezenena 3akoHom PO "O rocynapcTBeHHOH TaitHe"
BCE MIEPEUUCICHHOE

15. JletictBue 3akoHa "O rocyaapcTBEHHOHU TaifHE" paclpoCTpaHsIeTCst

Ha BCEX I'Pa)KAaH U JOJDKHOCTHBIX jiui PO

TOJIBKO Ha TOJKHOCTHBIX JIMIT

Ha Ipak/iaH, KOTOPBIC B3sUIM Ha ce0s 00s13aTeILCTBO BBHIIONHATE TPEOOBAHMUS 3aKOHOIATENBCTBA O TOCYAaPCTBEHHOM TaliHe
Ha BCEX IPaKIaH U JOJDKHOCTHBIX JIHII, €CITH UM TPEIOCTABIIIN JIJIsI paOOThI 3aKPBITHIE CBEIICHUS

16. K rocynapcTBeHHO# TaiiHe OTHOCHUTCHL. ..

CBEJICHHs B BOCHHOI 00sacTn

CBEJICHUS O BHEITHETIONUTHYECKOH 1 BHEIITHEIKOHOMIYECKOH IeATeTbHOCTH TOCYyIapCTBa

CBEJICHUS B 00JIACTH SKOHOMUKH, HAYKU U TEXHUKU

CBEJICHHs B 00JIaCTH pa3Be/IbIBaTeIIbHON, KOHTPPA3BEIbIBATEIBHOMN 1 ONIEPaTHBHO-PO3BICKHON JIEATEIBHOCTH
BCE IIEPEUUCIICHHOE

17. lokyMeHTBbI, cofep Kallie TOCyIapCTBEHHYIO TallHy CHa0XatoTcs rpugom
"cekpeTHO"

"COBEPILIEHHO CEKPETHO"

"oco0oit BaxxHOCTH"

BCE IIEPEUUCIICHHOE

18. I'pud "JACII" ucnonssyercs

JUTSL CEKPETHBIX TOKYMEHTOB

JUTSL TOKYMEHTOB, COJICPIKAIINX KOMMEPUECKYIO TalHy
KaK IIPOMEKYTOUHBIH JJIs1 HECEKPETHBIX TOKyMEHTOB
B y4eOHBIX LEsX

19. TTopsi ok 3aceKpeUNBaHIsI COCTOUT B YCTAHOBIICHUH CIICAYIOIIUX TPUHIIAIIOB:
1es1eco00pa3HOCTH M OO BEKTUBHOCTH

HEOOXOAUMOCTH U 00513aTEIbHOCTH

3aKOHHOCTH, 000CHOBAaHHOCTH Y CBOSBPEMEHHOCTH

BCEX MEPEUNCIICHHBIX

20. TlpenenbHBIN CPOK MEPECMOTPA paHee YCTAHOBICHHBIX TPU(OB CEKPETHOCTH COCTABIISIET
5 ner

1 rox

10 et

15 et

30 et

21. Cpok 3aceKpeurBaHus CBEJACHHIA, COCTABJISIONINX TOCYAAPCTBEHHYIO TAHY
cocrasset 10 et
orpanuueH 30 rogamu

22. Nudopmaliyst, COCTaBIIsIONIas TOCYIapCTBCHHYIO TaliHy HE MOYKET UMETh Tpud. ..
«IUTS CIY’KEOHOTO MOJIh30BAHMUS

«CEKPETHO»

«COBEPIIEHHO CEKPETHO»

«0C000M BaXXKHOCTH

23. K rocynapcTBeHHOH TalfHE OTHOCSATCS CBEACHUS O:




0 3amacax IUJIaTHHBI, METAJUIOB IIATHHOBOM TPyIIIBL, MPUPOJHBIX aIMa3oB B ['ocymapcTBeHHOM (hOHJE AParoleHHBIX METAJIOB U
nparolieHHbIX KaMHel Poccuiickoit denepanuu

0 pa3mMepax 30JI0TOTO 3araca ¥ rocylapCTBeHHBIX BaJIOTHBIX pe3epBax Poccuiickoit denepannm

0 COCTOSIHUU 37I0POBbsI BBICUINX JAOKHOCTHBIX Jinl Poccuiickoit denepaunu

24. K rocynapcTBEHHOW TailHE OTHOCSITCSI CBEJICHUS O:

0 (pMHAHCOBOH TIOJIUTHKE B OTHOIICHUH HHOCTPAHHBIX TOCYAapPCTB

0 Ype3BbIUANHBIX MPOUCHIECTBUIX M KaTacTpodax, yrpokatomux 0€30MacHOCTH U 30POBBIO TPaXIaH, U UX IOCIEACTBUIX, a
TaKKe O CTUXHHHBIX OSICTBUAX, UX O(UIMANBHBIX IIPOTHO3aX U MOCICACTBHIAX

0 (hakTax HapymIeHUs 3aKOHHOCTH OpTaHAMK TOCYIapPCTBEHHOM BIACTH M UX JOJDKHOCTHBIMH JINIIAMH

25. Cpok 3aceKkpedrBaHMs CBEJCHHH, COCTABISIONINX FOCYIapCTBEHHYIO TaifHy, HE JJOJKEH MPEBBIIATH ... JIET.
30
25
15
10
50

26. [lepeunn cBelleHUH, MOATIEKAIINX 3aCEKPEUNBAHHIO, IOAJIEXKAT IIEPECMOTPY HE PEKe, YEM pa3 B ... JIET
5

7

10

15

30

27. Uupopmanus 310 —

cBeneHus, nocrynatomme or CMU

TOJBKO TOKyMEHTHPOBAHHBIC CBEICHUS O JINIAX, IPEeIMeTax, (haKTax, COOBITHAX

CBEJICHUS O JIUIAx, MpeaMeTax, paKTax, COOBITHSIX, SBICHUAX U MPOLIeCcCax HE3aBUCUMO OT (POPMBI UX MPEICTABICHUS
TOJIBKO CBECHUS, COJIEpKALIIECS B DJIEKTPOHHBIX 0a3ax JTaHHBIX

28. CteneHN CEeKpETHOCTH HH(POPMAIUN
0c000i1 BaKHOCTH

COBEPILECHHO CEKPETHO

CEKPETHO

JUTS CITYyKeOHOTO TOTb30BaHUs

HE CEKPETHO

IIpumepHbIil nepedyeHb BONPOCOB K 3aUeTy:

L. Knaccudukanust yrpo3 nH(GOpManuoHHON 6€3011aCHOCTH aBTOMAaTH3MPOBAHHBIX CUCTEM I10 0A30BBIM IPH3HAKAM.

2. Yrpo3a HapymeHns KoH(GUICHIHATBHOCTH. OCOOCHHOCTH W IPHMEPHI Peali3aniil yTPo3bl.

3. Yrpo3a HapymeHus IeT0CTHOCTU AaHHBIX. OCOOCHHOCTH M IMPHMEPHI PeaTn3alil yTpo3sl.

4. VYrpo3sa otkasza ciayx06 (yrposa orkasza B poctyne). OCOOCHHOCTH M HPUMEPHI Pealu3aliiy yrpo3bl.

5. INonsTne monauTHkH Oe30macHOCTH MH(OPMAIIMOHHBIX cHcTeM. HazHaueHHe NONMUTHKN 0€30MacHOCTH.

6. OCHOBHBIE THIIBI MOJUTHKK O€30MaCHOCTH JOCTYNA K AaHHBIM. [IMCKPEI[OHHBIC M MAaHAATHBIC TTOJUTHUKH.

7. 3akoHOJATENbHBIN YpoBeHb obecneueHust nHpopMauoHHoi OezomacHocTH. OCHOBHBIE 3aKOHOJATENbHbIE aKThl PO B
001aCTH 32U THI HHPOPMAITUH.

8. OyHKINK W HAa3HAYCHHE CTAHIapTOB MH(POPMAIMOHHOHN Oe3omacHoCTH. [IpiuMephl cTaHIapToOB, UX POIb IPH
HIPOEKTHPOBAHUU U pa3paboTke HH(OPMAIIMOHHBIX CHCTEM.

9. Kpurepun oneHkn 6€30MacHOCTH KOMITBIOTEPHBIX cucteM («OpankeBas kHura»). CTpyktypa TpeOoBaHUi
6e3omacHocTH. Kitacchl 3amuIeHHOCTH.

10. Enunsie xputepuu 6e30macHOCTH MHGOPMAIMOHHBIX TexHonorui. Ilorarue npoduns 3amutsl. CTpyKTypa Ipodus
3aIUTEHL.

1. Enunble kputepun Ge3omacHocT HHGOpMAUMOHHBIX TexHonoruit. [Ipoekt 3ammursl. TpeboBanust Ge3omacHOCTH
(pyHKITMOHATEHBIE TPEOOBAHUS U TPEOOBAHHUS aIEKBAaTHOCTH).

12. Wnentndukanus monb30BaTeNe.

13. AyTeHTU(HUKAIHS TTOJIb30BaTEICH.

14. ABTopu3anus.

15. CpencTBa HACHTU(HUKAINH U AyTCHTH(QHUKAINH [TOJIH30BaTeIIeH.

16. Sammura ot HCJI.

17. TpeboBanus k CBT.

18. Aymut B nHGOPMAIMOHHBIX cHcTeMaxX. DYHKIMU M Ha3HAUEHHE ayAWTa, €ro pPoiib B 00ecredeHn: HH(HOPMAI[HOHHON
6€30MacHOCTH.

19. OcCHOBHbIE HOPMATHBHBIE PYKOBOJSIIHIE JOKYMEHTHI, Kacarol[lecsi FOCYJapCTBEHHON TaliHBbI, HOPMAaTUBHO-CIPABOYHBIE
JIOKyMEHTEHI.

20. 3almura NepcoHaIbHbIX JAHHBIX.

21. 3anmra uadopmarmu B TUC.




22. Konuenmus napopMannoHHoH 6€30MacHOCTH.

23. Pacnipenenennpie HHOOPMAIIMOHHBIC CUCTEMBI. Y JaJICHHbIC aTakk Ha WH(GOPMAIMOHHYIO CHCTEMY.

24, Kananer nepegayn JaHHBIX. YTedka HHGOpMAIUU. ATaKH Ha KaHAJbI epeadd TaHHbIX.

25. dusnueckue cpeacTsa odecrnedeHus: HHPOPMAIMOHHOW O€30MacCHOCTH.

26. [IporpamMHo-anmapatHble 3alIMTHl HHOOPMAIIMOHHBIX pecypcoB B MHTepHET. MexceTeBble S9KpaHbl, UX QYHKIHMUA U
Ha3HAYCHHS.

27. DLP-cucremsl.

3amanus:

BrImoTHUTE KiaccupuKaImio 00beKTa HHPOPMATH3AINH.

1. Mano: B opranuzanuu ¢ yactHoi popMoil COOCTBEHHOCTH B KayeCcTBE CPENICTB UACHTU(PHUKALNY BHEAPEHA cucTeMa, paboTaromas
Ha OCHOBE paclO3HABAaHU YEJIOBEKA MO OTIIEYATKy Majblla MM CeTdaTKe Iiaza. VHpopManus Ui paclio3HaBaHUS XpaHUTCS Ha
cepsepe, padboTaromeM Ha miardopme ¢ ceprudupoannoir ®CTOK OC Astra Linux Special Edition. Bee cuctemuoe u
HPUKJIAJHOE IPOTPAMMHOE 00eCIeUeHHE BEIIIOTHEHO B 3aIIUIIIEHHOM HCIOTHEHUH U IIPOBEPEHO HA OTCYTCTBHE
HE/IEKJIapUPOBAHHBIX BO3MOKHOCTEH.

B 0a3e nanHBIX coTpynHuKOB oOpabaTeiBactcst MeHee 10000 cyowexToB I1J]H. BemonanTs knaccudukarmio MCIIIH coTpynHUKOB
OpraHM3aINH{, XpaHAIIEHCS Ha CepBepe U UCTIONIB3yeMOH TS MPOBEPKH MX JIMTIHOCTH.

2. Jlano: B yacTHO# MOMUKIMHUKE 00paboTKa MEPCOHANBHBIX TaHHBIX ManueHToB. O0padateiBacTes MeHee 20000 3amuceit o
cyosekrax [1/1H. BemomauTs knaccudukanmio MCII/IH marueHToB MOIUKIMHUKH IPH YCIOBHH, 9TO akTyansHs H/IB B
MPUKJIATHOM IIPOTPAMMHOM O0eCHeueHuH. B cucTeMHOM IpOrpaMMHOM 00ECIICUCHUH YIPO3bl HE aKTyallbHBIL.

3. Jlano: B paitoHHOI1 ynpaBe BegeTCs aBTOMAaTH3UPOBaHHAs 00paboTka HHPOPMANHH O TUIAHUPYEMOH 1 IIPOBEIeHHON paboTe mo
6maroycTpoiicTBy Tepputopur. ONpeneuTh KIace 3alUIeHHOCTH HH(OPMAIIMOHHON CHCTEMBI ITPU YCIOBHH, YTO HEBO3MOXKHOCTD
paboThI ¢ HEel MPUBEAET K YBEIMUYSHHUIO BPEMEHH MOJy4eHUs] 1 00pabOTKU HH(GOpMALUU, CHU3UT 3P (HEKTUBHOCTH PaObOTHI
COOTBETCTBYIOIETO MOJIPa3ICICHHUS.

4. lano: B rocygapcTBeHHOMN OpraHU3aluy Ha OJHOM U3 KOMIIBIOTEPOB BeAeTCS 00pab0oTKa CEKpPEeTHBIX CBEAeHHUIA. 3a
KOMIIBIOTEPOM, KpOME aIMUHHUCTPATOpa, paboTaloT nojib3oBateny userl u user2. [Ipu 3ToM oHM 00pabaTHIBAIOT OAHY U TY K€
nH(pOpMaIIIo, IMEIOT OJMHAKOBBIN TOCTYII K (afimam apyr npyra. OnpereuTs K1ace aBTOMAaTH3HPOBAHHOM CHCTEMBI.

5. lano: B 6ubnuoteke Beaetcs yueT nocerureneit Ha cepsepe ¢ ceprudunupoanHoil PCTIK OC Astra Linux Special Edition.
Jnst peructpanuu B 6nbnnoTeke ykasbiBatoTes nacnoptasle gaHasle — @HO, anpec, HoMmep TenedoHa, yUUTHIBACTCS BBIOOP
n3nannii. O6pabdateiBaetcs Menee 30000 3ammceit o cyobekrax [1/]H. BemonmanTs kimaccupukanuo NCITIH nmpu ycioBuH, 9To
H/IB B cucTeMHOM U IMIPUKIATHOM IPOrPAMMHOM 00ECIICUCHUH HE aKTYaJIbHBL

6. Jlano: B rocynapcTBEHHOM OpraHU3aIiK IPOBOSATCS UCCICIOBAHUS B 00JACTH MOBBIICHUS () (HEKTUBHOCTH U3TOTOBJICHUS
MPOYHOCTH CTPOHUTENLHBIX MaTepHalioB. MaTepualbl UCCIEIOBAHUHN 3aceKpedeHbl. Ha koMIbloTepe, I/ie XpaHuTCs CeKpeTHast
uH(pOpMaLKsI ¢ UTOraMH UCCIICOBaHMUS, PadOTAIOT ABa MOJIb30BaTesst. OHU MIPOBOMASAT OMBITHI C PA3HBIMH CTPOUTEILHBIMU
MaTepuajaMi M He HIMEIOT JOCTYII K (aiinam apyr apyra. Onpenennre Kiacc aBTOMAaTH3HPOBAHHON CHCTEMBI.

7. [Jano: B 3emensHOM (pOH/IE aBTOMATH3UPOBAHHAS CHCTEMA BEJIET YIeT yJaCTKOB, HAXO/SIIHXCSA B TOCYNapCTBEHHON U
MYHHUIUIANBHOM COOCTBEHHOCTH B MacIITabaX OJHOTO PerHoHa.

O0paboTKa IepCOHANBHBIX TaHHBIX B MH()OPMAIIMOHHON CHCTEME HE BEIeTCS.

Hapymenne noctoBepHOCTH 00padaThiBaeMoil HHGOPMAUH MOXKET ITOBJICYh yMEPEHHBIC HETATUBHBIE IIOCICICTBUS U1 SKOHOMUKH
perroHa.

8. [laro: B wacTHOI TOProBoii OpraHM3anuy BEAETCS YUeT IMOKyIaTeNlei ¢ IeIbio IPEeOCTaBICHI UM OOHYCHBIX CKHIOK IIPH
MOCJIeAYIOIeH MOKynKe ToBapoB. B nH(popMannoHHoil ciucteMe Benercs yueT paMuiny, IMEHH, 0TIeCTBa, HoMepa TesieoHa U
HOMEpa BOJUTENLCKOTO yIOCTOBEPEHHS KINEHTA.

B 0aze maHHBIX KIMEHTOB OpPTaHMU3aIlMH HA MOMEHT KJIACCH(HKAIINH yKa3aHO MeHee 3 ThICSY YeoBeK. [loTeHmanbHbIi pocT 0a3sl
KIIMEHTOB — He Ooiee 50 ThICSY.

O6pabotka Beaercst Ha APM, e ycTaHOBJIEHO JHMLIEH3MOHHOE POrpaMMHOE 0OecieueHue.

BrInonmHnTs KilaccH(UKAIHIO TIPU YCIOBUH, YTO:

1) HAB B npuxmaxHoM n cucteMHoM 10 He akTyabHEL.

5.2. Tembl NUCbLMEHHBIX PadoT

1. Knaccudukanus yrpo3 nadopmannoHHoH 6€3011acCHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM IT0 0a30BBIM IPHU3HAKAM.

2. Yrpo3a HapymeHus KOHGUICHIHATBHOCTH. OCOOCHHOCTU U
HPUMEPBHI PeaTU3al1 YIPO3BI.




3. Yrpo3a HapyIIeHHs [eT0CTHOCTU JaHHBIX. OCOOEHHOCTU U IPHIMEPEI
peanu3anuu yrpossl.

4. Yrpo3sa otkasa ciryx0 (yrpo3a oTkasza B goctyme). OCOOEHHOCTH U
IpUMEPHI Pean3aui yrpo3bl.

5. ¥Yrpo3a packpbITus napaMeTpoB cucTeMbl. OCOOEHHOCTH U IPUMEPHI
peanu3anyu yrpossl.

6. IToHATHE TTOMUTHKY OE30IIACHOCTH HH(POPMAIMOHHEIX CHCTEM.
Ha3znauenue nonuTuky 6€30MaCHOCTH.

7. OCHOBHBIE THITBI TIOJIUTUKU O€30I1aCHOCTU JOCTYMNA K JaHHBIM.
JIMCKpeIoHHbIe 1 MaHAATHBIC TIOJTUTHKH.

8. 3axoHO#ATETBHEIN YPOBCHD 00ECIeUeHUS HHPOPMAHOHHOM
oOe3omacHocT. OCHOBHEIE 3aKOHOMATENbHbIE akThl PD B 001aCTH 3aIIATHI
UHPOPMAITUH.

9. dyHKIMY ¥ Ha3HAUYCHHE CTAHAAPTOB MH(OPMAIIMOHHON
6e3omacHoctu. IIpuMeps! CTaHIapTOB, UX POIb MPHU IPOSKTUPOBAHUU U
pa3paboTke HHHOPMALMOHHBIX CUCTEM.

10. Kputepun oneHKH 0€30IMacHOCTH KOMITBIOTEPHBIX CHCTEM
(«OpamxeBas xkauray). Ctpykrypa TpeboBanuii 6e3omacHocTr. Kaccst
3aIIUIEHHOCTH.

11. Eaunbie xputepuu 6€30MacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHH.
[onstre mpoduis 3amuTel. CTPyKTypa PO 3aIIATHL.

12. Enusele xpuTepuu 6€30IacHOCTH HH(POPMAIMOHHBIX TEXHOIOTHIA.
ITpoexr 3amuThl. TpeGoBanus 6ezonacHocTH ((QyHKIMOHAIBHBIEC TPEOOBaHUS U
TpeOoBaHUs aIeKBATHOCTH).

13. AIMHHUCTpaTHBHBII yPOBEHB 3alIUTH HHGOPMAIHUHU. 3a1adn
pa3IUYHBIX YPOBHEH YNPaBICHUs B PEIICHUH 3aaul 00eCIeueHUs
WHPOPMAITMOHHON 0€30TaCHOCTH.

14. TIponienypHEBIiA ypoBeHb 0OecTiedueHnst 0€30IacHOCTH. ABTOpH3ALIUS
HoNb30BaTeNel B MH(OPMAIIMOHHOMN CHCTEME.

15. Unentudukanus 1 ayreHTHGUKALNS IPU BXOJIE B HHPOPMALIMOHHYIO
cucreMy. Vcronp30BaHHe MapoIbHBIX cXeM. HeocTaTKki maponbHBIX CXEM.
17

16. Unentuduxauus u ayreHTUQHUKALKS Tonb30BaTeneil. [lpumenenue
HPOTrPaMMHO-AMINAPATHBIX CPEJICTB ayTeHTH(HUKAMN (CMapT-KapThl, TOKCHBI).
17. AyreHTH(UKANNS CYOBEKTOB B paclpe/ieIeHHBIX CHCTEMaX,
npo6uiems! u pemenus. Cxema Kerberos.

18. Aynut B uHpOpManMOHHBIX cucteMax. DyHKIMK 1 Ha3HAYEHHE
ayzmuTa, ero poJib B o0ecrieueHnH HHPOPMaMOHHOH 0€30ITacHOCTH.

19. OcHOBHBIE HOPMATHBHBIE PYKOBOAAIINE JOKYMEHTHI, KACAOLUECS
rOCyIapCTBEHHOW TalfHbI, HOPMATHBHO-CIIPABOYHBIC JOKYMEHTBHI.

20. Mecto nadopMannoHHOH 6€3011aCHOCTH SKOHOMHUYECKUX CHCTEM B
HaIMOHAJFHON O6e30macHoCTH cTpaHsl. KoHnenmus nHpopMannoHHOH
6e3omacHOCTH.

21. IlonsiTue ataku Ha cucTeMy HH(POPMAIMOHHOI 0€30MaCHOCTH.
OCOOEHHOCTH JIOKAJTBHBIX aTaK.

22. PactipeienenHble HHOOPMAIIMOHHBIE CUCTEMBI. Y JaJICHHbIE aTaKh Ha
WH(POPMALMOHHYIO CHCTEMY.

23. Kananbl mepeqadu JaHHBIX. Y Teuka HHPOpMaIUi. ATaki Ha KaHAJIbI
nepenagy JaHHBIX.

24. ®uzndeckue cpencTsa odecrnedeHrs MHPOPMaIMOHHOH
6e30MacHOCTH.

25. Bupycsl 1 MeTobl 0OpBOBI ¢ HUMH. AHTHBUPYCHBIE TIPOTPAMMEBI 1
TIaKETHI.

26. IIporpaMmMHO-anmapaTHble 3alIMTHl HH)OPMAIIMOHHBIX PECYPCOB B
NuTepuer. MexceTeBble 9KpaHbl, UX (pyHKINH ¥ Ha3HAYCHHUS.

5.3. ®oHA OLIEHOYHBIX CPECTB

1) K mpaBoBEIM MeTOaM, 00ECIICUMBAIOIINM HHPOPMAMOHHYIO 0€30MTaCHOCTh, OTHOCSTCS:
- PazpaboTka anmapaTHBIX CpeACTB 0OecleueHus MPABOBbIX TaHHBIX
- Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX MIPABOBBIX CETAX JKYPHAJIOB yUeTa JIeHCTBHI

+ Pa3zpaboTka 1 KOHKpeTH3alys NpaBOBbIX HOPMATHUBHBIX aKTOB o0ecreueHus: 0€30MacHOCTH

2) OCHOBHBIMH HCTOYHUKAMH YIpo3 HH()OPMAIIMOHHOM 0€30ITaCHOCTH SBISIOTCS BCE YKa3aHHOE B CIIHCKE:

- XUIIEHUE KECTKUX JUCKOB, ITOJKJIOYCHHUEC K CETH, HHC&ﬁﬂepCTBO




+ IlepexBar JaHHBIX, XUIIEHUE JAHHbIX, U3MCHCHUE apXUTEKTYPhl CHCTEMBI

- XUIeHne JaHHbIX, MOAKYI CHCTEMHBIX aMHHICTPAaTOPOB, HAPYIICHHE perJIaMeHTa paboThl
3) Bunsl nHpOpMAMOHHO 0€30IaCHOCTH:

+ IlepcoHanbHast, KOPIIOPaTUBHAS, TOCYIapCTBECHHAS

- Knmentckas, cepepHasi, cereBas

- JlokanpHasi, rio0anbHast, CMELIaHHAs

4) Lenu naGOpMAIIMOHHOI 0€30MACHOCTH — CBOEBPEMEHHOE OOHAPYKEHHE, TPETYIPEKICHIE:
+ HECaHKIIMOHMPOBAHHOTO JJOCTYIA, BO3AEHCTBHS B CETH

- UHCalIepCTBa B OpraHU3aluu

- YpE3BBIYANHBIX CUTyal[Ui

5) OcHOBHBIE 0OBEKTHI HH(POPMALTHOHHON 6E30MIaCHOCTH:

+ KoMmbrotepHBIe ceTH, 6a3bl JaHHBIX

- NH(opManioHHbIE CHCTEMBI, ICHXO0JIOTMYECKOE COCTOSIHHIE M0JIb30BaTeNeH

- busnec-opueHTHPOBaHHEIE, KOMMEPUYECKIE CHCTEMBI

6) OCHOBHBIMH pHCKaMU HH()OPMAIIMOHHON 6€30MaCHOCTH ABJISIFOTCS:

- UckaxxeHne, yMeHbIIeHNE 00beMa, IIepeKOIUPOBKA HH(OPMAIUN

- Texnu4yeckoe BMENIATENLCTBO, BBIBEJICHHIE U3 CTPOSI 000PYIOBAHUS CETH

+ INoTeps, HckakeHHe, yTeuka HH(opMaun

7) K ocHOBHEIM npHHIMIIAM 00ecneyeHUs] HHPOPMAMOHHOM 0€30I1aCHOCTH OTHOCHTCSL:
+ DKOHOMUYECKOH 3 (HEKTUBHOCTH CUCTEMBI O€30ITaCHOCTH

- MHorormmathopMeHHON peann3aiui CHCTEMBI

- YcuineHus 3alMIIEHHOCTH BCEX 3BEHBEB CHCTEMBI

8) OcHOBHBIMU CyOBEKTaMH HH(DOPMAIIIOHHON 0€30MTaCHOCTH SBIISIOTCS:

- PYKOBOJUTEIIN, MEHEDKEPBI, a[MUHUCTPATOPbI KOMIIAHHI

+ oprassl paBa, TOCyAapcTBa, OM3HECa

- ceTeBbIe 0a3bl TaHHBIX, (PaepPBOILIBI

9) K ocHOBHBIM (DYHKIIMSIM CUCTEMBI 6€30IIaCHOCTH MOKHO OTHECTH BCE IIEPEUNCIIEHHOE:!
+ YcTaHOBIICHHE PETJIaMeHTa, ayIUT CHCTEMBI, BRIIBICHHE PHCKOB

- YcTaHOBKa HOBBIX O(DPUCHBIX NPUIIOKEHHH, CMEHA XOCTHHT-KOMITaHUH

- Brenpenne ayreHTH(UKAINN, TPOBEPKH KOHTAKTHBIX JTAHHBIX MOJIB30BATEICH

tect 10) [Tpunmnom nHGOpManHOHHON 6€30MaCHOCTH SBJISICTCS IPUHIIUI HEAOITYIICHHS:
+ HeonpaBaaHHBIX OTpaHUYEHHH IpU paboTe B CETH (CUCTEME)

- PrckoB 0e30macHOCTH ceTH, CHCTEMEI

- [Ipe3ymnuuu ceKkpeTHOCTH




11) TIpuHIMIIOM NONMUTUKY MH(POPMALIOHHOM 0€301aCHOCTH SIBIISIETCS IPUHIIHIT:
+ HeBO3MOXXKHOCTH MUHOBATb 3aI[UTHBIE CPEACTBA CETH (CHCTEMBI)

- YcureHust OCHOBHOT'O 3BEHA CETH, CHCTEMBI

- [omHOTO 6IOKUPOBAHMS HOCTYIA IPH PUCK-CUTYAIIUAX

12) IIpuHITITOM TTOJIUTHKH HHPOPMAHOHHOM 0€30IIaCHOCTH SBJISIETCS TPHHITHIL:
+ YcuneHus 3alUIIEHHOCTH CaMOT'0 HE3alUIIIEHHOTO 3B€Ha CETH (CUCTEMBI)

- [Tepexona B 6e30macHOe COCTOSIHUE PAabOTHI CETH, CHCTEMBI

- [lonnoro moctymna noap3oBaTeneit KO BCEM pecypcaM CETH, CUCTEMBI

13) IIpuHIIIOM TTOJIUTUKH HHPOPMAIMOHHOH 6€30IIaCHOCTH ABJISIETCS TPHHITHIL
+ Pa3nenenus poctymna (00s13aHHOCTEH, IPUBUIICTHI) KJIMEHTaM CETH (CUCTEMBI)

- OZHOYPOBHEBOM 3aIUTHI CETH, CUCTEMBI

- COBMECTHMBIX, OTHOTHITHBIX IIPOTPAMMHO-TEXHHIECKUX CPEICTB CETH, CHCTEMBI
14) K OCHOBHBIM TUIIaM CPEACTB BO3JEHCTBUS HA KOMIIBIOTEPHYIO CETh OTHOCHUTCSI:
- KommerotepHsIit c60it

+ Jlornueckue 3akaagku («MHHBD»)

- ABapuiiHO€ OTKJIIOUEHHE TUTaHUS

15) Korna mosydeH cram mo e-mail ¢ mpuiioxeHHbIM (ailyioM, clieayeT:

- [IpounTtaTs NpHUIOKEHHE, €CIIU OHO HE COJACPIKUT HUYIETO LIEHHOTO — YIAIUTh

- Coxpanuts npuioxkeHue B napke «Crnam», BBIICHUTH 3aTeM [P-anpec renepatopa cnama
+ Yaanute NMChMO C IPUIIOKEHUEM, HE PAacKpbIBast (He YUTasi) ero

16) Ipuaim Kupxroda:

- CeKpeTHOCTb KJII0Ya OTPEAENICHa CEKPETHOCTHIO OTKPBITOTO COOOLIEHHS

- CekpeTHOCTh HH(OPMAIINH ONpeeTIeHa CKOPOCTHIO Iepeaadn JaHHBIX

+ CeKpeTHOCTb 3aKPBITOr0 COOOIIEHHS ONPEAENACTCS CEKPETHOCTBIO KITI0Ya

17) BUIT - s7o:

- DneKkTpoHHO-IM(POBOI peobpa3oBaTens

+ DneKTpoHHO-II(POBast NOAMHUCH

- DIeKTPOHHO-IIN(POBOH Tporieccop

18) HaubGonee pacnpoctpaneHs! yrpo3bl HHGOPMALMOHHOMH 6€3011aCHOCTH KOPIIOPATUBHONW CHCTEMBI:
- IToxynka nenuuensuonHoro I1O

+ OmmOKy SKCIUTyaTallii ¥ HEYMBIIIJIEHHOTO N3MEHEHHS peKuMa pabOThI CHCTEMBI
- Co3HaTeTbHOTO BHEPEHHUS CETEBBIX BUPYCOB

19) Haubonee pacripoctpaHeHB! YTpo36I HHPOPMaIMOHHOI 0€30I1aCHOCTH CeTH:

- Pacnipenenennsblit 1oCTyn KIIMEHT, OTKa3 000pyJ0BaHUs




- MopanbHbIil H3HOC CETH, HHCAIIEPCTBO

+ C0oii (0TKa3) 000pyAOBaHMS, HENETATbHOE KOMUPOBAHUE JAHHBIX

tect 20) Hanbonee pacipocTpaHeHBI CpeICTBa BO3ACHCTBHUS Ha CETh Odca:

- Cna0blit Tpaduk, HHGOPMAIIMOHHBII 00MaH, BUPYCH B UHTEPHET

+ Bupycsl B ceTH, JIormdeckrie MUHBI (3aKJIaIkN ), HTH)OPMAIIOHHBIH ITepexBaT

- KomnbroTepnslie c60u, n3MeHeHNE aIMUHCTPUPOBAHHS, TOIOJIOTUU

21) YTeukoii uHPOpPMAIUK B CHCTEME HA3bIBACTCS CUTYAIT, XapaKTepu3yeMast:

+ Ilotepeit JaHHBIX B cUCTEME

- U3menennem ¢opmsl nHGOpManum

- V3smenenneM coneprkanus HHOPMaIUN

22) CroiicTBamu HH(popMaIuy, HanboIee aKTyaTbHBIMU IIPU 00ecTedeHNH HH()OPMAIIOHHOH 0€30MaCHOCTH SBIISIOTCS:
+ IlenocTtHOCTH

- JloctynHOCTb

- AKTyaipHOCTB]

23) Yrpo3a uHPOpMAIMOHHOH cHcTeMe (KOMIIBIOTEPHO CEeTH) — 3TO:

+ BepositHOE coObITHE

- lerepMHHHPOBaHHOE (BCET/Ia ONPEICIICHHOE) COOBITHE

- CoObITHE, MPOUCXOAAIIEE TEPUOTTIECKHI

24) Nuadopmariyst, KOTOPYIO CIeIyeT 3alrImaTh (10 HOpMaTHBaM, IPaBUIIaM CETH, CHCTEMBI) Ha3bIBACTCS:
- PernmameHnTupoBaHHOM

- IIpaBoBoii

+ 3amumaemoit

25) Pa3HOBHIAHOCTSMH YTpo3 0€30IaCHOCTH (CETH, CHCTEMBI) SBJISIOTCS BCE IEPUUCIICHHOE B CITHCKE:
+ [IporpaMMHBbI€, TEXHUUECKHE, OpPTraHU3allUOHHbIE, TEXHOJIOIMUECKHE

- CepBepHbIe, KITHEHTCKUE, CITyTHUKOBbIE, Ha3eMHBIE

- JIngHBIe, KOPIIOPATHBHBIE, COIIHANBHBIC, HAIMOHATIBHBIC

26) OkoHUYaTEIHHO, OTBETCTBEHHOCTD 32 3aIIMIIEHHOCTh JaHHBIX B KOMIIBIOTEPHOI CETH HECeT:
+ Bnanenen cetu

- AIMHHHCTpATOp CeTU

- Ilonp3oBatens cetu

27) lomuTrka 6€30NMaCHOCTH B CUCTEME (CETH) — 3TO KOMILICKC:

+ PykoBozcTB, TpeboBaHHMIt 0OecriedeHHs HEOOXOIMMOTO YPOBHS 0€30MacHOCTH

- MHCTpYKITHIA, anrOpUTMOB MTOBEICHUS TI0JIB30BATEISI B CETH

- HopMmp1 undopmanmonHoro npasa, cootojaeMble B CETH




28) Hawubonee BaxxHbIM Ipu pCajiu3allvii 3alllUTHBIX MEP MOJIUTUKH 0C30IIaCHOCTH SIBJISICTCS:

- Aynut, aHanu3 3aTpaT Ha IPOBEJCHUE 3aIUTHBIX Mep

- Ay,Z[I/IT, aHann3 6e301acHOCTH

+ Aynut, aHanu3 ya3BUMOCTEH, pUCK-CUTYallUH

5.4. IlepeueHb BU/IOB OLIEHOYHBIX CPEACTB

3amanus co cB0OOHO KOHCTpyUpyeMbIM oTBeToM (CKO) npearnonaraer cocraBieHie pa3BepHYTOr0 OTBETa Ha TEOPETHUECKUH

BOIIpOC. 3aiaHue ¢ BBIOOPOM OZHOTO BapHuaHTa oTBeTa (OB, B 3amaHNy JaHHOTO THIIA PEJIaraeTcsl HECKOIbKO BAPHAHTOB OTBETA,
Cpear KOTOPBIX OJUH BEpHBIA. 3aaHus co cBOOOAHO KOHCTpyHpyeMbIM oTBeToM (CKO) mpeamonaraer cocTaBaeHHE pa3BepHYTOrO
OTBETa, BKIIOYAIOIETO MOJHOE PELICHUE 33/1a4H C HOSICHEHUSMH.

6. YHEBHO-METOJINYECKOE U UH®OPMAILIMOHHOE OBECIIEYEHUE JUCIIUITIJIMHBI (MOAYJISA)

6.1. Pexomenayemasi 1utepaTypa

6.1.1. OcHoBHas1 JIMTepaTypa

ABTOpBI, COCTABUTETH

3arnaBue

W3naTenbcTBO, rOjI

JI1.1 |Iansrus B. ®. HudopmannonHnas 6e30macHOCTb Mocksa: @opym, 2021, URL:
KOMIIBIOTEPHBIX CHCTEM U CETEH https://ibooks.ru/reading.php?
short=1&productid=361273
JI1.2 |Mengenes B. A. HNudopmanmonnas 6e30macHOCTh. BBenenue B Mocksa: KuoPyc, 2021, URL:
cneruanbHOCTh + elIpunoxenne: TecTsr: https://book.ru/book/936335
YueGHuK
JI1.3 | babGam A. B., HudopmannonHas 6€30MacHOCTb. Mocksa: KuoPyc, 2021, URL:
bapanora E. K., JlaGopaTopHbIi pakTHKyM + ellpunoxeHwe: https://book.ru/book/936566
Mensanukos 1O. H. YuebHoe mocobue
JI1.4 |Menbuukos B. I1., mon | MudopmanronHas 6e30macHOCTh: Y4eOHUK Mocksa: KuoPyc, 2021, URL:
pen., KynpusiHoB A. https://book.ru/book/939292
.
JI1.5 |Menbuukos B. I1., mox | MapopmanmonHas 6e30macHOCTb: YUeOHUK Mocksa: KnoPyc, 2020, URL:
pen., Kynpusinos A. https://book.ru/book/932059
158
JI1.6 | Menbuukos B. I1,, HudopmanuonHas 6€30MacHOCTb: YueOHUK Mocksa: KnoPyc, 2020, URL:
Kynpusiaos A. 1., https://book.ru/book/932908
Bacunsesa T. 1O.
JI1.7 [Mensaukos B. IT., NudopmanuonHas 6€30macHOCTh: YUueOHUK Mocksa: KnoPyc, 2022, URL:
Kymnpusiaos A. 1., https://book.ru/book/941809
Bacunsesa T. 1O.
JI1.8 [ Oszepckmii C.B., NudopmannonHnas 6e30macHOCTh: YueOHOe Camapa: Camapckuii opugHIecKuii HHCTHTYT
TTonos U.B. rnmocobue ®CHH Poccun, 2019, URL:
http://znanium.com/catalog/document?
1d=358668
JI1.9 |Kmmumenxo U.C. Hudopmarnmonnas 6e30MacHOCTb U 3aIIUTa Mocksa: OOO "Hay4HO-M31aTeIbCKUI HEHTP
MHGOPMALIMU: MOJIETH U METOJIbI YIIPABIICHUSI: NHOPA-M", 2021, URL:
MoHnorpadus http://znanium.com/catalog/document?
1d=360289
JI1.10 |Ilanbrun B.®. HNupopmanmonnas 6€30macHOCTb Mocksa: Uznatensckuii lom "®@OPYM", 2021,
KOMITBIOTEPHBIX CHCTEM U ceTei: YueOHoe URL: http://znanium.com/catalog/document?
nocooue 1d=364622
JI1.11 |Bapanosa E.K., babam |udopmanuonHas 6e30MacHOCTb U 3alIiTa Mocksa: Uznatensckuii Lleatp PUOTT, 2021,
A.B. nHpopManun: YuebHOe mocodue URL.: http://znanium.com/catalog/document?
id=364911
JI1.12 | Cprues 1O.H. 3ammra naopMay U HHGPOPMALIMOHHAS Mocksa: OOO "Hay4yHO-U31aTETbCKUHA HEHTP

0e30I1acHOCTE: YueOHoe rmocodre

NH®PA-M", 2021, URL:
http://znanium.com/catalog/document?
id=366835




ABTOpBI, COCTABUTETH

3arnaBue

W3naTenbcTBO, rox

JI1.13 | Cerues FO.H. 3amuTa HHbOpPMAIUU U HHOOPMAIIOHHAS Mocksa: OOO "Hay4yHO-U31aTenbCKU HEHTP
0e30macHOCTh: YueOHoe mocodue MH®PA-M", 2022, URL:
http://znanium.com/catalog/document?
1d=388766
JI1.14 | Cerues FO.H. 3amuTa nHOPMAMX 1 NHOOPMAIHOHHASL Mocksa: OOO "Hay4HO-M31aTeIbCKUI HEHTP
0e30macHOCTh: YueOHoe mocobue MH®PA-M", 2023, URL:
https://znanium.com/catalog/document?
1d=420080
JI1.15 | Knumenxo U.C. MudopmannonHas 6€30MacHOCTb U 3aIIUTa Mocksa: OOO "Hay4yHO-U31aTEIbCKUH LEHTP
MHPOPMALIMU: MOJETH U METOJIbI YIIPaBIICHUSI: NH®PA-M", 2024, URL:
Mownorpadus https://znanium.com/catalog/document?
id=431346
6.1.2. JlonojHMTe/IbHAS JTUTEPATypa
ABTOpBI, COCTaBUTEIIN 3arnaBue W3natenscTBo, roa
JI2.1 | Ko3pmunsix C. H. Hudopmanmonnas 6e30macHOCT GHHAHCOBO- Mocksa: KnoPyc, 2021, URL:
KPEIUTHBIX OpraHu3anuil B ycnoBusax nudposoi | https://book.ru/book/941548
TpaHchopMaIK SKOHOMHUKA: MoHorpadus
JI2.2 | babam A. B., HudopmanmonHas 6€30macHOCTb. Mocksa: KnoPyc, 2018, URL:
Bapanora E. K., JlabopatopHbIii TpakTHKYM (JI71s1 6aKaraBpoB)+ https://book.ru/book/926191
Mensankos 1O. H. DJIeKTpOHHBIC MPUIIOKEHNUS Ha caifTe
www.book.ru: Yuebnoe nocobue
JI2.3 | Umetinog B. 4. NupopmannonHast 6€30MacHOCTh U 3aIuTa Mocksa: Pycaiinc, 2019, URL:
nH(pOpMAaLUH: CIIOBaph TEPMUHOB U ITOHATHH: https://book.ru/book/932909
CnoBapb
JI2.4 | Meiinos B. . Hudopmarnmonnas 6e30MacHOCTb U 3aIIUTa Mocksa: Pycaiinc, 2021, URL:
uH(pOpMaLUK: CIIOBAPh TEPMUHOB U MOHSATHHA: https://book.ru/book/938255
CnoBapb
JI2.5 |I'munckas E.B., Hudopmanmonnas 6€30MacHOCTb KOHCTPYKIIUH Mocksa: OOO "Hay4yHo-u31aTeIbCKUH HEHTP
Unusapun H.B. OBM wu cucreMm: YuebHOe mocodre NH®PA-M", 2021, URL:
https://znanium.com/catalog/document?
1d=362430
JI2.6 |bapanosa E.K., babam | MapopmannonHas 6e3omacHoCTh. McTopust Mocksa: Uznatensckuii Lleatp PUOTT, 2022,
A.B., Jlapun JI.A. CHEIUATBHBIX METOJJOB KPUITOrpahuIecKon URL.: https://znanium.com/catalog/document?
IEeITEILHOCTH: Y4eOHoe mocodne 1d=388319
JI2.7 | Kaumenko U.C. WNudopmanmonHas 6€30MacHOCTb U 3alUTa Mocksa: OOO "Hay4yHO-U31aTETbCKUHA HEHTP
WHGPOPMALIMU: MOJICITH U METOIbI YIIPABJICHHSI: NH®PA-M", 2022, URL:
Mownorpadus https://znanium.com/catalog/document?
1d=397337
JI2.8 |Ilomos U.B., WudopmanmonHas 6e30macHOCTb: YueOHoe Camapa: Camapckuil IOpUANYECKUN HHCTUTYT
Vnenneesa H.N. rnmocobue ®CHH Poccun, 2022, URL:
https://znanium.com/catalog/document?
1d=427455
6.1.3. MeTtoauueckune pa3padoTkn
ABTOpBI, COCTaBUTENIU 3ariaBue W3znarenscTBO, TOI
JI3.1 |Ilanbrus B.®. Hudopmarnmonnas 6e30macHOCTb Mockga: U3narensckuit lom "OOPYM", 2023,
KOMITBIOTEPHBIX CHCTEM H CeTeii: YueOHoe URL: https://znanium.com/catalog/document?
nocoone 1d=418929
JI3.2 | Cprues O.H. 3amuta nHGOpMaIK U HHYOPMAITHOHHAS Mocksa: OOO "HayuHo-u31aTeNbCKHiA EHTP
0e30macHOCTh: YueOHoe mocobue NH®PA-M", 2023, URL:
https://znanium.com/catalog/document?
1d=416550
JI3.3 | Cprues O.H. 3amuta nHGopMaIu U HHYOPMAIIHOHHAS Mocksa: OOO "HayuHo-u31aTeNbCKHiA IEHTP
0e30MacHOCTh: YueOHoe mocobue NH®PA-M", 2023, URL:
https://znanium.com/catalog/document?
1d=420080
JI3.4 Bectauk PITY. Cepus "Undopmartuka. Mocksa: @enepalibHOE rOCyIapCTBEHHOE

HNudpopmanmonnas 6e3omacHOCTh. Maremaruka',
2022, Ne 1: Hay4uHBIH XKypHAI

Oro/pKeTHOE 00pa30BaTEIFHOE YIPEKICHAE
BBICIIETO MPO(ecCHOHAIBFHOTO0 00pa30BaHH
"Poccuiickuii rocyjapCTBEHHBIN
rymMaHuTapHbiil ynusepcuter', 2022, URL:
https://znanium.com/catalog/document?

1d=426030




ABTOpBI, COCTaBUTEH 3arnaBue W3naTenbcTBO, rox

JI3.5 Bectrux PITY. Cepus "Uudopmaruka. Mocksa: @enepanbHOE FOCYAapCTBEHHOE
WNndopmanumonnas 6ezonacHocTb. Marematuka', | Oro1xeTHOe 00pa30BaTeNIbHOE YUpekKIeHHE
2022, Ne 2: Hay4HBIH )KypHAI BEICIIIETO MTPO(eCCHOHATEHOTO 00pa30BaHus
"Poccuiickuii rocy1apCTBEHHbIH
rymMaHUTapHbIH yHUBepcuret', 2022, URL:
https://znanium.com/catalog/document?
1d=426031
JI3.6 | Poccuiickuit HudopmanmonHaas 6€30macHOCT: BUEpa, Mocksa: ®enepanbHOE FOCYAapCTBEHHOE
roCyAapCTBEHHBIH ceroiHsi, 3aBTpa: Marepuaisl KOH(epeHIHI Or0KeTHOE 00pa30BaTEIbHOE YUPEKICHUE
ryMaHHTapHBIHA BBICIIET0 MPO(eCCHOHAIEHOr0 00pa30oBaHus
yHuBepcuret PITY "Poccuiickuii rocyiapCcTBEHHbIH
ryMaHuTapHbiil yHuBepeuter', 2022, URL:
https://znanium.com/catalog/document?
1d=426178
JI3.7 |Mengenes B. A. HNudopmanmonnas 6e30macHOCTb. BBenenue B Mocksa: KnoPyc, 2023, URL:
crneranbHOCTh + ellpnnoxenne: TecTsr: https://book.ru/book/948870
Y4eOHHuK
JI3.8 |babam A. B., WNudopmanmonnas 6€30macHOCTb. Mocksa: KnoPyc, 2023, URL:
Bapanora E. K., JlabopatopHblii mpakTHKyM + elIpuioskeHue: https://book.ru/book/949452
Mensankos 1O. H. YuebHoe mocobue
JI3.9 | Cprues IO.H. 3ammra nHGopMay U HHGHOPMALTMOHHAS Mocksa: OOO "Hay4yHO-U31aTETBCKHIA HEHTP
06e30IacHOCTE: YueOHoe rmocoore NUHOPA-M", 2023, URL:
https://znanium.com/catalog/document?
id=416550
JI3.10 |IIanerun B.®. Nudopmarmonnas 6e30macHOCTb Mocksa: U3narensckuit lom "®OPYM", 2023,
KOMITBIOTEPHBIX CHCTEM U ceTei: YueOHoe URL: https://znanium.com/catalog/document?
nocobne 1d=418929
6.2. DJIeKTPOHHBIE y4eOHbIe U3JaHNUs H 3JIeKTPOHHbIC 00pa30BaTe/IbHbIC PECypPChl
D1 | Coser besonacuoctu Poccuiickoii @eneparmu . - Pexkxum moctyna: http://www.scrf.gov.ru/
22 | ®enepanbHas ciryx0a M0 TEXHUIECKOMY U 3KCIIOPTHOMY KOHTPOJIIO . - Pexxum noctyma: https://fstec.ru/
33 | UurdpopmarmonHo-npaBoBoii moptar TAPAHT.PY . - Pexuwm mocryma: https://www.garant.ru/
D4 | DneKTpOHHBINA (HOHJ HOPMATHBHO-TEXHHYECKOH M HOPMAaTUBHO-TIpaBoBoi nHpopMannu Koncopuuyma «Komekey . -
Pexxum moctyna: https://docs.cntd.ru/
35 | Hammonansusiit OTkpeiTeiid YHuBepcutetr "MHTYUT". - Pexxum poctymna: https:/intuit.ru/
26 | Dnextponnusie pecypesl Akagemun UMCHUT. - Pexum moctyma: http://eios.imsit.ru/
37 | OnexTpoHHas OnbnMoTeyHas cucreMa Znanium. - Pexxum mocryma: http://znanium.com
28 | DnextponHas bubmmoTeuHas cucreMa Ibooks. - Pexxum mocrtyma: http://www.ibooks.ru/
39 | OnexTponHas 6ubnnoreynas cucremMa BOOK.ru. - Pexxum noctyna: http://www.book.ru
6.3.1. JInneH3noHHOE 1 CBOOOHO pPAacpOCTPaHsIeMoe MPOrpaMMHoOe ofecnedyeHne, B TOM YHCJIe 0Te4eCTBEHHOTO
NMPOU3BOJACTBA
6.3.1.1 | Windows 10 Pro RUS Onepanunnas cucrema — Windows 10 Pro RUS Tloamucka Microsoft Imagine Premium — Order
Nel143659 ot 12.07.2021
6.3.1.2 | 7-Zip ApxuBatop 7-Zip IIporpammuoe obecnieuenne o murensuun GNU GPL
6.3.1.3 | Aunexc bpaysep bpaysep Aunnexc bpayzep JluneHnsnonnoe cornamnienre Ha UCTOIb30BaHue nporpamm Annexc bpaysep
https://yandex.ru/legal/browser_agreement/
6.3.1.4 | Mozilla Firefox Bpaysep Mozilla Firefox IIporpammHuoe obecnieuenue no nuiensua GNU GPL
6.3.1.5 | LibreOffice Oc¢uchsrit maker LibreOffice ITporpammuoe obecnieuenue no muiensuu GNU GPL
6.3.1.6 | Notepad++. TektoBslit penaktop Notepad++. Ilporpammuoe ob6ecrneuenue mo aunenzun GNU GPL
6.3.1.7 | Kaspersky Endpoint Security AntuBupycuoe I10 Kaspersky Endpoint Security s 6uzneca Cramgaprtastii (350mrT).
Horosop Ne ITP-00037842 ot 4 nexabps 2023 r. (OOO Ilpuma AiiTu)
6.3.1.8 | Oracle VM VirtualBox VM VirtualBox — nporpaMMHBIii POIYKT BUPTYATHU3AIUH IS OTIEPATHOHHBIX CHCTEM
[porpammHuoe obecrniedenue no aumnensnn GNU GPL
6.3.1.9 | Adobe Reader DC Adobe Acrobat — makeT nporpamm, npeiHa3HaYEHHbIN IS CO3AaHMS M IIPOCMOTPA 3IEKTPOHHBIX
myomukaruit B popmare PDF Adobe Acrobat Reader DC and Runtime Software distribution license agreement for use on
personal computers ot 31.01.2017
6.3.1.1 | MS Office Standart 2010 Oducusrii maket Microsoft Office Microsoft Open License 48587685 ot 02.06.2011
6.3.1.1 | MS Visio Pro 2010 HNuterpupoBanHas cpeaaa pa3pabotku Microsoft Visio npodeccruonanbusiii 2010 TToamucka

Microsoft Imagine Premium — Order Ne143659 ot 12.07.2021




6.3.1.1

Windows 7 Pro Omnepaunonnas cuctema Microsoft Windows 7 Professional Microsoft Open License 48587685 ot

2 02.06.2011
6.3.1.1 | Koncoms Kaspersky Security Center Koncons ammunnctpupoBanus Kaspersky Security Center lorosop Ne ITP-
3 00035750 ot 13 nexadpst 2022r. (OO0 IIpuma AiiTn)
6.3.1.1 | Kaspersky Endpoint Security 11 Kaspersky Endpoint Security 11 amst Windows [lorosop Ne ITP-00037842 ot 4 nexabps
4 2023 r. (OOO IIpuma AitTn)
6.3.1.1 | Microsoft Windows 10 PRO x64 DSP OEM Onmnepanuonnas cucrema Microsoft Windows 10 PRO Cuer Ne93 ot
5 21.05.2019, Akt nepenauu npas Ne31 ot 05.06.2019.
6.3.2. Ilepeuenb npodeccnoHAIbHBIX 023 JAHHBIX M MH(YOPMALMOHHBIX CIIPABOYHBIX CHCTEM
6.3.2.1 | Konmekc — IpodeccronansHble cripaBodHbie cUcTeMbl  https://kodeks.ru
6.3.2.2 | POCCTAHJAPT ®enepanbpHOE areHTCTBO MO TEXHUYECKOMY PETYJIUPOBAHUIO U METPOJIOTHHI
https://www.gost.ru/portal/gost/
6.3.2.3 | UCO MexmyHapoHast OpraHu3als 1o CTaHaapTH3annuu https://www.iso.org/ru/home.html
6.3.2.4 | ARIS BPM Community https://www.ariscommunity.com
6.3.2.5 | Global CIO Odurmansusrit mopran UT-mupekropo http://www.globalcio.ru
6.3.2.6 | Korcynprant [LImtoc http://www.consultant.ru
7. MTO (o6opyroBaHHe U TEXHHYECKHE CPEACTBA 00y4eHUsT)
Ayn HanmenoBanue T10 OcHallenue
113 IToMmerenue aisa Windows 10 Pro RUS 20 mocatouHbIX MECT, pabouee MECTO MPero1aBaTels
TIPOBEICHUS 7-Zip 20 xommbiotepoB P55-UD3/INTEL-i5-750/DDR3-1333-
3aHSATHIA Sunnexc bpaysep 8I'6/SSD Flexis 120Gb /WD3200AAKS/Radeon HD-
JIEKIIMOHHOT'O Mozilla Firefox 4600/DWL-G520 Wireles
THTIA, LibreOffice 20 monuTopoB Acer V193W-19”
CEMHHAPCKOI0 LibreCAD 20 KOMIIIEKTOB KJIaBUATypa+MblIlib
TUTA, KyPCOBBIX Inkscape 1 kommyTaTop HeynpasnsieMmslit DES-1024D
pa6ot (kypcoBbix | Notepad++. 1 6ecnipoBoHas Touka goctyna DWL-3200AP
IIPOEKTOB), 1C:IIpeanpustue §. Kommiaekr 3 KommiekT obopynoBaaus Arduino
TPYIIOBBIX U Kaspersky Endpoint Security 5 yue6nsix komiurekToB SDK 1.1s
uHAMBUAYaJIbHBIX | MS Access 2016 1 M®VY HP LI M1212nf MFP
KOHCYJIbTAITUH, MS Project Pro 2016 12 Uuctpyment ais coopku [TK (otBepTka ph-1, TUIOCKOTYOITBI
TEKYILIEro MS SQL Server 2019 150 MM, Tepmorniacta 2rp., AHTUCTaTHYECKUI OpacieT, CTSHKKA
KOHTPOJIS U MS SQL Server Management 150 mm)
MIPOMEKYTOTHOM Studio 18.8
aTTecTaIuu, MS Visio Pro 2016
camocrosTensHol | MS Visual Studio Community
paboTHL. Edition
Visual Studio Code
Blender
Gimp
Maxima
Oracle VM VirtualBox
PostgreSQL
IntelliJ IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
Diptrace
Ramus Educational
Micro-Cap Evaluation
114a Kabuner Windows 10 Pro RUS 16 mocamouHBIX MeCT, pabodee MEeCTO IPEnoaaBaTes
HHPOPMATHKH. 7-Zip 16 xommeiotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
IMomerenue yist Sunexc Bpayszep 945/ DDR3-1333-416/SSD Flexis
MIPOBEICHUS Mozilla Firefox 120Gb/WD5000A AKX/Radeon HD-5800/Realtek PCle GBE
3aHATHIA LibreOffice 16 monutopoB AOC e2243Fw 21,5”
JIEKIIMOHHOTO LibreCAD 16 KOMIUIEKTOB KJlaBUATYypa+MBbIIIIb
THUIA, Inkscape 1 Kommyratop LincSys SR224G
CEMHHAPCKOI0 Notepad++. 1 Ipoextop ViewSonic PJD5232
TUINA, KyPCOBBIX 1C:IIpennpustue 8. KoMmriekr 1 TIpoekuuonHkI# 5kpan Luma
paboT (KypCoBBIX Kaspersky Endpoint Security 1 [Ixad TenekoOMMyHUKAIIHOHHBIH
MIPOEKTOB), MS Access 2016 1 UBIT SMART UPS 2000
TPYIIIOBBIX U MS Project Pro 2016 3 Kommyratop Cisco Catalist 2960
nHauBuaAyansHeIXx | MS SQL Server 2019 1 Konrnenrpatop AlterPath 16 port
KOHCYJbTallUH, MS SQL Server Management 4 Mapmpytuzarop Cisco-2800




TEKYILETO
KOHTPOJIS U
IIPOMEKYTOUHOM
aTTecTanuy,
CaMOCTOSITEJIbHOU
paboThI

Studio 18.8

MS Visio Pro 2016

MS Visual Studio Community
Edition

Visual Studio Code
Blender

Gimp

Maxima

Oracle VM VirtualBox
PostgreSQL

IntelliJ IDEA

PyCharm Community Edition
Eclips

Adobe Reader DC
Arduino Software (IDE)
NetBeans IDE

ZEAL

Klite Mega Codec Pack
MS Office Standart 2010
Ramus Educational
Micro-Cap Evaluation

2 Mapupytuzatop Cisco-2811

6 Moaynb 2-port

2 TTaHenb KOMMyTallMOHHAS

12 ayp V.35 Cable

Buras napa, Konnexrtop RJ-45

2 UHcTpyMeHT Juist 3aurcTky kadesst UTP

1 Ipotsoxka kabenpHas, d=3,5 MM 10 M

1 Tectep MEI'EOH 40060/111T.

5 MHCTpyMEHT aJist 00KMMa BUTOM Maphbl

5 Tecrep KaOeTHHBIHI

3 MuCcTpyMeHT A 3anenku kKabens Butas mapa tun Krone ¢
KPIOUKaMHU

3 P tenedon GrandStream GXP1610

2 Kommurekt mist Montaxka CKC (marg-manens 1U kat.5e UTP
24 nopta-1 mr., ”HCTPYMEHT 0OKUMHOM 11t RJ-45 1 .,
MHCTPYMEHT I 3a4MCTKU Kabest | IIT., HHCTPYMEHT IS
paszenku KoHTakToB - 1 mT., LAN Tecrep 1 mt.)

2 Poyrep Wi-Fi poyrep Keenetic

1 CepBep GA-870A-USB3/AMD-Phenom(tm)-11-X4-945/
DDR3-1333-4I'6/SSD Flexis 120Gb/WD5000AAKX/Radeon
HD-5800/Realtek PCle GBE

115 [Homemenue nns Windows 10 Pro RUS 20 TocaIouHBIX MECT, pabovee MECTO TPENoaaBaTels
IIPOBENCHUS 7-Zip 20 xommnbrotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
3aHATHHA SAunexc bpaysep 945/DDR3-1333-41'6/ SSD Flexis
JIEKITHOHHOTO Mozilla Firefox 120Gb/WD5000AAK/Radeon HD-5800/Atheros AR9287
THIIA, LibreOffice Wireless
CEMUHAPCKOTo LibreCAD 19 monuropoB AOC e2243Fw 21,5”

THIA, KypCOBBIX Inkscape 1 monurop Acer V226HQL 21,5”
pabot (kypcoBeix | Notepad++. 20 KOMITJIEKTOB KJIaBUATypa+MbIIIIb
MIPOEKTOB), 1C:IIpeanpusitue 8. Kommaekt 1 6ecnipoBoaHas Touka gocryna TP-Link TL-WAS0IND
TPYIIOBBIX H Kaspersky Endpoint Security
uHAUBUAYaNbHEIX | MS Access 2016
KOHCYJIBTAITHH, MS Project Pro 2016
TEKYILEero MS SQL Server 2019
KOHTPOJISL U MS SQL Server Management
MPOMEXYTOUHOH Studio 18.8
aTTecTaluu, MS Visio Pro 2016
camocTosaTenbHoit | MS Visual Studio Community
paboTHI. Edition
Visual Studio Code
Blender
Gimp
Maxima
Oracle VM VirtualBox
StarUML V1
PostgreSQL
IntelliJ IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
Arduino Software (IDE)
NetBeans IDE
ZEAL
Klite Mega Codec Pack

119 ITomemenue i Windows 10 Pro RUS 20 mocagouHBIX MeCT, pabodee MeCTO MperoAaBaTes
MPOBEICHUS 7-Zip 20 xommerotepoB H1 10M-S2-C/INTEL Pentium G4400/DDR4
3aHATHH SAunexc bpaysep -2133-4I'6/TOSHIBA HDWD105/Intel HD-510/Atheros
JIEKITMOHHOT'O Mozilla Firefox AR9287 Wireless
TUIA, LibreOffice 20 MOHUTOPOB
CEMUHAPCKOTo LibreCAD 2() KOMIUIEKTOB KJIaBUATYypa+MBbIIlIb
THUIIA, KyPCOBBIX Inkscape 1 6ecipoBoaHas Touka noctyna TP-Link TL-WAS0IND
pabot (kypcoBeix | Notepad++.

MIPOEKTOR),
TPYIIOBBIX U
WHIMBUAYaTbHBIX
KOHCYJbTalUH,
TEKYILEro

1C:Ilpennpustue 8. Komruiekr
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019




KOHTpOJIA U MS SQL Server Management
MIPOMEKYTOTHOM Studio 18.8
aTTecTaIuu, MS Visio Pro 2016
camocrosTensHol | MS Visual Studio Community
paboThL. Edition
Visual Studio Code
Blender
Gimp
Maxima
Oracle VM VirtualBox
StarUML V1
PostgreSQL
IntelliJ IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)
NetBeans IDE
ZEAL
ARIS Express
AnyLogic
Klite Mega Codec Pack
MS Office Standart 2007
120 Ka6uner Windows 10 Pro RUS 20 mocaIouHBIX MECT, pabovuee MEeCTO TPETOaBaTels
UH(pOPMATHKH, 7-Zip 20 xommnsrotepoB A320M-H-CF/AMD Ryzen 5 2600X/DDR4-
TEXHOJIOTHH U Supexc bpaysep 2933 16I'6/SSD XPG GAMMIX S11 Pro 512I'6/NVIDIA
METOJIOB Mozilla Firefox GeForce GTX 1050 Ti/Realtek PCle GbE Family Controller
nporpammuposanu | LibreOffice 40 monuTopos Samsung S24R350FHI 23.8"
S LibreCAD 20 HUBIT CyberPower UT650EG
IMomemenue mus Inkscape 20 KOMIUICKTOB KJIaBHATypa-+MbIIIb
MIPOBEICHUS Notepad++. 20 rapautyp Defenfer G-320
3aHATHH 1C:Ilpennpustue 8. Kommext 1 meympasnsemsril kommytaTop TP-LINK TL-SG1024D
JICKITHOHHOTO Kaspersky Endpoint Security 1 UnuTepaktuBHas nmanensb EliteBoard LR-75UT40i7
THIIA, MS Access 2016
CEMHHAPCKOI0 MS Project Pro 2016
TUMA, KyPCOBBIX MS SQL Server 2019
pabot (kypcoBeix | MS SQL Server Management
TIPOEKTOB), Studio 18.8
TPYIIOBBIX U MS Visio Pro 2016
uHIUBHAYyaIbHBIX | MS Visual Studio Community
KOHCYJbTAlINH, Edition
TEKYIETO Visual Studio Code
KOHTPOJIS U Blender
MPOMEKYTOTHOMN Gimp
aTTeCTaIuu, Maxima
camoctositenbHOl | Oracle VM VirtualBox
paboThI. StarUML V1
PostgreSQL
IntelliJ IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
NetBeans IDE
ZEAL
SMath Studio
Klite Mega Codec Pack
208 JlabopaTopust Windows 10 Pro RUS 19 mocamo4YHBIX MecT, pabodee MECTo IpeToaBaTes,
"UurtennekryansH | 7-Zip 10 xomnerorepoB H97-PLU/INTEL i5-4460/DDR3-1333-
bIC CHCTEMBI U SAunexc bpayzep 16I'6/SD7SB6S-128G+STS500DM002/Radeon R7 200/Realtek
texHojorun" (Rese | Mozilla Firefox PCle GBE
arch Laboratory of | LibreOffice 9 xommbrorepos A320M-H-CF/AMD Ryzen 5 2600/DDR4-
Intelligent Systems | LibreCAD 2666-161'6/Apacer AS2280P4-256Gb, Toshiba HDWD110
and Technologies). |Inkscape 1Tb/Nvidia GT-710/Realtek PCI-E GBE
ITomemienue s Notepad++. 1 kommerotep P8Z77-V-LX2/INTEL I5-3570K/DDR3-1600-
MIPOBEACHUS 1C:IIpeanpustue 8. Kommaekr 8I'6/ SSD SSDPR-CX400-128G2, WDC WS15EARS/AMD
3aHATHH Kaspersky Endpoint Security HD-5700 Realtek PCle GBE




JIEKLINOHHOT O
TUIA,
CEMHHAPCKOI0
TUTA, KyPCOBBIX
pabot (KypcoBbIX
MIPOEKTOR),
TPYITIOBEIX U
WHIVBUAYaIbHBIX
KOHCYJbTAIINM,
TEKYIEro
KOHTPOJISI U
MIPOMEXYTOYHOM
aTTeCcTaluH,
CaMOCTOSITEIbHON
paboTHL.

MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Community
Edition

Blender

Gimp

Maxima

Oracle VM VirtualBox
StarUML V1

PostgreSQL

IntelliJ IDEA

PyCharm Community Edition
Eclips

Adobe Reader DC

Diptrace

Embarcadero RAD Studio XE8
Arduino Software (IDE)

10 monuTopos Philips 274E5QSB 27~

1 monuTop Samsung SyncMaster E1720

11 KOMIIIEKTOB KJIaBUATypa+MblIlb

1 npuntep HP LaserJet 1018

1 xommyTtatop Heynpasisemslid TL-SG1024D
MexaucuumuimHapHas saboparopHast ctanius NI ELVIS 11 u
IO Circuit Design Suit

JlaGoparopusi cxeMOTeXHUKH (HEOOXOAMMO HaIU4He J1ad.
ctaniuu ELVIS) [paktukyM 1o mudpoBbIM dJIeMeHTaM
BEIYHCIUTEIBHON 1 HH()OPMAIIMOHHO-U3MEPHUTEITHLHOM
TEXHUKH (HEOOXOIMMO HaMune 1ab0paTOpPHON CTaHIIUH
ELVIS) JlaGopatopus npoeKTUpoBaHue HU(PPOBBIX YCTPOUCTB
u niporpammupoBanus [IJTUC (Heo6XoauMo HamHu4Iue
nabopatopHoii cranu ELVIS) Kommexr akceccyapos NI
myRIO Starter Accessory Kit (onronansrno) Kommnexr
akceccyapoB NI myRIO Mechatronics Accessory Kit
Kommrekt akceccyapoB NI myRIO Embedded Systems
Accessory Kit JIabopaTopust mporpaMMHAPOBAHS
BCTpauBaeMbIX cucteM JIokanbHble BEIYUCIUTENbHBIE CETH
(HeoOxoauMo Hanuaue taboparopHoit crannuu ELVIS)
[IpombrmuieHHBIe HHTEP)EHCH M TPOTOKOIIBI (TTPOTpaMMHAas

NetBeans IDE Bepcusi) Akanemuueckas auneH3ust NI LabVIEW na

ZEAL HEOTPaHUYEHHOE KOJI-BO PaOOUYMX MECT B Mpezeax Kadeaphl.

Klite Mega Codec Pack Arduino Robot.

MS Office Standart 2007

NI LabVIEW Full

113 ITomerenue aisa Windows 10 Pro RUS 20 mocaIouHBIX MECT, pabouee MECTO MPero1aBaTels

MPOBEICHUS 7-Zip 20 xommbtotepoB P55-UD3/INTEL-i5-750/DDR3-1333-
3aHSATHIA SAunnexc bpayzep 8I'6/SSD Flexis 120Gb /WD3200AAKS/Radeon HD-
JIEKIIMOHHOI'O Mozilla Firefox 4600/DWL-G520 Wireles
THIIA, LibreOffice 20 mouuTopoB Acer VI93W-19”
CEMHHAPCKOI0 LibreCAD 20 KOMIIJIEKTOB KJIaBUATypa+MblIlib
THUIIA, KyPCOBBIX Inkscape 1 xommyTtaTop Heynpasnsemsiit DES-1024D
pabort (xypcoBbix | Notepad++. 1 GecnipoBozHas Touka goctyna DWL-3200AP
IIPOEKTOB), 1C:IIpeanpusitue §. Kommiaekt 3 KomrutekT obopynoBanus Arduino
TPYIIOBBIX U Kaspersky Endpoint Security 5 yae6nsIx komiurekToB SDK 1.1s
WHAUBUAYaJIbHBIX | MS Access 2016 1 M®VY HP LI M1212nf MFP
KOHCYJbTAIIUH, MS Project Pro 2016 12 Unctpyment ais coopku [IK (otBepTka ph-1, IiiockoryoIs!
TEKYILEro MS SQL Server 2019 150 MM, Tepmorniacta 2rp., AHTUCTaTUIECKUI OpacieT, CTSHKKA
KOHTpOJIA U MS SQL Server Management 150 mm)
MPOMEKYTOUHOMN Studio 18.8
aTTecTaluy, MS Visio Pro 2016
camocrositerbHOH | MS Visual Studio Community
paboThL. Edition

Visual Studio Code

Blender

Gimp

Maxima

Oracle VM VirtualBox

PostgreSQL

IntelliJ IDEA

PyCharm Community Edition

Eclips

Adobe Reader DC

Diptrace

Ramus Educational

Micro-Cap Evaluation

208 JlaGopaTopust Windows 10 Pro RUS 19 mocamo4YHBIX MecT, pabodee MECTO IpeTIo1aBaTes,

"UnTemnextyansH | 7-Zip 10 xommerotepoB H97-PLU/INTEL 15-4460/DDR3-1333-
bIC CUCTEMBI U SAunexc bpaysep 16I'6/SD7SB6S-128G+STS500DM002/Radeon R7 200/Realtek
texHojorun" (Rese | Mozilla Firefox PCle GBE
arch Laboratory of | LibreOffice 9 xommbrorepos A320M-H-CF/AMD Ryzen 5 2600/DDR4-
Intelligent Systems | LibreCAD 2666-161'6/Apacer AS2280P4-256Gb, Toshiba HDWD110
and Technologies). |Inkscape 1Tb/Nvidia GT-710/Realtek PCI-E GBE
ITomemnienne aas Notepad++. 1 xommberotep P8Z77-V-LX2/INTEL I5-3570K/DDR3-1600-
MIPOBEACHUS 1C:IIpeanpusitue 8. Kommaekt 8I'6/ SSD SSDPR-CX400-128G2, WDC WS15EARS/AMD
3aHATHH Kaspersky Endpoint Security HD-5700 Realtek PCle GBE




JIEKIIUOHHOTO
THII,
CEMHHApPCKOTO
THIA, KyPCOBBIX
pabot (KypcoBbIX

MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

10 monuTopos Philips 274E5QSB 27~

1 monuTop Samsung SyncMaster E1720

11 KOMIIIEKTOB KJIaBUATypa+MblIlb

1 npuntep HP LaserJet 1018

1 xommyTtatop Heynpasisemslid TL-SG1024D

MIPOEKTOR), MS Visio Pro 2016 MexaucuumuimHapHas saboparopHast ctanius NI ELVIS 11 u
TPYIITOBBIX H MS Visual Studio Community 1O Circuit Design Suit
uHIUBHAyanbHEIX | Edition JIabopaTopust CXeMOTEXHUKH (HEOOXOIMMO HaIIIHe J1ad.
KOHCYJbTAIINM, Blender ctaniuu ELVIS) [paktukyM 1o mudpoBbIM dJIeMeHTaM
TEKYILETO Gimp BEIYHCIUTEIBHON 1 HH()OPMAIIMOHHO-U3MEPHUTEITHLHOM
KOHTPOJIS U Maxima TeXHHUKHU (HEOOXOAMMO HaIMYUe 1a00paTOPHOIl CTaHIINU
MIPOMEKYTOUHOM Oracle VM VirtualBox ELVIS) JlaGopatopus npoeKTUpoBaHue HU(PPOBBIX YCTPOUCTB
aTTecTaluy, StarUML V1 u niporpammupoBanus [IJTUC (Heo6XoauMo HamHu4Iue
camocTosaTenbHOl | PostgreSQL nabopatopHoii cranu ELVIS) Kommexr akceccyapos NI
paboThL. IntelliJ IDEA myRIO Starter Accessory Kit (onuuonansno) Komriekr
PyCharm Community Edition akceccyapoB NI myRIO Mechatronics Accessory Kit
Eclips Kommrekt akceccyapoB NI myRIO Embedded Systems
Adobe Reader DC Accessory Kit JIabopaTopust mporpaMMHAPOBAHS
Diptrace BCTpaMBaeMbIX cucTeM JIOKaIbHbIC BRIYUCIUTEIBHBIC CETH
Embarcadero RAD Studio XE8 (HeoOxoauMo Hanuaue taboparopHoit crannuu ELVIS)
Arduino Software (IDE) [IpombrmuieHHBIe HHTEP)EHCH M TPOTOKOIIBI (TTPOTpaMMHAas
NetBeans IDE Bepcusi) Akanemuueckas auneH3ust NI LabVIEW na
ZEAL HEOTPaHUYEHHOE KOJI-BO PaOOUYMX MECT B Mpezeax Kadeaphl.
Klite Mega Codec Pack Arduino Robot.
MS Office Standart 2007
NI LabVIEW Full
120 KaOuner Windows 10 Pro RUS 20 mocaIouHBIX MECT, pabouee MECTO MPero1aBaTels
HH)OPMATHKH, 7-Zip 20 xommbiotepoB A320M-H-CF/AMD Ryzen 5 2600X/DDR4-
TEXHOJIOTHH H SAnnexc bpayszep 2933 16I'6/SSD XPG GAMMIX S11 Pro 512I'6/NVIDIA
METOJIOB Mozilla Firefox GeForce GTX 1050 Ti/Realtek PCle GbE Family Controller
nporpammupoBanu | LibreOffice 40 monuTopoB Samsung S24R350FHI 23.8"
s LibreCAD 20 UBII CyberPower UT650EG
INomemenue s Inkscape 20 KOMIIJIEKTOB KJIaBUATypa+MblIlib
MIPOBEICHUS Notepad++. 20 rapuutyp Defenfer G-320
3aHATUI 1C:IIpeanpusitue §. Kommiaekt 1 neynpasnsiemslit kommyrarop TP-LINK TL-SG1024D
JIEKIIMOHHOT'O Kaspersky Endpoint Security 1 UnrepaxtusHas nmanens EliteBoard LR-75UT4017
THIIA, MS Access 2016
CEMUHAPCKOTo MS Project Pro 2016
THUTIA, KyPCOBBIX MS SQL Server 2019
pabot (xkypcoBeix | MS SQL Server Management
MIPOCKTOB), Studio 18.8
TPYIIOBBIX U MS Visio Pro 2016
nHauBUAYyanbHEIX | MS Visual Studio Community
KOHCYJbTaIUH, Edition
TEKYIIEero Visual Studio Code
KOHTPOJISL U Blender
IIPOMEKYTOUHOM Gimp
aTTecTaluH, Maxima
camocrosTenpHON | Oracle VM VirtualBox
paboTHL. StarUML V1
PostgreSQL
IntelliJ IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
NetBeans IDE
ZEAL
Klite Mega Codec Pack
SMath Studio
119 [Tomemenue mms Windows 10 Pro RUS 20 TocaIouHBIX MECT, pabovee MECTO IPEIOAaBaTeIs
MIPOBEICHUS 7-Zip 20 xommetotepoB H1 10M-S2-C/INTEL Pentium G4400/DDR4
3aHATHH Snnexc bpaysep -2133-41'6/TOSHIBA HDWD105/Intel HD-510/Atheros
JICKIIMOHHOTO Mozilla Firefox AR9287 Wireless
THUIA, LibreOffice 20 MOHUTOPOB
CEMHHAPCKOI0 LibreCAD 20 KOMIIIEKTOB KJIaBUATypa+Mblllb
TUIA, KypCOBBIX Inkscape 1 6ecpoBoHas Touka nocryna TP-Link TL-WAS0IND
pa6ot (kypcoBbix | Notepad++.




MPOEKTOB),
IPYNIOBBIX U
WHIABUYaTbHBIX
KOHCYJbTalUH,
TEKYIIEro
KOHTPOJIS U
IIPOMEKYTOUHOM
aTTecTanuy,
CaMOCTOSITENIbHOM
paboTHL.

1C:Ilpeanpustue 8. Kommnext
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Community
Edition

Visual Studio Code

Blender

Gimp

Maxima

Oracle VM VirtualBox
StarUML V1

PostgreSQL

IntelliJ IDEA

PyCharm Community Edition
Eclips

Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)

NetBeans IDE
ZEAL
ARIS Express
AnyLogic
Klite Mega Codec Pack
MS Office Standart 2007
115 ITomemienue aas Windows 10 Pro RUS 20 mocaiouHBIX MeCT, pabouee MECTO IpenoaaBaTelis
MPOBEICHUS 7-Zip 20 xommbiotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
3aHATHI SAunexc bpaysep 945/DDR3-1333-416/ SSD Flexis
JICKIIMOHHOTO Mozilla Firefox 120Gb/WD5000AAK/Radeon HD-5800/Atheros AR9287
THIIA, LibreOffice Wireless
CEMHHAPCKOIo LibreCAD 19 monutopoB AOC e€2243Fw 21,5”
THIA, KypCOBBIX Inkscape 1 monuTop Acer V226HQL 21,5”
pabort (xypcoBbix | Notepad++. 20 KOMILJIEKTOB KJIaBUATypa+MbIIlb
MPOEKTOR), 1C:Ilpennpustue 8. Komruiekr 1 6ecnipoBoHas Touka goctyna TP-Link TL-WAS0IND
TPYIITOBBIX H Kaspersky Endpoint Security
WHAUBUAYaTbHBIX | MS Access 2016
KOHCYJIbTaIUH, MS Project Pro 2016
TEKYIEro MS SQL Server 2019
KOHTpOJIA U MS SQL Server Management
IIPOMEKYTOYHOM Studio 18.8
aTrecTalyu, MS Visio Pro 2016
camoctosTenbHOl | MS Visual Studio Community
paboTHL. Edition
Visual Studio Code
Blender
Gimp
Maxima
Oracle VM VirtualBox
StartUML V1
PostgreSQL
IntelliJ IDEA
PyCharm Community Edition
Eclips
Adobe Reader DC
Arduino Software (IDE)
NetBeans IDE
ZEAL
Klite Mega Codec Pack
114a KabGuner Windows 10 Pro RUS 16 mocaiouHBIX MeCT, pabouee MECTO MPEIo1aBaTels
WHPOPMATHKH. 7-Zip 16 xommsiotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
[Momerenue ms Sunnexc bpaysep 945/ DDR3-1333-416/SSD Flexis
MIPOBEACHUS Mozilla Firefox 120Gb/WD5000A AKX/Radeon HD-5800/Realtek PCle GBE
3aHATHH LibreOffice 16 monutopoB AOC €2243Fw 21,5”




JIEKIMOHHOT'O LibreCAD 16 KOMIIIEKTOB KJIaBHATypa+MbIIIb
THIIA, Inkscape 1 Kommytatop LincSys SR224G
CEeMHUHAPCKOTO Notepad++. 1 IIpoektop ViewSonic PID5232

THIA, KyPCOBBIX
pabot (KypcoBbIX

1C:IIpeanpusitue 8. Kommuekr
Kaspersky Endpoint Security

1 ITpoexuuonHskIil 5kpad Luma
1 IIxa¢d TenexkoOMMyHUKAIIMOHHBIH

MIPOEKTOR), MS Access 2016 1 UBIT SMART UPS 2000
TPYIITOBBIX H MS Project Pro 2016 3 Kommytatop Cisco Catalist 2960
uHIUBHAyanbHBIX | MS SQL Server 2019 1 Konnentpatop AlterPath 16 port
KOHCYJbTAIIH, MS SQL Server Management 4 Mapmpytuzarop Cisco-2800
TEKYILETO Studio 18.8 2 Mapmpytuzatop Cisco-2811
KOHTpOJIA U MS Visio Pro 2016 6 Moayns 2-port
MIPOMEKYTOUHOM MS Visual Studio Community 2 ITanenp KOMMYTallMOHHAS
aTTeCTaIUH, Edition 12 HInyp V.35 Cable
camoctosTenbHOl | Visual Studio Code Buras mapa, Kornexrop RJ-45
paboTsI Blender 2 UHctpymeHT A 3auncTtku kabemns UTP
Gimp 1 IlpoTsixka kabenbHast, d=3,5 mm 10 M
Maxima 1 Tecrep MET'EOH 40060/11IT.
Oracle VM VirtualBox 5 MHCTpYMEHT ATt 00’KMMa BUTOH Mapsl
PostgreSQL 5 Tecrep KabeIbHBIHI

IntelliJ IDEA
PyCharm Community Edition

3 MHCTpYMEHT IS 3a/1eNKH Kabens BuTas napa tan Krone ¢
KpIOYKaMH

Eclips 3 P renedon GrandStream GXP1610

Adobe Reader DC 2 Kommurekt mist Montaka CKC (mary-manens 1U kat.5¢ UTP
Arduino Software (IDE) 24 opta-1 mr., ”HCTPYMEHT 00kUMHOM st RJ-45 1 1T,
NetBeans IDE HHCTPYMEHT IS 3a4UCTKH Kabess 1 mT., ”HCTPYMEHT ISt
ZEAL paszzienku KoHTakToB - 1 mT., LAN Ttectep 1 mirt.)

Klite Mega Codec Pack 2 Poyrep Wi-Fi poyrep Keenetic

MS Office Standart 2010 1 Cepeep GA-870A-USB3/AMD-Phenom(tm)-11-X4-945/

DDR3-1333-41'6/SSD Flexis 120Gb/WD5000A AKX/Radeon
HD-5800/Realtek PCle GBE

Ramus Educational
Micro-Cap Evaluation

8. METOANYECKHUE YKA3AHUSA J1JIAA OBYYAIOIIUXCSA ITO OCBOEHHUIO JUCHUIIJIMHBI (MOAY JISA)

B cootBerctBuu ¢ TpeboBanusivu @T'OC BO no HanpaBieHHIO MOATOTOBKU peanu3alusi KOMIETEHTHOCTHOIO OAX01a
IpeTyCMaTPUBACT UCIIOIB30BAHKE B yICOHOM TIpOIiecce aKTHBHBIX M HHTEPAKTUBHBIX (POPM IPOBENICHHUS 3aHATHH (pa30oop
KOHKPETHBIX 337124, TPOBEICHUE OJIUII-OMPOCOB, UCCIIEIOBATENECKIE pAOOTHI) B COUETAHUN C BHEAYIUTOPHOH pabOTOM C 1ENbIo
(hopMupOBaHUs U Pa3BUTHUS NPO(ECCHOHATBEHBIX HABBIKOB 00YJaIOIIUXCS.

JlexumonHnble 3auaTHs gonoiHsrores [13 u pasnuunsiMu popmamu CPC ¢ yueOHOM 1 HaydHOH JInTepatypoii. B mporecce Takoi
pabOoTHI CTYACHTHI MPHOOPETAIOT HABBIKH «TITYOOKOTO YTCHHMS - aHAIN3A M MHTEPIIPETAlNY TEKCTOB TI0 METOIOJIOTHH U METOTHKE
JUCTIUTUTHHBL.

Y4eGHbIi MaTepual no aucuuIuinee « CHCTEMHOE IPOrpaMMHOe oOecrieueHre» pas/esieH Ha JIOTHUECKH 3aBepIlIeHHbIE YacTH
(Momynm), TTocyie U3ydeHHNs1, KOTOPBIX TPETyCMaTPHBACTCS aTTecTays B popMe MICHMEHHBIX TECTOB, KOHTPOJIFHBIX padorT.
PaboTb! onieHBaIOTCS B 6aiaX, CyMMa KOTOPBIX JJaeT pEHTHHT KaxIoro o0ydatomierocs. B 6amrax oreHnBaIOTCs HE TOJIBKO
3HaHUs U HABBIKM 00YYaIOIIUXCs, HO U UX TBOPUYECKHE BO3MOXKHOCTU: aKTUBHOCTh, HEOPANHAPHOCTh PEILICHUH TTOCTaBICHHBIX
npo6iiem. Kaxkapiid MoTynb yaeOHOM QUCIUIUIMHBI BKITIOYACT 00s3aTeIbHBIC BUIBI paboT — Jekuuw, 13, pasmuansie Bugst CPC
(BBITIOJTHEHUE TOMAIITHUX 3aJaHAH [0 PEIICHHMIO 3a/1ad, OJTOTOBKA K JICKIMSAM U MTPAKTHYESCKUM 3aHATHSIM).

®dopma TeKyIIero KOHTPOJIS 3HaHUH — paboTa CTy[eHTa Ha IPaKTUIEeCKOM 3aHATHH, onpoc. DopMa MpoMeKyTOUHBIX aTTEeCTAINi —
KOHTPOJIbHAs paboTa B ayAUTOPUH, JOMAIIHsI paboTa. FiToroas popma KOHTPOIISI 3HAHHH 110 MOAYJISIM — KOHTPOJIbHAs paboTa ¢
3a/layaMy 110 MaTepHay MOIYJISL.

MeTtoandeckue yKa3aHUs IO BHIMTOJIHEHHIO BCEX BUIOB YUeOHOM pabOTHl pa3MelIeHbI B 3JIEKTPOHHON 00pa30BaTeNbHON Cpeie
aKaJeMuH.

Metoauueckre ykazaHus U MaTepHalibl 10 BUAAaM YUeOHBIX 3aHIATUH 110 JUCLUIUIMHE:

Buy yaeOHBIX 3aHATHH, paboT - OpraHu3anys IesTeIbHOCTH 00ydaromerocs

Jlexust - HaMUCaHME KOHCIEKTA JIEKNUil: KPaTKO, CXEMaTUYHO, TOCIEA0BATEIFHO (PUKCHPOBATE OCHOBHBIE IOJIOXKEHUS, BEIBOJIHI,
(hopMynHpOBKH, 0000IIEHHS, OTMEYATh BaXKHBIC MBICIH, BBIACIATH KIFOUCBBIC CIIOBA, TSPMHUHBL. [IpoBepKka TepMUHOB, MOHATHI C
MIOMOILBIO SHIUKIIONEIUH, ClIoBapeil, CIpaBOYHUKOB C BBIIMCHIBAHUEM TOJIKOBAHUH B TETPaJlb.

9. METOIUYECKHUE YKA3ZAHUSA OBYYAIOINUMCH IO BBIITOJTHEHNIO CAMOCTOATEJIBHOU PABOTbI

CamocrositenbHast paboTa CTYJCHTOB B XO/I€ CEMeCTpa SBIISIETCS BAXKHON COCTaBHOM YacThIO y4eOHOTO Mpolecca 1 HeoOXxoauma
JUTS 3aKPETICHUS U YIITyOJIeH!s 3HAaHNH, TIOTy9eHHBIX B IEPHOJ CECCHU Ha JICKIHAX, MPAKTHYECKUX M HHTEPAKTHBHBIX 3aHATHX, a
TaKoKe Ui HHAWBUAYATbHOTO U3ydeHUs TucHuInHbl « MH(opMamonHas 6e30macHOCTE) B COOTBETCTBUH C IPOTPaMMON 1
PEKOMEH/I0BAHHOW JIUTEPATYPOIl.

CamocrosiTenrbHast paboTa BEIITOTHSACTCS B BUJIE ITOJTOTOBKH JOMAIITHETO 3aIaHAs MM COOOIICHUS IO OTASIBFHBIM BOIIpOCaM,
HAMMCAHUE U 3alINTa HAyYHO-MCCIEA0BATEILCKOTO MPOEKTa.

KouTposnb kauecTBa BHITOIHEHUS! CAMOCTOATENILHON (TOMAIIHEH) pabOThl MOXKET OCYIIECTBISATHCA C IIOMOIIBIO YCTHOTO ONPOca Ha
JEKIUAX WM IIPAKTHIECKHUX 3aHATUSX, 00CY)KAEHHUS OATOTOBIEHHBIX HAyIHO-HUCCIIEI0BATENILCKUX ITPOEKTOB, TIPOBEICHHS
TECTHPOBAHHS.




YcrHbIe (HOPMBI KOHTPOIIS IOMOTYT OIIEHUTH BIAJICHUE CTYJCHTAMH XaHPaMH HAyIHOH pedn (IUCKycCusi, JUCIYT, COOOIIeHHE,
JIOKJIaJL ¥ JIp.), B KOTOPBIX PACKPHIBACTCS YMEHHUE CTYICHTOB MEPEAaTh HY)KHYIO HH(POPMAIHIO, IPAMOTHO HCIIOJIb30BaTh S3bIKOBBIC
CpPE/ICTBA, a TAKXKE OPATOPCKUE MPUEMBI TSI KOHTAKTa C ayJUTOPHEH.

[TuceMeHHBIE pabOTHI MO3BOJISIOT OLIEHUTH BIAaJICHUE HCTOYHUKAMHU, HAYIHBIM CTUJIEM U3JI0KCHHUS, I KOTOPOTO XapaKTePHBI:
JIOTHYHOCTh, TOYHOCTh TEPMUHOJIOTHH, 0O0OIIEHHOCTh U OTBJICYEHHOCTh, HACBIILIEHHOCTh (PAaKTHUECKOM HHPOpPMAaLIUEH.




