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1 MacnopT nporpamMmmel npogeccuonanbHoro Mmoay.Js IIM.02 Opranusanus
CeTEeBOro aAMUHUCTPUPOBAHUSA

1.1 ObsacTb npuMeHeHust padovel MPOrpaMMbl

PaGouass mporpamma mnpodeccuonanbroro moaynst [IM.02 Opranuzamusi ceTeBoro
aIMUHUCTPUPOBAHUS SIBIISIETCSI YaCThblO OCHOBHOW MpOGeCCHOHATIbHOM 00pa30BaTeIbHOM
nporpaMMbl B COOTBETCTBUU C (peJiepalbHBIMU TOCYIApPCTBEHHBIMU 0O0pa30BaTEeIbHBIMU
CTaHJapTaMu IO CHEIUaIbHOCTH cpeaHero mnpodeccuoHanbHoro obpaszoanus 09.02.06
CerteBoe ¥ CUCTEMHOE aIMUHUCTPUPOBAHUE.

1.2. Mecto npogeccnoHaabHOro MmoayJs B crpykrype OIIOII

JucuunnuHa sBiagerca (eaepaabHbM KOMIIOHEHTOM MpO(EeCCHOHAIbHOTO LHUKIIA
JUCUUIUIMH ~ JUIsl  CHEUUAIbHOCTM M BXOAMT B  MNPOPECCHOHAIBbHBIA M OOLIUH
€CTECTBEHHOHAYYHBIHN LIUKI.

1.3. Leuan, 3a1a4mn 1 NJIAHUPYeMble pe3yJabTaThl H3yUeHusi NPo¢ecCHOHATBHOIO
MOIYJIst

[lens 3TOM OUCUMIUIMHBI — JAaTh MPEACTABICHHE: O POJM M MECTE€ 3HAHUU IO
JUCHUIUIMHE TP OCBOECHUU CMEKHBIX TUCIUIUIMH 10 BHIOpaHHOM CIIEIMAIBHOCTH U B cdepe
npodeCCUOHATILHON JIeATCIbHOCTH.



1.3.1. Ilepeyennb 00mMMX KOMIIETEHIM A

Kon HanMmeHOBaHHe 001X KOMITIETEHITHIA

OK 1. Br10upath croco0Os! pemeHus 3a1a4 mpo(ecCHOoHANBHOMN ASITeTbHOCTH, TPUMEHUTEIHHO K
pa3IMYHBIM KOHTEKCTaM

OK 2. OcCymiecTBNATh TMOWCK, AaHAIM3 W HMHTEPHpPETAlUI0 WHPOpPMAIMH, HEOOXOAMMOW Uit
BBITIOJTHEHUS 33719 PO ECCHOHATBHOMN NS TEIEHOCTH

OK 3. [TmaHupoBaTh M pealn30BBIBaTh COOCTBEHHOE MPO(ECCHOHATLHOE M IMYHOCTHOE Pa3BUTHE.

OK 4. Paborath B KOJUIEKTHUBE U KOMaH[E, 3 (HEKTUBHO B3aUMOIEHCTBOBATD C KOJIJIETAMH,

PYKOBOACTBOM, KIIMCHTAMH.

OK 5. OcCylIeCTBIATh YCTHYIO U TUCbMEHHYI0 KOMMYHHKAIIMIO HAa TOCYTAPCTBEHHOM S3BIKE C
y4eTOM O0COOEHHOCTEH COIMANIBHOTO U KYJIbTYPHOIO KOHTEKCTA.

OK 6. [IposiBNIATh  TPaKIAHCKO-IATPHOTUYECKYHO  TMO3UIMIO,  JIEMOHCTPHPOBAaTh  OCO3HAHHOE
IIOBEIEHUE HAa OCHOBE O0IIEUEIIOBEYECKUX [IEHHOCTEI.

OK 7. ConelicTBOBaTb COXPaHEHMIO OKpY’KaloIEH cpensl, pecypcocOepexeHuo, 3((HEKTUBHO
JIEMCTBOBATH B YPE3BBIYaNHBIX CUTYaLUsX.

OK 8. Hcnonb3oBath cpencTBa (pU3HMUECKON KyIbTYPBI JUISI COXpPaHEHHS U YKPETIJICHUS 37J0POBbS B
nporecce MPoGECCHOHANBHON — ESATENPHOCTH W MOJ/IEpKaHHE HEOOXOANMOIO0  YpPOBHS
(U3NIECKOI MOATOTOBICHHOCTH.

OK 9. Hcnonp3oBate nHOPMAIIOHHBIE TEXHOJIOTHH B TPO(ECCHOHANBHOM AATETFHOCTH

OK 10. [onp30BaTbes MpodeccHoHANBHOM JOKYMEHTAIIUEeH Ha TOCYJapCTBEHHOM W HHOCTPaHHOM
SA3BIKE.

OK 11. [1nanupoBaTh NpeaNPUHUMATEILCKYIO IEATENBHOCTh B IPO(eCCHOHAIBHOM chepe

1.3.2. Ilepe4eHb NpoecCHOHATBHBIX KOMIIETCHIM I

Kon HaumeHoBaHue BU/I0B /1esITeIbHOCTH M NPOdecCHOHATbHBIX KOMIIETeH Mt
BJI 2. Opranu3zanus CeTeBOro aAMUHUCTPUPOBAHHUS
[IK 2.1 AJIMUHUCTPUPOBATH JIOKAJIbHBIE BEIYUCIUTEIbHBIE CETU U IPUHUMATh MEPBI 10 YCTPAHEHUIO
BO3MOJKHBIX COOEB.
K 2.2 AJIMUHHUCTPUPOBATH CETEBBIC PECYPChl B MHPOPMAIIMOHHBIX CUCTEMaX.
[IK 2.3 OOGecrieunBath CcOOp JaHHBIX [UI aHAIWM3a MCHOJNB30BaHMA M (PYHKIIMOHUPOBAHHUS

MMpOrpaMMHO-TCXHUYCCKUX CPCACTB KOMIILIOTCPHBIX ceTer

K 2.4 B3anMopeiicTBOBaTh CO CIEMAIMCTAMH CMEKHOTO PO ISt TPH pa3paboTKe METOIOB,
CPEACTB M TEXHOJIOTHI NPUMEHEHHUSI 00BEKTOB MPO(ECCHOHATEHON IS TETHHOCTH.

1.3.3. B pe3yabTaTe ocBoeHusi NPOeCCHOHAIBHOI0 MOXYJISI CTY/IEHT JI0JIKEH:

WmeTh npakTHYecKuid | yCTaHOBKE, HACTPOHKE M COMTPOBOKACHNH, KOHTPOJIE HCIIOIB30BAHUS CEPBEPA U
OTIBIT B pabouux cTaHIMi 1J1s1 6e30macHOM nmepeaayr nHpopMarum.

yMETh aAMMHHUCTPUPOBATH JIOKAJIbHBIE BBIYUCIUTEIbHBIE CETH;
NPUHUMATh MEPHI [0 YCTPAHEHUIO BO3MOXHBIX COOEB;
o0ecrieynBaTh 3alIUTy PH MOAKIIOYCHUN K MHPOPMAIIMOHHO-
TEJIEKOMMYHUKalMOHHOM ceTh "MHTepHeT".

3HATh OCHOBHBIC HAIPaBJICHUS aIMHHUACTPUPOBAHHS KOMITBIOTEPHBIX CETEH;

YTUIUTHI, QYHKIMH, YJaJTIEHHOE YIIPABICHUE CEPBEPOM;

TEXHOJIOTHIO O€30MaCHOCTH, TIPOTOKOJIOB aBTOPHU3AIINHY, KOHPHUICHIIHATEHOCTH U
0€30MacHOCTH MpHU PabOTe C CETEBBIMU PECYPCAMH.




1.5 O6beMm 06111€00pa30oBaTeILHOI MPOrpaMmbl oOyJaronierocs — 966 4acos, B
TOM

quce:

00s3aTeNIbHON ayAUTOPHOM yueOHOM Harpy3Ku 00y4aronierocs ¢ y4eToM MpakTUK —
852 yaca;

CaMOCTOATENLHOM paboThI 00yUarorierocs — 76 yaca.

Jlexumu — 270 gacos;

[IpakTrueckue 3aHaTUSA — 336 4aCOB;

Koncynpranuun — 10 gacos;

Kypcosas pa6ora — 30 yacos;

[IpomesxyTouHast aTTecTanus — 3k3aMeH (28 4acoB)



2. CTpykKTypa u coiep:kaHue MpodeccHOHATBLHOT0 MOTYJIsI

2.1. CTpykrypa npo¢ecCuOHATIBLHOI0 MOAYJIsI

3aHATHS BO B3aUMOJICHCTBHUHU C MPENoJaBaTesieM, 4ac gjgg KoHeyJb
OO6yuenue no MJIK [pakTuxu tal Tannu
Konpr Haumenosanus CymmapHsIit
[IpouzBoacTeeH
npoeccruoHan pasnernoB 00BeM
JlabopatopHbIx Has [Tpomerx
BHBIX 00X pohecCHOHATHFHOTO HarpysKu, KypcoBbix
o Bcero | Jlekmu u VYuebHas (ecm YTOYHAas
KOMITETEHIN I MOTYJIS yac. pabort
u MPaKTHYECKUX (IpoeKToR) MIPEeIyCMOTpEHa | aTTeCTall
3aHATHH p paccpenoroueH us
Has MPaKTUKA)
1 2 3 4 5 6 7 8 9 10 11 12
MJK.02.01.
OK 0I-11 AI[MHHH(;TI;I;E:)MHHG 312 274 120 154 6 28 4
MK 2.1 - 2.4 eere
OTIePaIMOHHBIX
CHCTEM
MJK.02.02.
OK 01-11 IIporpammuoe
[IK2.1-24 obecrieyeHne 180 142 48 64 30 12 20 6
KOMIIBIOTEPHBIX CeTel
MJIK.02.03.
OK 01-11 Opranu3zarnus s o - . »
K 2.1-24 aIMUHUCTPHUPOBAHUS
KOMITBIOTEPHBIX
cHCTEM
YyeOHas mpakTHKa
(1o mpoduTo
OK 01-11 CIEIHUATBEHOCTH),
72 72 72
[IK2.1-24 gacoB (ecu
NpeayCcMOTpeHa
HUTOTOBAs

' O6BeM caMOCTOATENBHON PabOTH 06YYAIOMIUXCSA ONPENEIAETCS 00Pa30BaTENBHOM Opranu3aueil B cooTseTcTBrH ¢ TpeGosanusamu ®I'OC CIIO B npenenax o0beMa yaeOHON AUCIUTLIHHEL
B KOJIMYECTBE YaCOB, HEOOXOIUMOM JIJIsl BBIMOJIHEHUsI 33[IaHUi CAaMOCTOSATENILHOM PaboThl 00yUarOLIUXCS, IPEYCMOTPEHHBIM TEMATHUYECKUM INIAHOM U COJIEpKaHHEeM Y4eOHOM AUCIIMILUINHBI
(MEeXIUCIUIUTHHAPHOTO Kypca).



(KOHIIEHTpUpOBaHHAs)
MIPaKTHKA)

OK 01-11
[K21-24

[TpouzBoacTBEHHAs
MpakTuKa (1o
MIPOQIITIO
CIIETINATLHOCTH),
JacoB (eciu
IpeyCMOTpEeHa
UTOTOBast
(KOHIIEHTpHUpOBaHHAS)
MIPAKTHKA)

144

144

144

DK3aMEH IO MOIYJIIO

10

10

Bcero:

978

852

270

336

30

72

144

28

76

10




2.2. TemaTu4yeckHMid IJIAH U coiepKaAHUE TPO(EeCCHOHATIBHOT0 MOLYJIsI

HaumenoBanue pa3aeJioB u
TeM NMPodhecCHOHATILHOTO

Coaep:xanue yuyeOHOro MaTepuaa,

O0bém B
monyJas (IIM), JabopaTopHbie padoThl M MIPAKTHYECKHUE 3aHATHSA, CAMOCTOSITeJIbHAA yueOHas padoTa
MEKTUCHUIITIMHAPHBIX KYPCOB o0yyarmmxcsi, KypcoBasi pa6ota (IpoekT) (eciau NpeyCMOTPEHBDI) Hacax
(MIK)
1 2 3
Paznea 1.
AJIMHUHUCTPUPOBAHHE CETEBBIX
ONnepanuoOHHBIX CHCTEM
M/IK.02.01. 312
AJIMMHHCTPHPOBaHHE CETEBbIX
OnepanuoOHHBIX CHCTEM
Tema 1.1 YcraHoBka u Coaepxanmne 78

HacTpoiika Windows Server
2012 R2

1

PasBeprbeiBanue n ynpasiaenue Windows Server 2012 R2

0630p Windows Server 2012R2. YcranoBka Windows Server 2012R2. Hactpoiika Windows Server
2012R2 nocne ycranoBku. O630p 3a1a4 no ynpasinenuto Windows Server 2012R2. Beenenue B
Windows PowerShell

Beenenne B 1oMenHble cepBuchbl Ciryx0b1 Katasora
Beenenue B AD DS. O630p pyHKIuiT KOHTpoJUIepa JOMEHa. Y CTaHOBKa KOHTpOJLIepa JOMEHa

Ynpasiienue o0beKTaMu J0MeHHBIX cay:k0 Cay:x0b1 Karanora
VYrpapieHue y4eTHbIMU 3aMUCSIMU TOJIb30BaTEeNeH. Y IpaBIeHUE rpynnaMu. Y IPaBJI€HUE YYETHBIMU
3aMmucaMH KOMIbIOTEpOB. JlenernpoBaHue aIMUHUCTPATUBHBIX 33724

ABTOMaTH3alUs AAMUHUCTPUPOBAHUA JOMEeHHBIX cJ1yx0 Ciayx0b1 KaTanora

Hcnonb3oBaHue cpeAcTB KOMaHIHOW CTpoku ans aamuHuctpupoBanus AD DS. Hcnonb3oBanue
Windows PowerShell s agmuauctpupoBanust AD DS. TlpousBenenrne MHOKECTBEHHBIX ONepaIuit
¢ ucnoas3oBannemM Windows PowerShell.

IIpumenenne nporoxosa DHCP
VYcranoBka posin DHCP cepsep. Hactpoiika DHCP obnacreii. Ynpasnenne 6a3oit qanasix DHCP.
3amura 1 Mouutopuar DHCP




6 IIpumenenne DNS
[Tporecc pazpemenust umeH B Windows. YcranoBka cepBepa DNS. Ynpasnenue 3onamu DNS

7 IIpumeHeHMe JIOKAJBHOTO XPAHWINILA JAHHBIX
O030p METOAOB XpaHEHUs JaHHBIX. Y IPAaBICHHUE TUCKaMH U ToMaMu. Vcroabp30BaHue IPOCTPAHCTB
XpaHEHUsI

8 IIpumeHeHnne pail10BoI CTyKOBI H CJIY:KOBI IEYATH
3ammra (aityioB ¥ mamnok. 3anuTa marnok cpeJcTBaM1u TeHEeBOTro KonupoBaHus. Hactpoiika Pabounx
nanok. Hactpolika ceTeBoii nevyatu

9 IIpuMeHeHHe rpynnoBoi NOJIUTHKH
O0630p rpymnmoBoi momuTHkH. OOpadoTKa IPYMIOBHIX MOMUTUK. [IpMEeHeHNE IICHTPaTU30BaHHOTO
XpaHWIUIIA AIMUHICTPATUBHBIX MMA0JIOHOB

10 | 3amura cepBepoB Windows npumMeHeHneM 00bEKTOB rPyNNnoOBOM MOJUTHKH
O0630p Oe3omacHoCTH oOmnepannoHHBIX cucteM Windows. HacTpoiika mapameTpoB 0€30MacHOCTH.
Orpannuenne mnpuknagnoro I1O. Hactpoiika Opannmayspa Windows ¢ pacIIMpeHHOM
0€30MacHOCTBIO

11 | Ilpumenenne cepBepHoil BUpTyaan3anuu ¢ Hyper-V
O0630p TexHonoruit Buptyanuzanuu. [IpumenenueHyper-V. Ypasnenue XpaHUIUILEM BUPTYyaJIbHBIX
MalliH. YIpaBlieHuEe BUPTYalIbHBIMU CETSIMU

Tema 1.2Aamunuctpupoanue | Coaep:kanue 78
Windows Server 2012 R2 1 Hactpoiika u ycTpaneHue HenoJiaaok ciayx0b1 DNS

Hactpoiika cepsepnoii poinu DNS. Hactpoiika 300 DNS. Hacrtpoiika nepenaun 30u61 DNS.
VYmpasnenue ciyx60it DNS u ycTpaneHnue Hemosanok

2 IMonnepxkka noMeHHbIX ciay:k0 Cayx0b1 KaTajora
0O630p AD DS. Hcnonb3oBanue BUPTYaTU3MPOBAHHBIX KOHTPOJIIIEPOB JoMeHa. [IpuMenenue
KOHTPOJIJIEPOB JJOMEHA ¢ JoCcTyIoM Toibko Ha ureHrne (RODC). A nmunanctpupoBanue AD DS.
VYmpasnenue 6a30ii nanapix AD DS

3 YnpasieHue noJjib30BaTeJJbCKUMH U CJIYKeOHBIMHM Y4eTHBIMH 3aNHCAMU
Hactpoiika [lonuTtrku naposneit u [Tonutuku 610kupoBkH yueTHoi 3anucu. Hactpolika
YrpaBisieMo# ciTy)keOHOM yYIeTHOU 3aIucH

4 Buenpenue nngpactpykrypsl I'pynnoBbIx noJIuTukK
O630p I'pynnoBoii monuTtuky. BHeapeHne u anMuHUCTpUpoBaHue [ pynmoBeix monuTuk. O61acth

10




NecTBUS U OPSAA0K 00paboTku ['pynmoBbIX NOTUTHK. Y CTpaHEHHE HETOa 10K IPUMEHEHHUS
['pynmoBbIX TOTUTHUK

YnpasieHue nojib30BaTe/ibCKMM Pad04uM CT0JIOM Yepe3 [ pynnoByo nNoJIMTHKY

[Ipumenenne  AIMHHUCTpaTUBHBIX  1a0noHOB.  HacTpoilika  mpUMEHEHHs  CKPUNTOB U
nepeHanpasieHus nanok. Hacrpoiika mnpennoureHuit B ['pynmoBod  NONMTHKE.  YIIpaBJIEHUE
IIPOrpaMMHBIM OOecrieueHueM uepe3 [ 'pynnoByro MoIUTUKY

YcTraHoBKa, HACTPOIKA M yCTPaHeHHe HenoJ1aaok posan Cepsep CeTeBoil MOJIMTHKH.

¥YcranoBka u HacTpoiika ponu Cepsep CereBoit monutuku. HacTpolika KJIMEHTOB U CEPBEPOB
RADIUS. Meroasl npoBepKH NOATUHHOCTH cepBepa CereBoil MONMUTHKA. MOHUTOPUHT U
ycTpaHenue Henonagok posn Cepsep CeTeBol NOJUTUKU

IIpumeHeHMe 3aIIUTHI 1O0CTYNA K CETH

00630p 3amuTel qoctyna k cetd (NAP). O6G30p mporecca MpUMEHEHHS 3alWThl JOCTYNa K CETH.
Hactpoiika NAP. Hacrpoiika npumenenuss NAP yepe3 npunyaurensHsle [PSec B3aumonencTusl.
MoHuTOpUHT U ycTpaHeHue Henonaaok NAP

Hcnoab3oBanne yaajJeHHOT0 10CTyNa

O030p TEXHOJOTUH yAaNEeHHOro AOocCTyma. BHeapenue TtexHonoruu DirectAccess ¢ MOMOIIBIO
MacTepa HaudaJlbHOW HACTPOWKU. BHeApeHWe W ympaBlieHHUE DPACHIMPCHHON WHQPPACTPYKTYpOi
DirectAccess. Buenpenne VPN. Bueapenne Web Application Proxy

Onrumusanus pailjioBbIX CEPBUCOB

O0630p aucneruepa pecypcoB (aitnoBoro cepsepa — FSRM. Ucnonbs3zoBanne FSRM nns ynpasnenus
KBOTaMH, (paiiJIOBBIM 3KpaHHPOBAHHUEM M OTYETAaMM IO HMCIIOJIb30BAaHUIO XpaHwiuia. [Ipumenenue
knaccudukanuu (ainoB u 3amad mo ympasieHuto ¢aitnamu. O630p pacrpeneneHHON QaiinoBoi
cuctemsl DFS. Hactpoiika nmenoBanHoro npoctpanctsa DFS. HacTpoiika u ycTpaHeHne Hemnonauok
permukamuu DFS

10

Hacrpoiika mmdpoBaHus ¥ paCHIMPEHHOI0 ayJAUTa
[udposanue quckos ¢ ucnoib3oBanueM BitLocker. [llndposanue daitnos ¢ ucnonszoBanrem EFS.
Hactpolika pacmumpeHHoro ayaura.

11

Pa3BepThiBaHHE U NOIIEPKKA CEPBEPHBIX 00pa30B

00630p cyx0b1 pazBepThiBanmst Windows. Ynpasnenue oopazamu. [I[puMeHeHne pa3BepThIBaHUS C
MIOMOIIIBIO CITY’KOBI pa3BepThiBaHuss Windows. A IMHUHHUCTPUPOBAHKE CITY>KOBI pa3BEPThIBAHUS
Windows.
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12 | BHeapeHue ynpaBjieHHs1 0OHOBJICHUSIMHU
0630p WSUS. PaspepreiBanue 06HOBIeHMIT TocpeacTtBoM WSUS

13 | MonnTopunr Windows Server 2012
CpenctBa monuTopunra. McnosbzoBanne MoHUTOpA MPOU3BOAUTETLHOCTA. MOHUTOPHHT KYpPHAIOB

COOBITHI.
B Tom uMciIe IpaKTHYECKUX 3aHATHI U JJA0OPaTOPHBIX padoT 78
1 Hacrpoiika u ycTpaHeHue Henomiaaok ciy>k061 DNS
2 ITonnepxka ADDS
3 VYnpaBieHue Mojib30BaTeIbCKUMH U CITYKEOHBIMU YUETHBIMU 3aMUCSIMU
4 Bueapenne unppacTpykTypsl [ pynmoBbIx MOJTUTHK
5 VYnpasiieHue noib30BaTebCKUM pabourM CTOJIOM depe3 ['pynnoByro NONIUTHKY
6 VYcranoBka u HacTpoiika posnu Cepep CeTeBoi NOIUTUKN
7 [IpuMeHeHue 3auThl 10CTyna K CETH
8 Buenpenue texnonoruu DirectAccess ¢ MOMOLIbI0 MacTepa HayalbHON HACTPONKHU
9 PasBepTriBaHMe pacmpeHHol HHPpacTpyKTyphl DirectAccess
10 | Buenpenue VPN
11 | Buenpenune Web Application Proxy
12 | Hacrpoiika KBoT u (aiinoBoro sxpanupoBanusi B FSRM
13 | [Ipumenenue DFS
14 | Hacrpoiika mudpoBaHus 1 pacUIMPEHHOTO ayIUTa
15 | Ucnonb3oBanue ciry:x0bl pazBepTbiBanus Windows i passepteiBanust WindowsServer 2012
16 | BHenpenue ynpaBieHUss OOHOBICHUAMHU
17 | Monuropusar WindowsServer 2012
Tema 1.3. OcHoBsl Linux. Coaep:xkanue 78

1 | Benenue
Beenenue B muctuminny. 3uakomctBo ¢ VM Ware vSphere.

2 | daiaosbie cucreMbl OC Linux
daitnossie cucrembl OC Linux. Co3nanue U pa3MeTKa KeCTKOTO JAUCKa

3 | HoaroroBka cepBepa OC Linux
BapuanTts! ycranoBku. PesepBHoe konupoBanue. CoznaHue CHUMKOB. PazMeTka )kecTKoro Aucka.

4 | Hacrpoiika web-cepBepoB B OC Linux
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[Tpotokon HTTP. Be6-ceprep Nginx. OOpaTHOe npokcupoBaHue B Nginx.
5 | Hacrpoiika cepsepa DNS B OC Linux
[Iporoxon DNS
6 | Hacrpoiika cepsepa DHCP B OC Linux
[TpoToxon DHCP
7 | Hacrpoiika ¢aiyioBbix cepBepoB B OC Linux
ITporoxon FTP. ®aiinoBas cuctema NFS. daitnossiii cepsep Samba.
8 | Hacrpoiika cepsepoB B/l B OC Linux
CYBA MySQL. CYBJI MongoDB
9 | Konreiinepsl Docker
Konreitnepsr Docker.Crioco0s1 cBsizu koHTeliHepoB Docker.
10 | IIpoexkTHpoBaHUe
[IpoextupoBanue. BBenenune. Amnamu3 TpeOoBanmif. Peammsamust  cucrembl.  CocTaBieHue
JTOKYMEHTAITUU
Paznen 2.11Iporpammuoe
o0ecrneyeHre KOMNBIOTEPHBIX
ceTei
M/K.02.02. IIporpammHoe 180
o0ecrieyeHue KOMIIbIOTEPHBIX
cere
Tema 2.1. Peanu3zanus Coaepxanue 60
KJIMEHTCKOM 1 OueHka u onpeeeHue NapaMeTpoB pa3BepThiBaHus KiHeHTCKUX OC
HH(PACTPYKTYPHbI O0630p KUZHEHHOTO LIUKJIa KIIMEHTCKUX KOMITBIOTEPOB npeanpusatus. OueHka o00py10BaHuUs U
TOTOBHOCTH MH(PACTPYKTYphI K pa3BepThiBaHUIO KiIMeHTCKUX OC. O030p METO/I0B pa3BepThIBaAHUS
kimenTckux OC B cpezie oprann3anui. TeXHOIOTUH JTUIEH3HOHHON aKTHBALMH JUTSI KITMEHTCKUX
KOMIIBIOTEPOB B opranuzanuu. [ImanupoBanue ctpaternu paszseproiBanus kiaueHTckux OC. Coop
JOaHHBIX 00 HHGpacTpyKType. Peanuszanus pemenns TMIeH3H0OHHON aKTHBAIH
2 I[InanupoBaHue cTpaTeruu ynpasJjeHus oopa3aMu
0630p popmartoB o6paza Windows. O630p cpeacts yrpasiaeHus: oopazamu (Image Management).
Onenka 6u3HeC-TpeOOBaHUH I MOJIEPIKKH CTPATETUH YIPaBICHUs 00pa3aMHu.
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Peanm3anus 0e30macHOCTH KJIMEHTCKHX CHCTEM

Peanuzanus neHTpanu3oBaHHOro pemenus mno 6esonacHoct knueHTckux OC. [lnanupoBanue u
peanuzanus BitLocker. [InanupoBanue u peanuzanus mudposanus ¢ nomouisto EFS. Hactpoiika
6e3omacHocTH kiueHTcKux OC ¢ moMobio rpynnoBoi noauTuku. Hactpolika mudpoBaHus 1ucka ¢
nomoinbio BitLocker. Peanmzarus pemenns neHTpanuzoBanHoro ynpasienus EFS. Peanmmzarus
peleHus Ui BOCCTAaHOBJICHHUS (aiiyioB, 3amuiieHHbx EFS.

3axBar u ynpasJieHue o0paszamu kaneHTckux OC

0630p Windows ADK. Ynpasnenue cpenoit npenxycranoBkun Windows (Windows PE). Coznanue
ncxotHoro 06pasa ¢ momornisio Windows SIM u Sysprep. 3axBaT 1 00CTYKUBaHUIO STAJIOHHOTO
obpa3a. Hactpoiika u ynpasnenue ciyx060i pazsepteiBanus Windows (Windows Deployment
Services). Hactpoiika Windows PE. YcTaHoBKka 3Ta0HHOI0 KOMIIbIOTEPA € TIOMOIIbIO (aiina
otBeToB. OOpaboTKa 3TAIOHHOTO KOMIIbIOTEpa ¢ moMoInbto Sysprep. Co3nanue (aiina 0TBETOB ¢
nomoitnsio Windows SIM. YcTaHOBKA 3TaJOHHOT'O KOMITBIOTEPA € TIOMOIIBIO (aiijia OTBETOB.
O06paboTKa ATaJOHHOTO KOMITbIOTEPA C MOMOIIbI0 Sysprep. Services [ImanupoBanue cpeabt
WindowsDeploymentServices. YcraHoBka u HacTpoiika cepBepHoii poinut WDS. 3axBart 3TaIOHHOTO
obpasa ¢ momompio WDS. PazseptriBanne o6pasa ¢ momoinisio WDS

Il1anupoBaHue U peaju3alus MUTPallUH 10/1b30BATEIbCKOM CPeabl

O0630p crocob0B MUrpaLIMK M0JIb30BATENBCKOM cpeibl. [InaHnpoBaHue MUTpaLuy MOJIb30BATENIBLCKOM
cpenbl ¢ nomoibo USMT. Murpanuus coctosiHust nosibzoBatens ¢ nomouisto USMT. IlnanupoBanue
MUTpaIMU M0JIb30BaTeNbekoit cpepl. Co3nanue u HacTpoiika XML-daiinoB USMT. COop gaHHBIX U
BOCCTaHOBJICHHS PO I moJbp30Bartes ¢ nomousio USMT. BrinonHeHne MUTpaliuy ¢ CO3/1aHuEM
KECTKHUX CCBIJIOK

IInanupoBanue u passeprbiBanne kjaneHTCKUX OC ¢ nomombio Microsoft Deployment Toolkit
[TnanupoBanue cpensl Lite Touch Installation. Peanuzarus MDT 2012 gnst Lite Touch Installation.
WuTterpanus ciayx06 passeptoiBanust Windows ¢ MDT. ITnanuposanue cpensl Lite Touch Installation.
YcranoBka MDT 2012 u Heo6xoaumbix koMrnoHeHTOB. Co3nanue u HacTpoiika MDT 2012
Deployment Share. Pa3zsepTriBanue u 3axBat oopasa sranonnoit OC. Unrerparmus WDS ¢ MDT 2012
s obecriedeHust BO3MOKHOCTe 3arpy3ku PXE.

14




IliianupoBanme u passeprbiBanue KianeHTCknX OC ¢ momombio System Center Configuration
Manager 2012

[TnanupoBanuecpensl Zero Touch Installation. [Toaroroska caiita qs passepteiBanust OC.
[TocTpoenue 3TaoHHOrO 00pa3a Ha OCHOBE NoceaoBaTeNbHOCTH 3a1a4y Configuration Manager.
Ucnons3zoBanue nocienosarenbHocTH 3a1a4 MDT niist pa3BepThIBaHUS KIMEHTCKUX 00pa3o0B.
[TmanupoBaHue MHPPACTPYKTYPHI pa3BEPTHIBAHUS ONEPAMOHHON crcTeMBI. [loAroToBKa cpenbl Zero
Touch Installation. Hactpoiika nakeTroB pa3BepThiBaHUS U 00pa3oB cucteMbl. [loaroroska cpeant
ZeroTouchlnstallation

IInanupoBanue n peanuszanus ciaysk0 ynajaenHoro nocryna (Remote Desktop Services)

O0630p ciyxk0b1 ynanenHoro padouero croina. [Tmanupoanue cpenst Remote Desktop Services.
Hactpoiika pa3BepTbiBaHus HHPPACTPYKTYPBI BUPTYyalIbHbIX pabouunx cTojoB. HacTpoiika qoctyna k
KIIMEHTaM Ha OCHOBe ceaHcoB (Session-Based Desktop). Pactmpenue cpeast Remote Desktop
Services B Untepnet. [ImannpoBanue cpeast Remote Desktop Services. Hactpotika crienapust
MHPPACTPYKTYpbl BUPTYaIbHBIX pabo4ux cTojoB. HacTpoiika clieHapus 10cTyna Ha OCHOBE CEaHCOB.
IIpoexktupoBanue noauTk 10308 RDS. Hactpoiika nurozoB RDS

YnpasieHnue BUPTyaau3anueil MoJib30BaTeJbCKOI0 COCTOAHUSA I KaueHTcknx OC
OpraHu3anuu

O0630p BupTyanuzanuu npoduis nmoaszonarens. [ImannpoBanue BUpPTyalIn3auy mpopus
noJnp3oBarens. Hactpolika nepemernaemMbix mpoduiei, nepeHanpapieHus Nanok 1 aBTOHOMHBIX
(offline) daiinoB. Peanmu3zamust BupTyanu3anun padoTsl mojiabp3oBartens ot Microsoft (Microsoft User
Experience Virtualization). [ItanupoBanue BUpTyanu3anuu mpouis mojib3oBarens. Peanmnsanus
BUPTYaJIU3alUH IPO(UIIS T0JIb30BATENS.

10

[lnanupoBanue u peanu3anus HHPPACTPYKTYPHI 0OHOBJIEHHUIH I/l MOAEPKKH KJIHEHTCKHX
OC opranusanuu

[TnanupoBanue MHOPACTPYKTYPHl OOHOBJICHHH sl OpraHu3anyu. Peanusanus moagepxxu
0OHOBJIEHUH TTporpaMMHOTO obecrieueHus ¢ nmomotibio Configuration Manager 2012. Ynpasienue
OOHOBJICHUSAMU JJIs1 BUPTYaJIbHBIX MalllMH U 00pa3oB. McnonszoBanne Windows Intune st
yIIpaBJIeHUs] OOHOBIICHNE MTPOTrpaMMHOTo obecrniedenus. [InanupoBanue nHGpacTpyKTyphI
obOHoBNeHM. Peanu3zanust 0OHOBIIEHUH TporpaMMHOTo obecrieueHus ¢ nomoinpio Configuration
Manager 2012. Peanu3anus OOHOBJICHUH IPOrpaMMHOT0 odecrieueHus it ONOIUOTEK BUPTYaTbHBIX
MaIlH.
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11

3ammTa KOMNBIOTEPOB NPeANPUATHA OT BPEJOHOCHBIX MPOrPAaMM M NMOTEPb JAHHBIX

0630p System Center 2012 Endpoint Protection. Hactpoiika Endpoint Protection Client Settings u
MoHuTOpHHTa coctosiHus. Mcnonp3oBanne Windows Intune Endpoint Protection. 3amura
kueHTckux OC ¢ momomrsto System Center 2012 Data Protection Manager. Hactpoiika u
pasBepThiBanue noautuk EndpointProtection. Hactpoiika mapameTpoB KIHEHTA ISl TIOAICPIKKH
Endpoint Protection. MOHUTOPHHT 3aIIMTHl KOHEYHBIX ToueK. HacTpoiika u mpoBepKa 3ammuThl
JIAHHBIX KJIMEHTA

12 | MOHMTOPHHT NPOU3BOAUTEIHLHOCTH U PA60TOCIIOCOOHOCTH HHPPACTPYKTYPBI KiMeHTckux OC

ITpon3BoUTENBHOCTE U PA0OTOCTIOCOOHOCTh HHPPACTPYKTYphI KIHMEHTCKUX OC. MOHUTOPUHT
MHPPACTPYKTYPHl BUPTYaJIbHBIX KIHeHTOB. Hactpoiika Operations Manager /Uit MOHUTOPHHTA
BHUPTYaJIbHBIX CPE].

B ToM 4uHciIe MpaKTHYECKUX 3aAHATHIA U J1a00pPATOPHBIX padoT

1 OneHka 1 onpeaeseHne napaMeTpoB pa3BePThIBAaHMS

2 [TnanupoBaHue cTpaTeruy ynpaBieHUs 00pa3aMu

3 Hactpoiika 6€300acHOCTH KIMEHTCKUX CUCTEM

4 Hacrpoiika mu¢poBanus daitnos ¢ nomomsio EFS

5 ITonroroBka o6pasa u cpeasl npeaycTaHoBku Y craHoBka Windows ADK

6 Co3pnanue sTanoHHoro odpasa ¢ nomouisto Windows SIM u Sysprep Co3nanue daiina 0TBETOB ¢
nomoieo Windows SIM

7 Co3nanue u 06cmyKMBaHUE 3TATOHHOTO 0Opa3a
Hacrpoiika u ynpasnenue Windows Deployment Services [Inanuposanue cpenst Windows
Deployment Services

9 [InanupoBaHue U peanu3anysi MUTPaLuU M0JIb30BaTEIbCKON CPEIbI

10 MI/IFpaI_[I/I}I COCTOSHHA ITIOJIB30BATCIIA C CO3AAaHUEM KECTKHUX CCBIIIOK

11

IInanupoBanue u pasBepreiBanue kineHTCKux OC ¢ nomomibro MDT

12 | [logroroBka cpepl s pa3BEPTHIBAHUS ONEPAIMOHHON CUCTEMBI

13

Hcnons3oBanue MDT u Configuration Manager amst nmoarotoBku Zero-Touch Installation

14 | [InaaupoBanwue u peanm3anus nHGpacTpykTypsl Remote Desktop Services

15

Pacmmpenue noctyna k MatepueT mist uHpacTpykTtypbl RDS

16 | Pa3BepThiBaHuE U MOAEPKKA BUPTYATU3ALUHN TPOGUIIS TOTH30BATENS

17 | IIpoexTrupoBaHue U peanu3anus QailioBbIX CIIyKO

60
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18

Peanuzamus Client Endpoint Protection Hactpotiika Toukn Endpoint Protection

19

Hactpoiika Data Protection amsi faHHBIX KJIMEHTCKOTO KOMIIbIOTEpa

20

MOHUTOPHHT IPOU3BOIUTEIBLHOCTH U pab0TOCIIOCOOHOCTH HH(PACTPYKTYphl KiHeHTCKkuX OC
Hacrporika

Tema 2.2. Peanu3aums cpeasbl
HACTOJIbHBIX NPHJIOKEHUI.

Coaep:xanue

1

Pa3paboTka cTpaTerum pasBepTbiBaHHUS NPUIIOKEHUH

Onpenenenue 6u3Hec-TpeOOBaHMM 1J1s pa3BepThIBaHMs MpuUiIokeHuiH. O030p cTpaTerun
pa3BepThIBaHMSI IPUIIOKEHUH. BrIOOp moaxoadielt crpaTeruy pa3BepThIBAaHUS TPUIIOKEHUHN [
oduca.

JluarnocTuka u odecrneyeHue COBMECTUMOCTH NMPUJIOKEHUH

Jlnaraoctrka mpo0ieM COBMECTUMOCTH MpuiIokeHnid. OLIeHKa U pean3aliys pemeHui 1mo
BOCCTaHOBJIEHUIO. Permenne mpo0aeMbl COBMECTUMOCTH ¢ moMoIbio Application Compatibility
Toolkit. YctanoBka u HacTpoiika ACT. AHanu3 noTeHIHaIbHbIX IPOOJIEM COBMECTUMOCTH. Pemenue
po06sieM COBMECTUMOCTH MPUIIOKEHUI. ABTOMATH3AIUS pa3BePThIBAHUS MPOTPAMMHBIX CPEICTB
oOecreueHnss COBMECTUMOCTH (shims)

Pa3BepThiBaHHe NPUJIOKEHHUI ¢ TOMOIIBIO IPYNNOBBIX NOoaUTHK U Windows Intune
PasBepTrIBaHME NPWIOKEHUI C IOMOLIBIO IPYIIIIOBBIX MOJUTUK. Pa3BepThiBaHNE IPUIOKEHUH C
nomortbio Windows Intune. Pa3BepThiBaHNE MPUTOKEHHI ¢ TOMOIIBIO TPYMIOBBIX MOJUTHK. 3aTyCK
cumyssinan Windows Intune.

Pa3sBeprhiBanue npuioxeHuii ¢ nomombio System Center Configuration Manager
Konuenmun pa3BepTeiBanus NpuiiokeHui ¢ nomorpio Configuration Manager 2012. Pa3epToiBanue
npunoxeHnui ¢ momoribio Configuration Manager 2012. Coznanue 3anpocoB Configuration Manager
2012. Coznanue KoJIeKIuii noabs3oBarenei u ycrpoiictB Configuration Manager 2012.

Pa3BepThiBaHus1 caM000CTy’KMBaeMbIX IPUJIOKEHUH

KoHuenuu pa3BepThiBaHUS caMO00OCTyKMBAaeMBIX MpuiioxkeHuid. Hactpoiika caMmoo0cCiyKuBaeMbIX
npunoxkeHuit ¢ Windows Intune. PasBepTeiBanmsi caM000CTyKUBAEMBIX TPUIOKEHHI C
Configuration Manager 2012. Pa3BepThIBaHUSI CAMOOOCITYKUBAEMBIX MIPUIIOKEHUH ¢ Service
Manager 2012. IToaroroska System Center Configuration Manager 2012 ju1st monaep:xku Service
Manager 2012 Self-Service Portal. Hactpoiika ServiceManager 2012 Self-ServicePortal. IIposepka
BO3MOKHOCTH MPEIOCTaBICHUS IPHIIOKESHHUH 1MOJIb30BaTelsiM ¢ momoinbsio Self-Service Portal.

60
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IIpoexTupoBaHue U peau3anusa HHPPACTPYKTYPhI BUPTYAJIU3aALUH NPEACTABICHHI

Onenka TpeboBaHuUil BUpTyanu3auuu npejacrasienuil. [InannpoBanue nHppacTpyKTyphl
BUpPTyallM3aliy IpeacTaBieHuil. PazBepTeiBaHne HH(PACTPYKTYPhl BUPTYATU3ALMHU [IPEICTABICHHH.
Pa3BepThiBaHNEe HHPPACTPYKTYpPbI BBICOKOM TOTOBHOCTH JUIsl BUPTYaJIU3alluy IPEICTaBICHUN

IloaroroBka, HacCTPOMKAa M pa3BepThIBAHME NPEICTABICHUH BUPTYaJIU3alluH MPUJI0KEHUN
Omnpenenenue cTpaTeruy NpeCTaBICHUN BUPTyalln3alluy NpUiIoxkeHuil. Pa3BepTeiBaHNE y1aI€HHOTO
pabouero crona, RemoteApp, u RD Web Access. Pa3BeprriBanue npunokenuit Ha RD Session Host.
Hacrpoiika u pa3sepreiBanue npuinoxennit RemoteApp. IIpoBepka BO3MOXKHOCTH UCIIOIB30BAaHUS
npuiiokeHui ¢ nomoisio RD Web Access.

IIpoexTUpOBaHue U pa3BepPTHIBAHKE CPEAbI BUPTYAJIM3ALUH NPUJIOKEHU I

O0630p Mozenel BUPTyaIu3aliy NpuiIokeHnil. Pa3BepTeiBaHNEe KOMIIOHEHTOB HHPPACTPYKTYPHI
BUPTYyaIM3aluU NPUI0KeHUN. HacTpolika KIMEHTCKON MOANEPKKH BUPTYaIu3alluy IPUIIOKEHUN.
[TnanupoBaHue pa3BepThIBaHUS App-V posell 1 KOMIOHEHTOB. Pa3BepThiBaHNEe HHPPACTPYKTYPHI
App-V. Hacrpoiika knuenta App-V

IToaroroBka K BUPTyaJM3alH U pa3BepThIBAHUE BUPTYAJbHBIX NPUJIO0KEHU I

[ToaroToBka npuitoKeHU JJ1s1 BHITIOTHEHUS B cpenie App-V. Pa3BepThiBaHue npriioxKeHuit App-V.
VYcranoBka u HacTpoiika App-V Sequencer. [loaroroBka npuinoxeHuii K BUPTyaln3alyu.
PasBeptriBanune App-V npunoxxenuii ¢ momouipto Configuration Manager.

10

IlnannpoBanue U peajn3anus 0€30MACHOCTH U 00OHOBJICHUS NPUJIOKEHU I

[TnanupoBaHue oOHOBICHUS pUIOXKEeHUH. Pa3BepTriBanue 06HOBIEeHUH ¢ momolbio WSUS.
Pa3BeprriBanne 00HOBICHMI ¢ momoinsio Configuration Manager 2012. Peanu3anus 6€30macHOCTH
npuioxeHuid. OGHOBIEHHE pPa3BEPHYTHIX NpHIIokeHNH. OOHOBIIEHUE MPUIIOXKEHUH App-V.
Pa3zBepTriBanue nonmutuk AppLocker mist yripaBiaeHus 3amyCKoM MPUI0KESHHM.

11

IInanupoBaHue u peaju3anusi 0OHOBJIEHHUS U 3aMeHbI MPUJI0KEHU

[TnanupoBanue U peann3aiys 0OHOBIECHUS IPUIIOKEHUHN U 3aMeIIeHHs npuiioxkeHnit. [ImanupoBanue
U peayin3alus CoCylIeCTBOBaHUS NpuiiokeHnit. OOHOBJICHHE pa3BEPHYTHIX NMPHIOKEHHA. 3aMeHa
pa3BepHYTHIX NMpuiioxkeHuil. HacTpoiika cocyiiecTBOBaHuUS pa3InYHBIX BEPCUI MPUITIOKEHUS
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12

MOHUTOPHHT pa3BepPTHIBAHKS, HCII0JIb30BAHUS U MPOU3BOAUTEIbHOCTH MPUJIOKEHUI
[TnanupoBanue u peanusanus HHPPaCTPYKTypbl MOHUTOPUHTA MPUIIOKEHUH. MeTpHkw,
MHBEHTapU3alMsl U aHAJIU3 PECYPCOEMKOCTH IPUIIOKEHNH. MOHUTOPUHT UCIIOJIB30BaHUS PECYPCOB
npuiiokeHui. [lnanupoBanne HHBEHTapU3alUK NpuiokeHni. Opranu3anus HHBEHTapu3aluu
IPOrpaMMHOro obecrieueHus. MeTpuky UCoab30BaHuUs MPHII0KEHUH. MOHUTOPUHT HCTIOIb30BaHHUE
pecypcoB cepepoB RD Session Host mpunoxenusmu. CHIDKCHUE TMKOBOM HAarpy3KH Ha peCcypChl

MIPUIIOKEHUSIMU
Pasnen 3.0pranusanus
aIMMHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CHCTEM
M/K.02.03. Opranusanus 248
aIMHUHMCTPUPOBAHNUS
KOMIIbIOTEPHBIX CHCTEM
Tema 3.1 IIpoekTHpoBanue U Conepxanue 84
peajmu3anus cepBepHOM 1 IlnannpoBaHue anrpena 1 MUrpallu cepBepa
HH(}PACTPYKTYPHI Pexomenmanuu no anrpeiiny u murpaiuu. Co3naHue miaHa anrpeiia 1 MUrpalmu cepBepa.
[InanupoBaHue BUPTYaIU3auu
2 IlnannpoBaHue ¥ BHeAPeHUE HH(PPACTPYKTYPbI VI Pa3BepThIBAHUS CEPBEPOB
Br160p noaxonsiieit crpateruu cozgaHus 00pas3oB cepsepa. BHenpeHue cTpareruy aBToMaTH4eCcKOro
pa3BepThIBaHUSA
3 IInanupoBaHue u pa3BepTbIBaHUE CEPBEPOB € UCIOJIb30BAHUEM ANCIIeTYEPAa BUPTYAJIbHBIX
mamuH (VMM)
O0630p aucneruepa BUpTyanbHbIX MaiuH B System Center 2012 R2. Peanuzauus 6ubiuorex u
npodueit qucreryepa BUpPTyalbHbIX MamyH. [ImannpoBanue u pa3sepreiBanue ciayx0 VMM.
4 IIpoexTupoBaHue U BHeJApeHUEe UHPPACTPYKTYPHI JiecoB U 10MeHOB Active Directory Domain
Services
[TpoextupoBanue neca AD DS. TlpoektrupoBanue u peain3aius 10BEPUTEIbHBIX OTHOIICHUN MEXITY
necamu. [IpoextupoBanue unrerpanuu ADDS ¢ WindowsAzureActiveDirectory. [IpoektupoBanue u
coznanne fomeHoB AD DS. [IpoektupoBanue npoctpanctB uMeH DNS B cpene AD DS.
[IpoekTupoBanue 10BepUTENbHBIX OTHOIIEHUH AD DS.
5 IIpoexTupoBanue u peaausanus HHPpacTpykTypsbl noapasaenenuit (OU) u paspemennii AD
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DS
[InanupoBaHue  JEJIErMpOBaHUS  AIMUHUCTPATUBHBIX  3a1ad. IIpoektupoBaHue  CTPYKTypBI
noapaznenennii OU. [IpoektupoBanue u BHeapeHue crparerun rpynn AD DS

IIpoexTHpOBaHMe U BHepEeHHE CTPATErHM IPYNIOBBIX MOJUTHK

Co6op Tpebyemoit mMHpOpPMAaNUU I MPOSKTUPOBAHMS TPYNIOBBIX MOJUTHK. [IpoekTHpoBaHUWE H
BHE/IpEHHE IPYNIOBBIX MOJUTHK. [IpoekTrpoBanne 00pabOTKU rpyNMOBBIX MOJUTUK. [lnaHpoBaHue
YIIPABJICHUS TPYNIIOBBIMH ITOJINTUKAMH

IIpoexTupoBanue u peanusanus pusndeckoi rononornu AD DS

[TpoexTupoBanue u peanuzauusi caitoB Active Directory. IlpoexTupoBanue perukanmuu Active
Directory. [IpoexTipoBaHue pa3MeIIeHUs] KOHTPOJUIEPOB JAOMEHA. BupTyanmuszaius KOHTPOJIEPOB
nomeHa. [IpoekTrpoBaHne BHICOKOW JOCTYITHOCTH KOHTPOJIIIEPOB TOMEHA

IInanupoBaHue U peaju3anus XPAHUIUIL JAHHBIX
[TnanmpoBanne wu BHeapenue 1SCSI SAN. IlmanupoBanme wu BHeapeHue Storage Spaces.
Ontumuzarust HaisToBbIX CIyKO0 11 PrtHanos.

IMnanupoBanue U peaau3anus 3alUTHI ceTeil
O0630p mpoekTHpoBaHus Oe30macHoCTH ceTel. [IpoekTupoBaHue U BHEIPEHUE UCTIONB30BAHUS
Windows Firewall. [IpoektupoBanue u BHenpeHue nHppacTpykrypsl NAP
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IIpoexTHpoBaHMe U peau3anusl 3aIUTHI CJIYKO 10CTyNA K CeTH
[TnanupoBanue u BHenpenue DirectAccess. [InanupoBanue u BHenpenne VPN. [lnanupoBanue u
BHeapeHne Web Application Proxy. [TnanupoBanue ciioxHoM HHPPACTPYKTYpPhI yIAIEHHOTO AOCTyIa

Tema 3.2. Peaam3anus
NMPOJABUHYTOM CepBEePHOM
HH(ppacTPyKTYpbI

Coaep:xanue

1

00630p ynpasiaenus LHeaTpom O0padoTku JJaHHBIX IpeANPUATHSA
0630p O/ npeanpusitusa. O630p kommnoHeHT SystemCenter 2012 R2

IInanupoBaHue u peaJn3anus CTPaTeruu BUPTYAJIU3alUH CEPBEPOB
[TnanupoBaHue pa3BepThIBAHMS JUCTIeTYEpa BUPTYyanbHBIX MamuH (VMM). [InanupoBanue u
pean3anus CepBEepHOI BUPTYyalU3allUu.

IInanupoBaHue U peanu3anus ceTeBOi HHPPACTPYKTYPHI M CUCTEM XPAHEHH AAHHBIX IS
BUPTYAJIN3ALUH

[TnaHupoBaHue cucTEM XpaHEHUs AJIs BUPTyanu3aluy. Peanusanus cucreM XpaHeHUs I
BUpTyanu3aiuu. [lnaHupoBanue u peannzanus ceTeBoil HHQPACTPYKTYphI AJ1s1 BUPTyaJIn3alliuu.
[InanupoBaHue U peann3anus BUPTyaIu3alluu CETH

82
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IlnannpoBaHue U pa3BepThIBAHUE BUPTYAJbHBIX MALIMH

[InanupoBanue mapamMeTpoB BUPTYaJIbHbIX MamiMH. [1oATOTOBKAa K pa3BepTHIBAHUIO BUPTYAJIbHBIX
MAIIIMH C UCTIOJIh30BAaHUEM JIUCIIeTYepa BUPTyanbHbIX MamuH (VMM). Pa3BepTriBaHne BUPTYaTbHBIX
MamuH. [TnanupoBanue u peanuzanus perkua Hyper-V

InanupoBaHue U peaju3anus pemieHUs M0 AAMUHUCTPHUPOBAHUIO BUPTYATU3aALHH
[TnanupoBaHue U peanu3aiys aBTOMaTU3alMK ¢ ucnoiab3oBanueM System Center 2012 R2.
[TnanupoBanue u peanuszauus MicrosoftSystemCenterAdministration. [TnanupoBanue u peanuzauus
Self-Service ¢ ucnonb3oBanuem System Center 2012 R2. [InanupoBanue u peanusanus yCTaHOBKH
OOHOBJICHHI B HHPPACTPYKTYPE CEPBEPHOIN BUPTYATH3AINN

IInanupoBaHue u peaJu3anus CTpaTerni MOHUTOPHHIA CEPBEPOB
[Tnarupoanue morutopurara B Windows Server 2012 R2. O630p SystemCenterOperationsManager.
[InanupoBaHue U HACTPOMKA KOMIIOHEHT MOHUTOpUHra. Hactpolika B3aumoneiicrsus ¢ VMM

IInanupoBaHue u peaJu3anus pemieHHil BbICOKOH JOCTYIHOCTH AJIs1 (PAHJIOBBIX CJIYKO U
NPHJI0KEHU I

[InanupoBanue u peanuzanus Storage Spaces. [ImanupoBanue u peanuzanua DFS. [InanupoBanue u
peanuszauus NLB

Ils1anupoBaHue U peajn3anus pelieHuil BLICOKOH JOCTYITHOCTH HA OCHOBE KJIACTEPOB
[TnanupoBaHue HHPPACTPYKTYPHI OTKA30YCTOWYHMBBIX KJIacTepoB. BHepeHne 0Tka30yCcTOWIHBOTrO
knacrepa. [lnanupoBanue U peann3aius CUCTEMbl YCTAHOBKH OOHOBJICHHUH JIJIS1 OTKA30YCTOWYHBOTO
Kimactepa. MHTerpanuss  OTKa30yCTOMYMBBIX — KJIACTEpOB M BHpTyammsauuu. llimaHupoBanue
pacrpenes€HHbIX 0TKa30yCTONYMBBIX KJIACTEPOB

IliianupoBanme u peajusanus crparerun decrnepedoiiHoi padoorsl (Business Continuity
Strategy)

O0630p cTpaterun 6ecriepeoiinoi paboTsl. [ImannpoBanue U peanuzanus CTpaTeruil pe3epBHOTO
konupoBanus. [InaHupoBanue U peanusanus BoccTaHOBICHUs. [lmaHMpoBaHNe U peamu3arus
pPE3epBHOr0 KOIMMPOBAHUS U BOCCTAHOBIICHUS] BUPTYAJIbHBIX MAIINH
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IlnanupoBanue H peaju3anus HHGPACTPYKTYPbI OTKPBITHIX KIKYel

[ImanupoBanue W pa3BepTHIBAHUE YIAOCTOBEPSAIOMIMX LEHTPOB. llnaHupoBanwe u peanmusarus
mabioHOB cepTU(UKaTOB. [lmaHupoBaHume M peanu3alys BbIAYM U OT3bIBA CEPTU(HUKATOB.
[InanupoBaHue U peanusanus apXuBalu U BOCCTAHOBIICHUS KIIFOYEH
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11 | IlnannpoBanue n pa3seproiBanue AD FS

[TnanupoBanue u peanuzanus uappactpykrypsl AD FS. Ilnanuposanue u peamuzauus AD FS Claim
Providers u Relying Parties. IlmanupoBanume u peammsanus AD FS Claims u Claim Rules.
[TmanupoBanue u peanmzanus Web Application Proxy

12 | [InannpoBaHUe U peau3anusi IOCTYNA K JTaHHBIM JIJIsl OJIb30BaTeN el M YCTPOICTB
[Tnanuposanue u peanuzamnus DAC. [InanupoBanue noakioueHus Kk pabouemy mecty (Workplace
Join). IlnmanupoBanue pabouunx manok (Work Folders)

13 | IlnanupoBaHue U peaau3anus cJay:K0bl ynpaBJjeHHs IPaBaMHU

0O630p AD RMS. IlnanupoBanue u peanuzanus knactepa AD RMS. [lnanupoBanue u BHeIpeHHE
mabnoHoB AD RMS u nonutuk AD RMS. IlinanupoBanue u peainzanus BHEIIHETo gocTymna Kk AD
RMS. ITmanupoBanue u peanuzanus B3aumozeiicteus AD RMS u Dynamic Access Control.

B Tom uHciIe NpaKTHYECKUX 3aHATHI U JJA00PaTOPHBIX padoT

OcyuiecTBieHne KOHPUTYPUPOBAHHS IPOTPAMMHOT0 OOECIICUeHHUs Ha cepBepax M pabovrX CTaHIIHAX.
VYcraHoBKa MpaB JOCTyIAa U KOHTPOJIb UCIIOJIb30BaHUS CETEBBIX PECYPCOB

AJIMUHUCTPUPOBAHHUE CEPBEPOB

Pacu€t ctouMocTH ceTeBOro 000pyI0BaHMS U IPOrPAMMHOTO 00eCTICUeHUs

Peructpanus nons3oBaTenen JIOKaIbHON CETH

AR e e

Ocy1iecTBiIeHNE aHTUBUPYCHON 3aIIUTHI

82

Y4yeOHasi npaKkTHKa

IIpumepHbIii nepeyeHb padoT:

AJMUHUCTPUPOBAHNE CEPBEPOB U pabOUYUX CTAHIIUH.

Opranu3anus 10CTyna K JIOKaJIbHBIM ceTIM U MIHTepHeTy.

VY cTaHOBKA U COIIPOBOXKACHUE CETEBBIX CEPBUCOB.

Pacuér croumocTu cereBoro 000py1I0BaHUs M IPOrPAaMMHOT0 00ECTICUEeHUS!.

CO60p HaHHBIX IS aHAJTU3A UCIIOIB30BAHUS IIPOTPAMMHO-TEXHUUYECKUX CPECTB KOMIBIOTEPHBIX CETEH.

A

Oo0ecrieueHne ceTeBoil 0E€30IMaCHOCTHA

72
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IIpon3BoacTBeHHAs MPAKTHKA pa3/iesia
IIpumepHbIii IepeyeHb padoT:
1. VYcraHoBka Ha cepBepbl U paboUMe CTAHLUU: ONepAIMOHHBIE CUCTEMbI U HEOOX01uMOe JUIsl pabOoThI TPOrpaMMHOE 00eCIICUeHHE.

2. Tlomnepxxka B pabOTOCIIOCOOHOM COCTOSIHUM MPOTPAMMHOE 00ECTIeYeHHE CEPBEPOB U padOUMX CTAHLIUIA.
3. Peructpauus nojap3oBaTenel JOKaIbHOM CETH U IOYTOBOIO CEPBEPA, Ha3HAUAET UJICHTU(PUKATOPHI U MAPOJIH.
4. Ob6ecneueHne CBOEBPEMEHHOTO KOTMPOBAHMSI, ApXUBUPOBAHUS U PE3€PBUPOBAHNS TaHHBIX.
5. TlpunsTHE MEp MO BOCCTAHOBICHUIO PA0OTOCIIOCOOHOCTH JIOKATBHON CETH MPH COOSX UM BBIXOJIE U3 CTPOS CETEBOr0 000pyA0BaHUS. 144
BrisiBnenue omu0oK nojb30BaTeNnei 1 MpOrpaMMHOT0 0OecTieueHus U MPUHATHE MEp IO UX UCIIPABJICHHUIO.
6. IIpoBeneHre MOHUTOPUHTA CETH, pPa3padaThIBATh MPEIOKEHHS 110 PA3BUTHIO HH(PACTPYKTYPHI CETH.
7. ObecrieueHne ceTeBoi 0€30MaCHOCTH (3aIUTY OT HECAaHKIIHOHUPOBAHHOTO JIOCTYIIA K HH(OPMAIMH, IPOCMOTPA WIH U3MEHEHHUS
CUCTEMHBIX (pailyIOB U JaHHBIX ), 06€30MACHOCTh MEKCETEBOTO B3aUMOICHCTBHSI.
8. Ocy1iecTBIeHNE aHTUBUPYCHOM 3alTUTHI JIOKAJTbHOU BEIUMCIUTEIBHON CETH, CEPBEPOB U PAOOUMX CTAHIIHIA.
JIokyMEeHTHpOBaHUE BCEX MPOU3BEICHHBIX JCHCTBUH.
IIpome:xxyToyHas aTTecTanus 10

Bcero

966
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2.3 O0pa3oBarebHbIC TEXHOJOTUH, HCIIOJIb3YyeMble IPH MIPOBeIeHUH
ayIUTOPHBIX 3aHATUI

OO0pazoBaTelbHbIE TEXHOJIOTHH, MCIOJIb3yEeMbIE MPHU peallh3alliu Pa3iudyHbIX BUJIOB
y4ueOHOM padoThl U Aatouue Haubosee 3PpHEeKTUBHBIE PE3yIbTaThl OCBOCHUS JUCITUTUIHHABI.

B cootBerctBun ¢ TpeboBanusmu PI'OC CIIO mo crneuualbHOCTH peanu3aius
KOMIIETEHTHOCTHOTO TMOJXO0JIa JOJDKHA MpeayCcMaTpuBaTh IMIUPOKOE HCIOJIb30BaHUE B
y4eOHOM TMpoIecce aKTUBHBIX M  HHTEPAKTUBHBIX (OpPM  MPOBEACHUS  3aHATUH
(KOMITBIOTEPHBIX CUMYJISIIIUN, JEIOBBIX U POJIEBBIX WUTP, pa300p KOHKPETHBIX CUTYallHi,
NICUXOJIOTUYECKUE W WHBbIE TPEHUHTH M T.J.) B COUYETAHUM C BHEAyJUTOPHON paboTol C
1eNbI0 (POPMUPOBAHMS U PA3BUTHS TPEOYyEMBbIX KOMIIETEHIIUN 00YYaIOIUXCsl.

Buasr 06pa3oBaTeIbHBIX TEXHOJIOTHA.

OOpa3oBaTenbpHass TEXHOJIOTHUSA — OTO COBOKYHMHOCTh HAyYHO U MPAKTUYECKH
000CHOBaHHBIX METOJIOB U1 UHCTPYMEHTOB JIJIsl TIOCTHXKEHUS 3allJIAHUPOBAHHBIX PE3yJIbTaTOB
B oOnactu oOpa3zoBanusi. [IpuMeHeHHWE KOHKPETHBIX OOpPa30BaTENIbHBIX TEXHOJOTUNA B
y4eOHOM  Mpolecce  ompeaensercs  crneuddukoil  y4yeOHOM  NEATENbHOCTH, €€
UH(OPMAIMOHHO-PECYPCHOM OCHOBBI M BUAOB YUEOHOU pabOTHI.

1. TpanunuoHHble 00pa30BaTEIbHBIE TEXHOJOTHH OPUEHTHUPYIOTCS HA OPTaHU3AIUIO
00pa3oBaTENBLHOIO Mpollecca, MNPEANOJIAralllyl0 MPSMYIO TPaHCISAUUIO 3HAaHUW OT
npenojaBarenss K CTyAEHTY  (MPEUMYIIECTBEHHO HA  OCHOBE  OOBSICHUTEIBHO-
WJUTFOCTPATUBHBIX METOAOB OOydeHMs). YueOHasl NeATeIbHOCTh CTYJ€HTa HOCUT B TaKUX
YCJIOBUSIX, KaK IPaBUIIO, PENPOAYKTUBHBIN XapakTep.

[Tpumepsl GpopM ydeOHBIX 3aHSITHH C UCIOJIL30BAaHUEM TPAJAUITMOHHBIX TEXHOJIOTHH:

Jlexuusi — mocyenoBaTeIbHOE U3JI0KEHUE MaTepuana B JUCUUIUIMHAPHOW  JIOTHKE,
OCYUIIECTBIISIEMOE MPEUMYIIIECTBEHHO BEPOATLHBIMU CpeICTBAMH (MOHOJIOT TIPETIO1aBaTEeNs).

Cemunap — Oecema mperogaBaTedsi ¢ CTYACHTOB, OOCYXXJICHHE 3apaHee
MOATOTOBJIEHHBIX COOOIICHUH, MPOEKTOB MO KaXXJIOMY BOIPOCY IJIaHA 3aHSATUS C €IUHBIM
JUISI BCEX MIEPEYHEM PEKOMEH1yEeMOM 0053aTeIbHOM U JOTIOTHUTEIHON JINTEPATYPBhI.

[IpakTuyeckoe 3aHsITHE — 3aHSITHE, MOCBSIICHHOE OCBOCHUIO KOHKPETHBIX YMEHUU U
HABBIKOB TI0 MPEIJIOKEHHOMY aJITOPUTMY.

Jlaboparopnas pabGora — opraHuzanusi ydeOHOW paboOThl C  peadbHbIMU
MaTepuaJibHbIMU U HUHQPOPMAIMOHHBIMU OOBEKTaMM, DJKCIEPUMEHTalIbHas pabora ¢
AQHAJIOTOBBIMH MOJIEISIMU PEATTbHBIX 0OHEKTOB.

2. TexHonoruu npo6IeMHOr0 00y4YeHHs] — OpraHu3aIus 00pa30BaTeILHOTO MpoIlecca,
KOTOpasi TMPEIoJiaraeT MOCTAaHOBKY MPOOJIEMHBIX BOIMPOCOB, co3nanue 20 ydeOHBIX
NPOOJIEMHBIX CHUTyallud JJIsi CTUMYJIHPOBAHHE AKTUBHOW IO3HABATEIHHOU JESITEIBHOCTH

CTYACHTOB.
[Tpumepsl GopM y4eOHBIX 3aHATHH C HMCIOJB30BAaHUEM TEXHOJOTHHA MPOOJIEMHOTO
o0y4eHwusI:
[IpoGiieMHass JneKnus — W3JIOKEHWE Marepuaia, MPeIoiararoliee IMMOCTaHOBKY

HpO6H€MHBIX N JUCKYCCHUOHHBIX BOIIPOCOB, OCBCIICHUC PA3JIMYHBIX HAYYHBIX ITOAXOI0B,
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aBTOPCKHE KOMMEHTapUHU, CBA3aHHBIE C PA3JIMUYHBIMU MOJEISIMU HWHTEpIpPETaAlUU
M3y4yaeMoro maTepuania.

[IpakTtrueckoe 3aHsTHE B (OpME NpPaKTUKyMa — oOpraHu3anus y4eOHOW paboThl,
HaIpaBJIeHHas Ha pellleHne KOMIUIEKCHOW y4eOHO-TT03HABATENbHOM 3aa4un, TPpeOyome oT
CTyZI€HTa TPUMEHEHHS KaK HAYYHO-TEOPETUUECKUX 3HAHMM, TaK U MPAKTUUECKUX HABBIKOB.

[IpakTueckoe 3aHsATHE HA OCHOBE Keic-MeTona («METOJ KEHWCOBY», «KEUC-CTainy») —
00y4eHHEe B KOHTEKCTE MOJEIUPYEMOM CUTyallud, BOCIPOM3BOISAIICH peanbHbIe YCIOBUS
HAay4YHOM, MPOU3BOJICTBEHHOHN, OOIIECTBEHHON JAesaTeabHOCTH. OOydyaromuecss TOJDKHBI
IPOAHATU3UPOBATh CHUTYAILIMIO, Pa300paTbcsi B CyTH MpoOJeM, MPEIOKUThH BO3MOKHbBIC
pemieHuss U BeIOpaTh Jdyuimiee U3 Hux. Keicel 0asupyrorcss Ha peanbHOM (HaKTHUYECKOM
MaTepHalie WK K€ MPUOIMKEHBI K PEaIbHOW CUTYaIliH.

3. rpoBbie TEXHOJIOTUU — OpraHu3aIys 00pa30BaTeIbHOTO MPOIEcca, OCHOBaHHAs Ha
PEKOHCTPYKLIMU MOJENEN OBEICHUS B paMKaX MPEIJI0KEHHBIX CLIEHAPHBIX YCIOBUM.

[Tpumeps! GopM yueOHBIX 3aHITHI ¢ UCIIOJIB30BAHUEM UT'POBBIX TEXHOJIOTUM:

JlenoBast urpa — MOJIEJIMPOBAHKUE PA3JIMYHBIX CUTYalluM, CBA3aHHBIX C BHIPAOOTKOW U
INPUHSATHEM COBMECTHBIX pelIeHUH, OOCYXJIEHHEM BOIPOCOB B PEXKHUME «MO3TOBOTO
HITYpMay, PEKOHCTPYKIHEH GyHKIIMOHATHHOTO B3aUMOJICHCTBUS B KOJIJIEKTHUBE U T.II.

PoneBast urpa — umuTanMs WM PEKOHCTPYKLMS MOJEJIEH POJIEBOTO IOBEICHUS B
MPEAJIOKEHHBIX CIEHAPHBIX YCIOBHUSX.

4. TexXHOJOTHH MPOEKTHOTO OOyUeHUsI — OpraHu3alis 00pa30BaTeIbLHOrO Mpolecca B
COOTBETCTBHUM C AJICOPUTMOM IOATAIMHOTO PEIICHUsI MPOOJIEMHON 3aJa4i WM BBIOJIHEHUS
yueOHOoro 3amanus. IIpoekT mpenamnonaraer COBMECTHYIO —Y4€OHO-IIO3HABATENIbHYIO
NEATEeIbHOCTh TPYIIBI CTYACHTOB, HAITPABICHHYIO HA BHIPAOOTKY KOHIIEIIIUU, YCTAHOBIICHHUE
nene u 3aaad, (GOPMYJIUPOBKY OXKHUIAEMBIX pPE3yJIbTATOB, OMNPEIEICHUE MPUHILIUIIOB U
METOJIMK PEIIeHUS MOCTABICHHBIX 3aJ1ay, IJIAHUPOBAHUE X0/1a pabOThI, TOUCK TOCTYIHBIX U
ONTUMAJIBHBIX ~ PECYpCOB, TMOATANHYK peaju3aluio IJlaHa paboThl, MPE3CHTAINIO
pPE3yIbTAaTOB PabOThI, KX OCMBICIICHUE U PEPIEKCHIO.

OCHOBHBIE THUIIBI IPOEKTOB:

HccnenoBarenbCkuil MPOEKT — CTPYyKTypa mpubamxeHa K ¢Gopmary Hay4dHOTro
UCCIIeIOBaHMS (JI0KA3aTEeNbCTBO AKTYyaJIbHOCTH TEMBI, OINpEJEICHHe HayYyHOU MTpOoOIeMbl,
npeaMera U 00beKTa MCCIeOBaHUs, 1€ U 3a/lay, METOJ0B, HICTOYHUKOB, BBIJIBUKECHUE
TUTIOTE3BI, 0000IICHNE Pe3yIbTATOB, BBIBOJIBI, 0003HAYCHIE HOBBIX MPOOIIEM).

TBOpUeCcKHil MPOEKT, KaK MPaBWIO, HE UMEET JE€TaIbHO MPOPA0OTAaHHON CTPYKTYPHI;
y4eOHO-TI03HaBaTENbHAs JI€ATEIbHOCTh CTYJEHTOB OCYIIECTBISIETCA B paMKax PamMOYHOTO
3a/laHus, TOAYMHSSACH JIOTUKE M HWHTEpecaM YYacCTHUKOB IMPOEKTa, >KAHPY KOHEUYHOTO
pesynbTarta (razera, GuiabM, Ipa3gHUK U T.11.).

NudopmanimoHHslii MPOEKT — Yy4eOHO-MO3HABATENbHAS JIEATENBHOCTh C  SIPKO
BBIPAKEHHOM 9JBPHUCTUYECKOW HANPABJICHHOCTHIO (MOWCK, OTOOp H CHUCTEMaTU3allus
uHpopMalM O KaKOM-TO OOBEKTEe, O3HAKOMJICHHME YYAaCTHUKOB TIPOEKTAa C JTOH
uHdopmarmei, ee ananu3 u 0000IIeHUE IJIsT TPE3EHTAIMU 00JIee TMPOKON ayTUTOPHH ).

5. HTepakTUBHBIEC TEXHOJIOTUU — OpraHu3alvs 00pa3oBaTeIbHOr0 Mpolecca, KoTopas
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IpeanosaraeT akTUBHOE U HEIMHEWHOE B3aMMOJICHCTBHE BCEX YYACTHUKOB, JOCTIKEHUE HA
ATOW OCHOBE JIMYHOCTHO 3HAYMMOTO JJIsi HUX 00pa3oBaTeNbHOTO pe3ynbrara. Hapsmy co
CHEIUATN3UPOBAHHBIMM ~ TEXHOJIOTHSIMH ~ TAaKOTO poAa TPHUHIUI  MHTEPAKTUBHOCTH
TIPOCIICKUBACTCS B OOIBIIMHCTBE COBPEMEHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH.

[Tpumepsr (opM yueOHBIX 3aHATUHA C WCIOJB30BAaHUEM  CIEIHATN3UPOBAHHBIX
WHTEPAKTUBHBIX TEXHOJIOTHI:

— JIeKIus «oOpaTHOW CBSI3M» — JICKIUS—TIPOBOKAIMS (M3JIO)KCHHE Marepuana C
3apaHee 3aIIaHuPOBAHHBIMH OITUOKAMH),

— Jnekumsa-Oecena,

— JICKIUS-TUCKYCCHS,

— CEMHHAp-IUCKYCCUS — KOJUIGKTHBHOE OOCYXXJEHHE KaKOro-JTMOO CIIOPHOTO
BOIPOCA, TPOOJIEMbI, BBISIBIIEHNE MHEHUI B TPYIIIIC.

6. HudbopmarmoHHO-KOMMYHUKAIIMOHHBIE  00pa30BaTeIbHBIC  TEXHOJOTHH  —
OpTaHU3aIHS 00pa30BaTENHHOTO mporiecca, OCHOBaHHAs Ha IPUMEHEHUHN
CTICIIMATU3UPOBAHHBIX  MPOTPAMMHBIX Cpell M TEXHHUYECKHX CpPEIACTB paboThl ¢
uHbOopMaIuen.

[Ipumepsl  ¢GopM  y4eOHBIX 3aHATHH C  HCHOJB30BaHWEM HMHGOPMAIIMOHHO-
KOMMYHHKAIIHOHHBIX TEXHOJIOTHUH:

- Jlexuus-Bu3yanu3aius — HW3JI0KCHUE COJCPKaHUS COMPOBOXKIACTCS IPE3CHTAIUCH
(meMoHCTpareil y4yeOHBIX MaTepHalioB, TMPEACTABICHHBIX B PA3JIMYHBIX 3HAKOBBIX
CUCTEMAax, B T.4. WILTIOCTPATUBHBIX, TPAPUIECKUX, AYJUO0- U BUIEOMATEPHAIIOB).

- [IpakTnueckoe 3aHaATHE B (opMe Mpe3eHTAlMd — TPEICTABICHUE PE3yJIbTaTOB
POEKTHOU WIH UCCJIeI0BATEIHCKON NeSITENHHOCTH C MCIIOJIb30BAaHUEM
CIEIUATN3UPOBAHHBIX TPOTPAMMHBIX CPE/I.

2.4 OueHOYHBbIE CPEACTBA U KOHTPOJIbHbIE BONPOCHI

1. Kakre oCHOBHBIE 3314 BBIMIOJIHSAET CETEBOM AJIMUHUCTPATOP?

2. Kakue HaBbIKM U 3HAaHUSI HEOOXOAUMBI JJI YCIEITHOTO CETEBOT0 aJIMUHUCTPUPOBAHUS?
3. Kakue MHCTpYMEHTHI UCIIOJIBb3YIOTCS 111 MOHUTOPUHIA CETH?

4. Kakue mpOTOKOJIBI MCIIOIB3YIOTCS ISl yIAIEHHOTO aAMUHUCTPUPOBAHMS CETH?

5. Kakue mepsl 6€301acHOCTH ClIeyeT MPUHUMATD MPU aAIMUHUCTPUPOBAHUU CETH?

6. Kakue MeTo/1bl pe3epBHOr0 KOMMPOBAHMS TAHHBIX PEKOMEHIyETCSl UCIIOJIb30BaTh IS
3aIuUThl UHPOPMALIUU B CETH?

7. Kak opranuzoBath 3¢ ()EKTUBHOE YIIPABICHUE TOJIH30BATEISIMHU U JOCTYIIOM K CETH?
8. KakuM 00pa3zom MOXKHO aBTOMAaTU3UPOBATh MPOIECCHl aIMUHUCTPUPOBAHUS CETU?

9. Kak obGecrieunTs BHICOKYIO JOCTYITHOCTh CETEBBIX CEPBUCOB?

10. Kakue MeTo1bl MOTYT IOMOYb B OOHAPYKEHUH U YCTPAHEHHUH CETEBBIX COOEB?

11. Kak npoBectr ayuT 6€30MacHOCTH CETH?

12. Kakum 00pa3oM MOKHO ONTUMH3UPOBATH MPOU3BOAUTEIHLHOCT CETU?

13. Kakue mepsl npuHUMaroTes 1t 3amuTel o DDoS-aTtak?
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14. Kak oGecreunuTh COOTBETCTBHE CETEBOM MHPPACTPYKTYPHI CTaHAapTaM 0e301acHOCTH?
15. Kakum 00pa3zom MOKHO o0ecrieunTh KOH(DUICHIINATbHOCTD JaHHBIX B CETU?

16. Kak oueHuts 3pPpeKTuBHOCTD pabOTHI CETEBOr0 aJIMUHUCTpATOpa?

17. Kakue MeTo il MOTYT IOMOYb B MOHUTOPHHIE U aHau3e Tpaduka B ceTu?

18. Kak opraam3oBats Oecniepe0oiiHyto paboTy ceTu Mpu 0TKa3ze 000py1oBaHus?

19. Kakum o0pazom MOKHO 00eCrieuuTh 3aluTy OT BpeaoHocHoro [10 B cetu?

20. Kak npoBecTr aHam3 ys3BUMOCTEH B CETEBOM MHPPACTPYKType?

21. Kak o1ieHuTh HEOOXOUMOCTh OOHOBJICHHSI IIPOTPAMMHOT0 00ECTICUCHUSI Ha CETEBBIX
yCTpoucTBax?

22. Kakum 00pazoM MOKHO ONTUMHU3UPOBATH UCIIOJIb30BAHUE TIPOITYCKHON CITIOCOOHOCTH
ceTu?

23. Kak opranu3oBarh pe3epBHOE MUTAHUE AJISI CETEBOI0 000pY0BaAHUS?

24. Kak o6ecrneuuTh 3alIuTy OT HECAaHKIIMOHUPOBAHHOTO JOCTYTA K CETEBBIM pecypcam?
25. Kak mpoBecTH MOHUTOPUHT pabOThI CEPBEPOB U CEPBUCOB B CETH?

26. Kakue MeTo1bl MOTYT IIOMOYb B yrpaBieHuu [P-anpecamu B cetn?

27. Kak oLeHUTh HE0OX0AUMOCTh Hcnoab30Banust VLAN a1 opranusaiium cerMeHTaluu
cetu?

28. Kakum 00pa3oM MOXKHO 00€CTIeUnTh BHICOKYIO HAJIEKHOCTh CETeBOM MH(MPACTPYKTYpHI?
29. Kak opranu3oBaTh pe3epBHOE KOMMPOBAHNE KOHPUTYpALUI CETEBOTO 000py10BaHUs?
30. Kak nmpoBecTH MOHUTOPUHT COCTOSIHUS (PU3NUYECKUX U JIOTHUECKUX MHTEephEeNCcoB Ha
CETEBBIX YCTPOKCTBAX?

31. Kakue MeToibl MOTYT MIOMOYb B OOHAPYKEHUU U MIPEAOTBPAIICHUHU aTaK Ha CETh?

32. Kak oueHuTb 3()(peKTUBHOCTH UCIIOJIB30BAHUS OpaHIMaydpa IS 3aLUThI CeTh?

33. Kakum o6pa3oM MOKHO ONTUMU3UPOBATh HACTPONKY MapIIPyTU3AIUU B CETH?

34. Kak oprann3oBaTb MOHUTOPUHT UCIIOJIB30BaHUS PECYPCOB CETU?

35. Kak obecnieuuts 6e3omacHocTh OecripoBoaHoi cetr Wi-Fi?

36. Kak npoBecTu aHanu3 notpedieHus Tpaduka B CETU U ONPEAEIUTh MPOOJIEMHbIE
y4acTKu?

37. Kakue MeToipl MOT'YT IIOMOYb B YIIPaBJIECHUU KauecTBOM oOciysxuBanus (QoS) B cetu?
38. Kak orieHUTh HEOOXOAUMOCTh HCIOIb30BaHus TexHojoruii SDN (Software-Defined
Networking) st ynpaBiieHus1 CeTbiO?

39. Kakum 06pa3omM MOKHO 00€CIIeUUTh 3aIUTy OT yTEUKH KOH(PUIECHITUATHHOM
uH(popMaIu yepes ceTb?

40. Kak oprann3oBaTb MOHUTOPUHT U3MEHEHHUI KOH(PUTYpAIUii HA CETEBBIX yCTPONUCTBAX?
41. Kak mpoBecTH aHaJIN3 BO3MOXHBIX TOUCK OTKa3a B CETEBOM HHPPACTPYKType U
pa3paboTarh MJIaH UX yCTpaHEHUs?

42. Kakue MeTo/ibl MOTYT IOMOYb B 00€CII€YEHUHN BBICOKOM TOCTYMHOCTH CEPBUCOB B CETU?
43. Kak onieHUTH 3¢ (PEKTUBHOCTD UCITOIb30BaHUs TexHoIoruu VPN 1 3amuThl
KOMMYHMKAIIMM B ceTn?

44. KakuM 00pa3zoM MOKHO ONTUMHU3HPOBATH MTPOLIECC MOHUTOPUHTA OE30IaCHOCTH B CETU?
45. Kak opranu3oBaTh pe3€pBHOE KOMMPOBAHUE KYPHAIOB MOHUTOPHUHTA U KYPHAJIOB
0€301acHOCTH B CETH?
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46. Kak obecriedynTh COOTBETCTBHE PA0OTAIOIIMX MPOLIECCOB B CETH CTaHAApTaM
0€30IaCHOCTH U 3aKOHOJIaTEIbCTBY O 3aILIUTE JAHHBIX?

47. Kak mpoBeCTH aHAJIU3 YPOBHS 3arPy3KU CEPBEPOB U OMPEIETUTh HEOOXOIUMOCTh
n00aBJIeHHsI HOBBIX PECYPCOB WJIM ONTUMU3AINH TEKYIIHX ?

48. Kakue MeTo/1bl MOTyT IOMOYb B YIPaBJIEHUHA OOHOBIIEHUSMH POIPaMMHOIO
oOecrieueHus Ha cepBepax U paboUYnX CTaHUHUAX B CETU?

49. Kak o1ieHUTh 3P PEeKTUBHOCTh pa0OTHI CUCTEMBI MOHUTOPHUHTA U ONPEJEIUTH BO3MOXKHbBIE
yIIy4lIeHus?

50. Kakum 00pa3zomM MOKHO ONTUMHU3UPOBATh MPOLECC aHAIKM3a )KYPHAJI0B MOHUTOPHUHTA JIsI
BBISIBJICHUS TTPO0JIeM B paboTe ceTu?

51. Kak oprann3oBath npouecc JT0KyMEHTUPOBAaHUS U3MEHEHUI U HACTPOEK B CETEBOM
MH(}pacTpyKType AJI MOCIEAYIOIEro aHaIu3a U OTCIICKUBAHUS U3MEHEHUI?

52. Kak obecnieunTh 0€30MaCHOCTh yIAJIEHHOTO JOCTyIa K CEpBEpPaM U YCTPOMCTBaM B CETH?
53. Kak npoBecTtu aHanu3 TpeOOBaHU K MPOU3BOJUTEIHLHOCTH U MIPOITYCKHON CITOCOOHOCTH
JUIs1 OITUMU3AIUU PaboThI ceTh?

54. Kakue MeToJipl MOTYT ITIOMOYb B YIIPaBJICHUH cepTU(PHUKaTaMU O€30MaCHOCTH IS
muGpoBaHUs JaHHBIX B CETH?

55. Kak onieHuTh 3¢ (PeKTUBHOCTH UCIIOJIB30BAHUS CUCTEMBI KOHTPOJIS IOCTYTa K pecypcam B
cetu?

56. Kakum 00pa3oM MOKHO ONTUMHU3UPOBATh MPOLECC PETUCTPALIMU U ayTeHTU(PUKALIUN
M0JIb30BaTeJIel B CETU ISl MOBBIIIICHUSI 0€301aCHOCTH?

57. Kak oprann3oBaTh MpOLECC aHAIN3A YA3BUMOCTEN U TJIAHUPOBAHUS MEP T10 UX
YCTPaHEHUIO IS 3aLUThI CETH OT aTaK?

58. Kak obecneuuTs 3aluTy OT COIMaIbHON WHKEHEPUH U (PUITMHTA TP paboTe co
COTPYAHMKAaMU KOMITAaHUH Y€PE3 KOPIIOPATUBHYIO CETH?

59. Kak npoBecTy ayiuT 0€3001aCHOCTH MPUJIOKEHUN, pabOTaOIIMX B KOPIIOPATUBHOM CETH,
IUTS1 BBISIBIICHUS] BOBMOKHBIX YSI3BUMOCTEN?

60. Kakue MeTo/1bl MOTYT ITIOMOYb B 00ECIIEYEHNUU BBICOKOW OTKa30yCTONYMBOCTHU U
BOCCTAHOBJICHHMS TIOCJIE ABAPUMHBIX CUTYAllMi B KOPIIOPATUBHOU CETH?

2.5 ®oHJa OLIEHOYHBIX CPEACTB

3amanue 1. O6bekThI Kakoro ypoBHs Moaenu OSI obecrieunBarOT J0CTaBKY JaHHBIX OT
MCTOYHHKA JI0

1. npuemuuka?

2. CCaHCOBBIU

3. KaHAJIBHBIN

4. ceTeBoi

5. TpaHCTIOPTHBIN

3ananue 2. CeTu MO3BOJISIONIME OPTraHN30BaTh B3aUMOICHCTBUE MEX Ty aOOHEHTaMH Ha
OOJIBIIINX
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PACCTOSIHHUAX HOCIT Ha3BaHUE:
1. rmobanbHbBIE
2. IOKaJbHbBIC
3. ropoJickue

3ananue 3. Cetu 00ecreynBaOT HAUBBICIIYIO CKOPOCTh OOMeHa H(popMaIuen Mex1y
KOMIIBIOTEPAMHU U
3aHMMAaKOLUE POCTPAHCTBO B OJJHO 3aHUE HOCAT Ha3BaHUE:

1. rno6anbHbIE

2. JIOKaJIbHBIE

3. ropoJickue

3ananue 4. YKaxuTe yCTpocTBa, KOTOPBIE peanu3ytoT GyHKINH PU3NYECKOTO YPOBHS
mozenu OS]

1. perturep

2. xab

3. KOMMYTaTOp

4. moct

3ananue 5. Kakoii u3 nepeunciennbix nporokoiaoB HE sBnsieTcs npoTokonom
IPEICTABUTEIIBHOTO

ypOBH:?

1 HTTP

2 TFTP

3 ASCII

4 MPEG3

3amganue 6. YkaxuTe Ba 00s3aTeIbHBIX KOMIIOHEHTA CETEBOT0 ajpeca
1 pusnueckuii agpec

2 aapec ceTH

3 agpec nopta

4 angpec xocTa

3ananue 7. YKaxXuTe HaMMEHOBaHUE OJI0KA JaHHBIX KAHAJIBHOI'O YPOBHSI
1 cermenT

2 cooO1eHune

3 maker

4 xanp

3ananue §. YKaxXuTe yCTPOMCTBA, KOTOPBIE PEaTn3yIOT (DYHKIIMHA CETEBOTO YPOBHS MOJIETTH
OSI
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1 mapupyTuzaTtop
2 penutep
3 xab

4 xoMMyTaTop

3ananue 9. Kakue u3 nepeunciennsix Gpynkuniit HE peanu3syrorcs npoTokojgaMu CETEBOTO
YPOBHSI?

1 onpenenenue mapuipyta

2 obecrnieyeHue TOCTAaBKHU JaHHBIX B TOM MOPSAKE, B KAKOM OHU OBLIW NIE€peIaHbl

3 ynpasiieHHE IIOTOKOM

4 onpeneneHue JJOTMYECKOro ajpeca

3apanue 10. K xkakomy U3 epeyuciaeHHbIX NPOTOKOJIOB MOAXOAUT ONIPEACIICHUE -
JlerarpaMmMHBIi

IIPOTOKOJI TPAHCIIOPTHOTO YPOBHS?

1 TFTP

2 SPX

3 TCP

4 UDP

3ananue 11. Kakue u3 nepeynciaeHHbIX MPOTOKOJIOB SIBISIOTCS MPOTOKOIAMU
TPAHCIIOPTHOTO YPOBHSA?

1 FTP

2 UDP

3 TFTP

4 TCP

3aganue 12. Kakyro nnmuny nmeer MAC-anpec
1 32 Oura

2 48 6uToB

3 32 Oailita

4 48 GalToB

3aganue 13. YTuimra 115 BbISCHEHHE BO3MOKHOCTH YCTAHOBJICHUSI COSTMHEHUSI C
yAQJIEHHBIM Y3JI0M:

1 ping

2 tracert

3 netstat

4 arp

3amanue 14 .Kakne u3 ykazanHbpIx TexHosorui XDSL ob6ecniednBarOT BO3MOKHOCTh
OJIHOBPEMEHHOTO
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HCIIOJIB30BAHHA JIMHUM JJIA IICPCaa4d JaHHBIX U ITOJKIIOYCHUA TeJ’IerOHHOFO alriapara
(POTS)

1 VDSL

2 ADSL

3 4SDSL

HDSL

3aganue 15 .YTuiura 11 OTCIeKUBAHUS MaplIpyTa Mepe/iaun nakeTa:
1 ping

2 tracert

3 netstat

4 arp

3aganue 16 .YTuiuTa 1y BBIBOAA HA SKpaH MMEHU KOMIIbIOTEpa:
1 ping

2 hostname

3 netstat

4 arp

3amganue 17 .OcHOBHOM TPOTOKOJ C1y:k061 WWW:
1 FTP

2 UDP

3 HTTP

4 TCP

3aganue 18 .IIpoTOKOJIBI 7151 TOCTABKYU U OTIIPABKH 3JIEKTPOHHOW MOYTHI:
1 FTP

2 SMTP

3 POP3

4 SNMP

3aganue 19 IIpoTOKOII CETEBOTO YPOBHS, OTBEYAIOIINH 32 aAPECALNIO B COCTABHBIX CETAX U
nepenavyy

MaKeTa MEXIY CETSIMU:

1 FTP

2 SMTP

31P

4 SNMP

3aganue 20 IIporokosibl MapiipyTu3anuu B [P-ceTsx:
1 OSPF
2 SMTP
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3 RIP
4 SNMP

21. Kakre OCHOBHBIE 33JJa4¥ BBINOJIHIET CETEBOM aIMUHUACTPATOP?

22. Kakue MHCTPYMEHTBI UCIIOJIB3YIOTCS JJIsl MOHUTOPUHTA CETH?

23. Kakue mepbl 6€301acHOCTH CIeAYeT MPUHUMATh TPU aIMUHUCTPUPOBAHUU CETH?

24. Kak opraaun3oBaTh 3¢ ()EKTUBHOE YIpaBIeHUE MOJIb30BATEISIMHU U IOCTYTIOM K ceTu?
25. Kak o0ecreunTh BBICOKYIO JOCTYITHOCTh CETEBBIX CEPBUCOB?

26. Kakue MeTo/Ibl MOTYT MOMOYb B OOHAPY>KEHUHU U YCTPAHEHUHU CETEBBIX cOOEB?

27. Kak mpoBecTy ayauT 0€30MacCHOCTH CETH?

28. Kakum 006pa3zoM MOKHO aBTOMATU3UPOBATh MPOILECCH aIMUHUCTPUPOBAHUS CETH?
29. Kak oueHuTh 3 PEeKTUBHOCTH padOTHI CETEBOTO aAMUHUCTpAaTOpa?

30. Kakum 00pa3omM MOKHO 00ecrieuyuTh KOH(DUIEHIIUATbHOCTh TaHHBIX B CETH?

31. Kak opranmn3oBaTh 6ecriepe0oitHyr0 paboTy CeTH IIpH 0TKa3e 000pya0BaHUS?

32. Kak obecnieunTsb 3auTy OT BpenoHocHoro I10O B cetu?

33. Kak mpoBecTd MOHUTOPUHT PabOTHI CEPBEPOB U CEPBHUCOB B CETU?

34. Kakum 00pa3oM MOKHO ONITUMHU3HUPOBATh UCIIOJIb30BAHKE MIPOITYCKHOM CITOCOOHOCTH
ceTu?

35. Kak o1eHuTh He00X0AMMOCTh Ucnonb3oBanus VLAN nist opraHu3aiuy cerMeHTaluu
cetu?
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3. YcaoBus peajau3anuy NporpaMmmbl Npo¢ecCHOHAIbHOT0 MOTYJISA

3.1. TpeOoBaHMsA K MUHMMAJIbHOMY MATEPHAJIbHO-TEXHHYECKOMY 00eCIeYeHH IO

[Tometienue KaOMHETOB yAOBJIETBOPSIET TpeOOBaAHUSIM CanutapHo-
snuaeMuonorndyeckux npasuid u HopMmatuBoB (CanlluH 2.4.2 No 178-02) m ocHaiieHo
TUTIOBBIM  O00OPYJIOBaHUEM, YKa3aHHBIM B HACTOAIIMX TpeOOBaHUAX, B TOM YHCIIE
ClieMAIM3UPOBaHHAs ydeOHasi MeOelb M CcpeicTBa OOy4YeHHUs, JOCTaTOYHBIMU TSt
BBITIOJIHEHUS TPEOOBAHMM K YPOBHIO IMOJATOTOBKH 00YUYaOIIUXCSI.

KaOuHeTbl OcCHalleHbl MyJIbTUMEAUNHBIM 000pPYIOBaHHUEM, MOCPEICTBOM KOTOPBIX
YYaCTHUKH 00pa30BaTEIbHOIO MpOIEcca MOTYT MPOCMAaTpUBaTh BU3YalbHYIO, CO34aBaTh
IIPE3CHTAlU, BUIEOMATEPUAIIBI, UHBIC JOKYMEHTHI.

3.2 UudopmanmoHHoe odecriedeHue 00ydeHusl.
OcCHOBHBIE HCTOYHUKH:
M/IK.02.01 ATMUHHCTPHPOBAHHE CETEBbIX ONEPALMOHHBIX CHCTEM

— Kaydwman, B. 1. S3b1ku mporpammupoBanusi. KoOHIIENIMY ¥ MPUHIIAIIBI : MOHOTPa-
¢us / B. L. Kaydwman. - 2-e uza. - Mocksa : JIMK Ilpecc, 2023. - 465 c.

— Hlanerun, B. @. UndopmarnmonHas 6€30macHOCTh KOMIIBIOTEPHBIX CUCTEM H CETEU
: yuebHoe nocooue / B.®. [llanbrun. — Mocksa : ®DOPYM : UHOPA-M, 2024. — 416 c.
— (Cpennee npodeccruonaapHoe 00pa3oBaHKe).

— Jlucees, I'. A. [IporpammHoe obecriedeHue KOMIBIOTEPHBIX CETEN U wWeb-cepBepoB :
yuebHoe nmocobue / I'.A. Jlucwes, [1.1O. Pomanos, F0.1. Ackepko. — Mockpa : UHOPA-M,
2021. — 145 ¢. — (Cpennee npodeccuoHaabHOe 00pa3oBaHuUE).
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http://znanium.com/catalog.php?bookinfo=930079
http://znanium.com/catalog.php?bookinfo=792686
http://znanium.com/catalog.php?bookinfo=792686

M/K.02.02 IIporpaMmmHoe o0ecriedyeHne KOMIIBIOTEPHBIX CeTeil

— Tonunpina, O. JI. S3biku nporpammupoBanus : yueoHoe nocodue / O.JI. ['onuiibina,
T.JI. ITapteika, M.W. [TonioB. — 3-e u3x., nepepad. u nomn. — Mocksa : DOPYM : UHDPA-
M, 2023. — 399 c. — (Cpennee npodeccuoHaibHOE 00pa30BaHHE).

— Kannenan C.A. AnropurMmusaiius u mporpaMmmupoBanne : yaed. mocodbue / C.A.
Kannepan. — M. : U «DPOPYM» : MHO®PA-M, 2020. — 352 c¢. — (Cpennee
npodeccuoHanbHoe o0pazoBaHue). http://znanium.com/catalog.php?bookinfo=938923

Jlucees, I'. A. IIporpammHoe obecrieueHne KOMIBIOTEPHBIX ceTel U web-cepBepoB :
yueoHoe nocodue / I'.A. Jlucwes, I1.1O. Pomanos, FO.1. Ackepko. — Mocksa : UHOPA-M,
2023. —145c.

M/K.02.03 Opranusanusi aIMUHHCTPUPOBAHHE KOMIIBIOTEPHBIX CeTeH

— bapanuukos, A.M. Opranuzanusi ceTeBOro aJMUHUCTPUPOBAHUS @ y4EOHUK /
A.W. bapanuukos, I1.A. bapanuukoB, A.}O. I'pomoB. — M. : KYPC, HUI] UHD®PA-M,
2020. — 384 C. — (Cpennee npodecCUOHATILHOE o0pa3oBaHue).
http://znanium.com/catalog.php?bookinfo=930079

— Maxkcumos, H.B. Komnsiorephsie cetu : yue0. nocodue / H.B. Makcumos, 1.1.
[TonoB. — 6-e u3n., nepepad. u pon. — M. : ®OPYM : UHOPA-M, 2020. — 464 c. —
(Cpemnee  mpodeccuonanpHoe 00pa3oBaHUE).
http://znanium.com/catalog.php?bookinfo=792686

- I'Bo3aeBa B.A. OcHOBBI OCTPOEHUSI ABTOMATU3UPOBAHHBIX MH()OPMALIMOHHBIX
cucreM : yueOHuk / B.A. I'Bo3nesa, W.10O. JlaBpentheBa. — M. : U] «DOPYM» : UHOPA-
M, 2020 — 318 c¢. — (Cpemnee mpodeccuoHaIbHOE  00pa30BaHUE).
http://znanium.com/catalog.php?bookinfo=922734

— Ky3un,A.B. Komnsrorepusie cetu : yue6. nocooue / A.B. Kysun, /I.A. Ky3un.
— 4-e m3x., nepepad. u gorn. — M. : ®OPYM : UHDOPA-M, 2020. — 190 c¢. — (Cpennee
npodeccuoHanbHOe 00pa3zoBanue). http://znanium.com/catalog.php?bookinfo=938938
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JlonoJIHuTeIbHbIE HCTOYHUKU:
3.3. Ilepevyenb nHPOPMAIHOHHBIX TEXHOJIOT Wil

B pamkax n3y4eHUS AUCIIUIUIMHBI UCTIOJB3YIOTCS CIICTYIONTHE HHPOPMAITMOHHBIC
TEXHOJIOTHH:

- AIIEKTPOHHO-OMOMOTEYHAsT CUCTeMa «Znanium.comy» (pacroyio)KeHHasi —TI0
AJEKTPOHHOMY ajpecy http://znanium.com/catalog), 31eKTpOHHO-OUOIMOTEYHAS CUCTEMA
«Ibooks.ruy» (pacronoxeHHas 1o AIIEKTPOHHOMY aapecy
https://ibooks.ru/home.php?routine=bookshelf);

- Npe3CHTAllMOHHBIE MaTepuaibl, pa3pabOoTaHHBIE B LEISIX BH3yalU3allud
y4eOHOTO MaTepualia W MOBBIIMICHUS HATJISITHOCTH 00yUYEHUs, B COOTBETCTBUU C KAJICHIAPHO
TEMaTUYECKUM IIAHOM TI0 JTUCIUTIIINHE;

- B paMKax W3y4YCHHS JHCIMIUIMHBI MCIOJB3YeTCs IMakeT mnporpamm Microsoft
Office.

3.4 YcaoBus pcajn3anui nporpaMmmal 11 oﬁyqaloumxcn HHBAJIUJI0B 1 JIUII C
OrpaHN4Y€HHBbIMHA BO3MOKHOCTAMMH 3T10POBbS

NHBamuael M TUIla ¢ OTPAaHUYCHHBIMA BO3MOXXHOCTSIMH 3JI0POBBS, 00yUaIOMuecs 10
nporpamme  noaroroBkun  09.02.06 CereBoe W CHUCTEMHOE  aJIMHHHCTPUPOBAHUE,
00€ecreynBalOTCs MEYaTHBIMU U JIEKTPOHHBIMH 00pa30BaTENbHBIMU pecypcaMH B (opmax,
aJanTHPOBAHHBIX K OTPAHUYCHHSIM HX 3I0POBbSI.

Crnenuduka mojaydaemMoi HarpaBieHHOCTH (Tipoduisi) oOpa3oBaTeIbHON MPOTPAMMBI
npeanojaraeT BO3MOKHOCTb OOYYEHHs CICAYIOIUX KaTeropuil WHBAJIMIOB U JIUIL C
OTPaHUYCHHBIMU BO3MOKHOCTSIMU 3JI0POBbSI:

- C OTPaHUYCHHEM JIBUTATEIHHBIX (yHKITUH;
- C HApYLIEHUSIMHU CIIyXa;
- C HAPYLICHUSIMU 3PEHUSL.

Opranmzanusi ~ oOpa3oBaTeNpbHOTO  Mmporecca  00ecrmeYrBaeT  BO3MOXHOCTH
OecnpenaTCTBEHHOr0 JOCTyIa O0y4aroIIMXCA ¢ OIPAHUYEHHBIMU BO3MOKHOCTAMHM 3/10POBbs
U (WIM) MHBAJUAOB B y4YeOHbIC ayJIUTOPUU M JIpPyTrue MOMEIIECHMsS], JJISI 3TOr0 HMMEIOTCS
NaHYyChl, IOPYYHU, TUPTHI U PACIIMPEHHBIE IBEPHBIC TPOEMBI.

B y4eOHbBIX ayauTOpusaX U JIaDOpaTOpHsIX UMEETCS BO3MOXKHOCTh 000pYyJ0BaTh MECTa
JUTSI CTYJICHTOB-UHBAJIUAOB C PA3JIMYHBIMU BHJIAMH HApPYIICHHUS 3I0POBBS, B TOM YHCIIC
OMOPHO-JIBUTaTENBHOTO amnmapaTta U ciayxa. OCBEIeHHOCTh YUeOHBIX MECT yCTaHABIMBAETCSA
B cooTBercTBUM ¢ mnonoxkeHusamMu CHull 23-05-95 «EcTecTBEHHOE M HMCKYCCTBEHHOE
ocBelleHus». Bce mpenmMersl, HeoOXoauMble s y4eOHOro IMpoliecca, pacroJiararoTcsl B
30HE MaKCUMAaJIbHOM JTOCSATAEMOCTH BBITSIHYTHIX PYK.
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BO3MOKHOCTSAMHM 300POBbA W HMHBAJIWIA0B, UMCIOIHUX CEPACUHO-COCYAUCTHIC 3a6OJ'ICBaHI/I$I,

OHU 000PYJOBaHBI COJHIIE3AUTHBIMUA YCTPOMCTBAMM (3KaJIt03U), B HUX MMEETCS CHCTEMa

KIIMMAT-KOHTPOJIA.

4. KOHTPOJIb U OLICHKA Pe3y/JIbTATOB 0CBOCHHS NMPO(PEeCCHOHATBHOT0 MOLYJIA

Kon m mamMeHOBaHME
npoeCCHOHANIBHBIX |

Kpurepun onenkn

Metoasl Oo1leHKH

0o0IMX  KOMIIETEHIINH,
(bopMHpYEMBIX B paMKax
MOTYJIS
[K 2.1. O1eHKa «OTJIHYHOY - TEXHUYECKOE DKk3aMmeH/3a4ueT B popme
AJIMUHHUCTPUPOBATH 3aJlaHKe MTPOAHATU3UPOBAHO, co0OeceI0BaHUA: TPAKTUIECKOE
JIOKaJIbHBIE QITOPUTM pa3padoTaH, COOTBETCTBYET | 3aJJaHHE IO TIOCTPOCHUIO aJITOPUTMa

BBIYHUCIUTCIBbHBIC CCTU U
[IPUHUMATh MEPBHI 110
YCTPaHEHHUIO BO3MOMXHBIX
cOoeB.

TEXHUYECKOMY 3aJ[aHUI0 U 0(hOpMIICH
B COOTBCTCTBUHU CO CTaHAAPTAMH,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBL.
OneHka «Xopouo» -ajaropuTM
paspaboTtaH, ohOpMIICH B
COOTBETCTBHUH CO CTaHIApPTaMH H
COOTBETCTBYET 3a[aHUIO, TIOSICHCHBI
€r0 OCHOBHBIC CTPYKTYPHI.

OneHka «y/10BJ1eTBOPUTEIbHO -
QITOPUTM pa3paboOTaH U
COOTBETCTBYET 3aJIaHHIO.

B COOTBCTCTBHH C TCXHUYCCKUM
3aJaHUEM

3au11/1Ta OTYCTOB I10 IMPAKTHUYCCKUM U
nabopaTopHBIM paboTam

[K 2.2.
AMUHHCTPUPOBATh
CETEBBIC PECYPCHI B
MH()OPMAITMOHHBIX
CHCTEMaX.

O1eHKa «OTJIIMYHOY - TEXHUIECKOE
3aJlaHKe MTPOAHATU3UPOBAHO,
QITOPUTM pa3padOTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHHI0 U 0(hOPMIICH
B COOTBCTCTBUHU CO CTaHAAPTaAMH,
IOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBL.
OneHka «Xopouo» -ajaropuTM
pa3paboTtaH, 0ohOpMIIEH B
COOTBETCTBHUH CO CTaHAapPTaMH H
COOTBETCTBYET 3aJaHUIO, TIOSICHEHBI
€r0 OCHOBHBIC CTPYKTYPHI.

O1eHKA «y10BJIETBOPUTEIBHO) -
aJITOpPUTM pa3paboTaH u
COOTBETCTBYET 33IaHUIO.

DKk3aMmeH/3auet B hopme
co0eceIoBaHus: TIPAKTUIECKOE
3aJJaHKE 110 TIOCTPOCHHUIO aJITOPUTMAa
B COOTBETCTBHUH C TEXHHUECKUM
3ajaHIEM

3amuTa OTYETOB I10 MPAKTUIECKUM U
nabopaTopHbIM paboTam

1K 2. 3. OGecnieunBath
cOOp TaHHBIX JIJIS aHAJTA3A
WCIIOJIb30BaHUS U
(YHKLIMOHUPOBAHUS
MIPOrPaMMHO-TEXHUYECKHX
CPENICTB KOMIIBIOTEPHBIX
ceTen.

OreHKa «OTJINYHO)» - TEXHUYECKOE
3aJjaHKe TPOAHATN3UPOBAHO,
QITOPUTM pa3padOTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ[aHHI0 U 0(hOpMIICH
B COOTBETCTBHH CO CTaHJIAPTaMH,
TIOSICHEHBI €T0 OCHOBHBIE CTPYKTYPHI.
OreHKa «XOPOII0» -aJTOPUTM
pa3zpaboTaH, 0ohOpMIICH B

Dk3ameH/3a4eT B (hopme
coOeceI0BaHuUs: TPAKTUIECKOE
3aJ]aHue 110 TIOCTPOSHHIO AITOPUTMA
B COOTBETCTBHUH C TEXHUUECKUM
3a/1aHAEM

3aHII/ITa OTYETOB IO NPAKTHYCCKUM U
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COOTBCTCTBUH CO CTaHAAPTAMH U
COOTBETCTBYET 3aJIaHUIO, TOSICHCHBI
€0 OCHOBHBIE CTPYKTYPHI.

O1eHKA «y10BJIETBOPUTEIBHO) -
aJITOPUTM pa3paboTaH u
COOTBETCTBYET 3aJIaHHIO.

1abopaTOPHBIM paboTaM

[1K 2.4.
B3auMoaelicTBOBaTEL CO
CHEIHATHCTaMH CMEXHOTO
npodums npu pazpadoTke
METO/OB, CPE/ICTB
TEXHOJIOTUI IPUMEHEHUS
00BEKTOB
poheCCHOHATEHON
JeSITEIbHOCTH.

O1eHKa «OTJIIMYHOY - TEXHUYECKOE
3aJaHKe MPOaHATU3UPOBAHO,
QITOPUTM pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHHIO U 0(OPMIICH
B COOTBETCTBHH CO CTaHJIAPTaMH,
HOSICHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
OmeHka «X0poLI0» -aITOPUTM
pa3paboTaH, 0pOpMIIEH B
COOTBETCTBHUH CO CTaHAApPTAMH U
COOTBETCTBYET 3a/IaHHIO, TTOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPBI.

OneHka «y/10BJ1eTBOPUTEIbHO -
ITOpUTM pa3paboTaH u
COOTBETCTBYET 3aIaHHIO.

Ok3ameH/3aueT B (hopme
cobeceoBaHuUs: IPAKTUYECKOE
3aJjaHKe 110 IOCTPOCHHUIO aJITOpUTMa
B COOTBETCTBHUH C TEXHUUECKUM
3a7laHIEM

3anuTa OTYETOB 110 MPAKTUICCKUM H
nabopaTopHBIM paboTam
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OK 01. Beibupats cioco0sl
peuieHus 3a1a4d
npodeCCHOHATEHON
NesITeIbHOCTH, IPUMEHHUTEIBHO
K Pa3JIMYHBIM KOHTEKCTAM.

— 00OCHOBaHHOCTb [TOCTAHOBKH
1€, BEIOOpA U IPUMEHEHUS
METOJIOB U CITIOCOOOB PEUICHHUS
npodecCHOHANBHBIX 3a]1a4;

- aJICKBaTHas OIIEHKA M CAaMOOIICHKA
3¢ (HEKTHBHOCTH M KauecTBa
BBITIOJTHEHMSI PO ECCUOHATBHBIX 337129

OIT 02.0Ocy11ecTBIATH MOUCK,
aHAJIN3 U UHTEPIIPETAIHIO
nH(popManuu, He0OXOAMMOM
JUUIST BBITIOJTHEHMS 3a/1a4
npodecCHOHATTLHOM
JIEATEILHOCTH.

- UCTIOJIH30BAHUE PA3THYHBIX
HCTOYHHKOB, BKJIIOYas 3JICKTPOHHLIC
pecypcbl, Menuapecypcesl, IHTepHeT-
pecypchl, IEPUOINYECKHIE N3TaHUS TI0
CTIEUUATBHOCTH JUTS PELICHUS
npoeccHoHaNbHBIX 3a/1au

OK 03. IlnanupoBats u
peaTn30BbIBaTh COOCTBEHHOE
npodeCcCHOHANTBHOE U
JMYHOCTHOE Pa3BUTHE.

- ACMOHCTpalrd OTBETCTBCHHOCTH 3a
[IPUHATBIEC PELICHUS

- 000CHOBaHHOCTh CaMOaHaIIn3a 1
KOPPEKIIHSI pe3yJIbTaTOB COOCTBEHHOM
paboTHI;

OK 04. PaboTaTb B KOJIJIEKTHBE
1 KoMaH1e, 3pHEeKTUBHO
B3aHMOJICHCTBOBATH C
KOJIJIETaMH, PyKOBOJICTBOM,
KJIMEHTaMM.

- B3aUMO/JICHCTBHUE ¢ 00YYAFOIIUMUCS,
MperoaaBaTeIIIMA M MACTEPAMH B XOJ1€
00y4YeHHUs, C PYKOBOJIUTEIISIMU yICOHOM
Y TIPOM3BOJICTBCHHOH TPAKTHK;

- 000CHOBaHHOCTH aHAJTH3a PA0OTHI
4YJICHOB KOMaHbI (TIOTYNHEHHBIX )

OK 05. Ocy1iecTBisITh YCTHYIO
Y MMUCbMEHHYI0 KOMMYHHUKAIIHIO
Ha TOCYJIAPCTBEHHOM SI3bIKE C
y4eTOM 0COOEHHOCTEH
COLMAJILHOIO U KYJIBTYPHOI'O
KOHTEKCTa.

-TPaMOTHOCTb YCTHOM Y TUCbMEHHOM
peun,

- SICHOCTh (POPMYTTUPOBAHUS U
W3JI0KEHUST MBICTIEH

OK 06. ITposBasTh

TPk TAHCKO-TIATPHOTUYECKYTO
MO3UIUIO0, IEMOHCTPUPOBATH
OCO3HAHHOC IIOBEACHHEC Ha
OCHOBE O0IICYCTIOBCUCCKUX
[IEHHOCTEMH.

- CO0JII0JIEHHE HOPM ITOBEJICHUS BO
BpeMs yueOHBIX 3aHATUH U
IPOXOXKJCHUS yueOHOH 1
IIPOU3BOICTBEHHOM IPAKTHUK,

OK 07. ConelicTBOBATE
COXPAHEHHUIO OKPY KArOLIEH
cpenbl, pecypcocOepekeHHIO,
3¢ eKTHUBHO AeCTBOBATH B
Ype3BbIYAHBIX CUTYAIUSX.

- 3(ppeKTUBHOCTH BHITIOJHEHUS TIPABHUIT
Tb Bo BpeMst y4eOHBIX 3aHATHM, TIPU
MPOXOXKACHUH yUeOHOM 1
MIPOU3BOJCTBEHHON MPAKTHK;

- 3HAHHE U UCTIOJIb30BaHUE
pecypcocOeperaronux TeXHOJIOTHil B
00J71aCTH TE€JIEKOMMYHUKALIUN

OK 08. Mcnonb3oBaTh cpencTBa
(bU3NUECKON KyIBTYPBI IS

- 3¢)(eKTUBHO HCIIOIH30BATh CPEICTBA
(bU3NIECKOI KyIbTYphI AJIs1 COXPaHCHHUS

WNurepnperanus
pe3yIbTaToOB
HaOIIOIeHUH 32
JESTETBHOCTBIO
oOyyarolerocs B
IIPOLIECCE OCBOEHUS
o0pa3oBaTebHOI
MPOTrpaMMBbl

DKCepTHOE
HAOJIFOIEHE U OLIEHKA
Ha J1ab0paToOpHO -
MPaKTUYECKUX
3aHIATUSIX, TIPU
BBITIOJTHEHUH PaOOT 1O
yuebHOil 1
MIPOU3BOJCTBEHHOM
NpaKTUKaM

DK3amMeH
KB (PUKAITHOHHBII
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COXpaHECHHS U YKPETUICHHSI
3II0POBbsI B TIPOLIECCE
npodeccrnoHabHOM
JEeSITeTbHOCTH | TIOJ/ICPYKAHNE
HEOO0XOUMOTO YPOBHS
(busnueckoi
IIOATOTOBJICHHOCTH.

1 YKPETUICHHsI 37I0POBBS B TIPOIECCE
npodeccuoHaNbHOM AeSITENbHOCTH U
noiJIepKaHue HEOOXOIMMOTO YPOBHS
(U3UIECKOI MOATOTOBICHHOCTH. ;

OK 09. Hcnons3oBaTh
WH(OPMAMOHHBIC TEXHOJIOTUN
B Mpo(heCCHOHATBHOM
JIEATETLHOCTH.

- 3¢ EeKTHBHOCTH UCTIOIb30BAHUS
UH()OPMAIIMOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTH B podecCHOHATBLHON
JESTETBHOCTH COIIACHO (POPMHUPYEMBIM
YMEHUSM H [TOJIy4aeMOMY
IIPAKTUYECKOMY OIIBITY;

OK 10. ITonp30oBaThCs
npodeccHOHaNBEHON
JIOKYMEHTALMEH Ha
roCyJJapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

- 3(ppeKTUBHOCTPH HCIIOTH30BAHHUSI B
npodeccHoHaNbHOM AeATeNbHOCTH
HEOOXOIMMOM TEXHUYCCKOM
JIOKyMEHTAIli1, B TOM YUCJIC Ha
AHTJIMACKOM S3BIKE.

OK.11. IInanuposats
MPEANPUHUMATENIBCKYTO
JeSITeIbHOCTD B
npodeccroHanbHOil chepe

- 3¢ (peKTHUBHO TUIAHUPOBATH
HpEeANPUHUMATENBCKYIO ICSITETbHOCTD B
npodeccuoHaIbHO# chepe npu
NpOBEJCHUH PadoT 110
KOHCTPYHPOBAHUIO CETEBOM

UH(PaCTPYKTYpPbI
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5. OueHka 0cBOEHUS JOCTUKEHUN TMYHOCTHBIX PE3YJIHTATOB BOCIIUTATENBHON pabOThI

Onenka JOCTHXKEHHsS OOydYaloUMMKCS JMYHOCTHBIX pe3ynbraToB (nmaiee — JIP)
MPOBOJUTHCS B pPaMKaX KOHTPOJBHBIX W OLEHOYHBIX MPOLEayp, MPEAyCMOTPEHHBIX
nanHou [Iporpammoit.

Cnoco0bl KOHTpPOJISI  pe3yJbTATOB W KPHUTEPHH Pe3yJbTATHBHOCTH

peann3anuy BOCIUTATEIHLHONH Pa00ThI 00yUAIOIIMXCS AKATeMHYECKOr0 KOJLIeIKA .

Bun xoHTpOIIA Pesynprar kKOHTpOIIS
BxoaHoil KOHTPOJIB JIMarHOCTUKA CIIOCOOHOCTEH M MHTEPECOB
00yYaromuxcs (TecTupoBaHue,
aHKETUPOBAHHE, COLIMOMETPHS, ONPOC).
Texyumuii KOHTPOJIb nejaroruyeckoe HaONIoJeHHe B MpoIiecce
IIPOBEICHUS MEPOIIPUATHUH,

MeJaroTUYECKU  aHajlu3  TBOPYECKUX
pabot, MeponpuaTHi  OOydYaroluxcs,
dbopmMupoBaHue M aHAIM3 TOPTHOIHO
oOydJaromerocsi; HCIOJHEHHUE TEKyIIeH
OTYETHOCTH

HTorosblii KOHTPOJIbL aHaIU3 AeATEIbHOCTH

Komniekc kpuTepueB OLleHKH JTUMYHOCTHBIX Pe3YJIbTATOB 00y4AIONIUXCH:
— JIEMOHCTpallMs HHTepeca K Oyayiei mpodeccuu;
—  OIICHKA COOCTBEHHOTO MPOJBWKCHHUS, TMYHOCTHOTO Pa3BUTHS;

— TIOJIOKWUTENbHAs JWHAMHWKA B  OpraHu3alMk  COOCTBEHHOM  yueOHOM

ACATCIBHOCTHU 110 pE3yJIbTaTaM CaMOOILICHKH, CaMOAaHAJIN3a U KOPPCKIMU €€ PC3YJIbTATOB,

—  OTBETCTBEHHOCTH 3a PE3yJbTaT YUeOHOU NESITEIHbHOCTH U TOATOTOBKH K

po¢eCCUOHATBLHOMN A TEIHbHOCTH;
—  MPOSIBIIEHUE BHICOKOMPOPECCHOHAIBHOMN TPYI0BOM aKTUBHOCTH;
— ydYacTHe B HCCJICIOBATEILCKOM U MMPOEKTHOM paboTe;

— ydYacTHe B KOHKypcax npoecCHOHAIIbHOIO MacTepCTBa, OJTUMITHAAAX 1O

npodeccun, BUKTOpUHAX, B IPEIMETHBIX HEJEINSIX;

— COONIOZCHME OTUYECKUX HOPM  OOIIEHUS TMPH  B3aUMOJCHUCTBUHU  C
00yYaIOIUMHUCS, TIPETI0IaBaTEIISIMU, PYKOBOJIUTEIISIMU MPAKTHUK;

— KOHCTPYKTHBHOE B3aMOJICHCTBHE B yUeOHOM KOJUIEKTUBE;
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