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1. Hacnmoptr mporpammbl mnpogeccuonagbHoro moayiass IIM.01 BbinosHenune
padoT Mo NMPOEKTHPOBAHUIO CETEBOI MH(PPACTPYKTYPbI

1.1 ObaacTh npuMeHeHus1 padoueil NporpaMmbl

Pabouas nporpamma npodeccuonaimbHoro moayis IIM.01 Beimonnenuwe paboT 1o
MPOECKTUPOBAHUIO CETEeBOI UHGPACTPYKTYPBI SBJISCTCS YacThIO OCHOBHOM
npodeccuoHanbHON 00pa30BaTEIbHOW MPOrpaMMbl B COOTBETCTBHM C (eAepaabHbIMU
rOoCyJapCTBEHHBIMU O0Opa30oBaTEIbHBIMM CTaHAAPTAMU 10 CIEHHUAIBHOCTH CPEIHETO
npodeccuonansaoro obpaszosanms 09.02.06 CereBoe U CHCTEMHOE aIMHUHUCTPUPOBAHUE.

1.2. MecTo npodeccnoHaabHOro MmoayJis B ctpykrype OITOII

HucruminHa siBisietcst  eliepaibHbIM KOMIIOHEHTOM MPO(ECCHOHAIBHOTO IHKIIA
JUCHUIUIMH  JUIsl  CHEIUAIbHOCTM M BXOJAUT B  MNPOPECCHOHAIBHBIA H  OOLui
€CTECTBEHHOHAYYHBIHN ITHKI.

1.3. lean, 3a1a4u U IIAHUPYeMble pe3yJbTAaThl U3yUeHHUsSI NMPO(ecCHOHATBHOI0
MOLYJISI

[lens >TOM NUCUMIUIMHBI — JaTh MPEJICTABICHHE: O POJIM M MECTE€ 3HAHUU IO
JUCHUIUIMHE TP OCBOEHUU CMEXKHBIX TUCIIUIUIMH MO BEIOPAHHOM CIIEUAIBHOCTH U B cpepe
po¢eCCUOHATIBHON JIEATEIIbHOCTH.

1.3.1. IlepeyeHb 00IMX KOMIETEH U

Kox HaunmenoBaHue 00X KOMIETEHIINIT

OK 1. Br16upats criocoOsl pereHus 3a1a4 npoQecCHOHATBEHOM eI TeIbHOCTH, TPUMEHHTENBHO K
pa3IUYHBIM KOHTEKCTaM

OK 2. OCyIIecTBIAT, TIOWCK, aHallu3 W WHTEPIpeTanuio HWH(pOpManuu, HEOOXOAMMON s
BBITIOJTHEHHS 33124 MTPO(ECCHOHANBHOM e TeNIbHOCTH

OK 3. [1marnpoBath M peann30BBIBaTh COOCTBEHHOE MPOECCHOHANBHOE W IMYHOCTHOE Pa3BUTHE.

OK 4. PaGorats B KoJUIeKTHBE 1 KOMaH[Ie, 3)()EeKTHBHO B3aNMO/IEHCTBOBATH C KOJUIETaMH,

PYKOBOACTBOM, KIIMCHTAMMU.

OK 5. Ocy1ecTBIIATh YCTHYIO U MMCBMEHHYIO KOMMYHHKALIUIO Ha TOCYAapPCTBEHHOM SI3bIKE C
Y94E€TOM O0COOEHHOCTEH COIMATBFHOTO U KyJIBTYPHOTO KOHTEKCTA.

OK 6. HpOHBJ’IﬂTB Irpa’kKAaHCKO-TIATPHUOTHYICCKY O IIO3UIIUIO, ACMOHCTPUPOBATH OCO3HAHHOC
MOBCACHUC Ha OCHOBC TPAaJAUIIMOHHBIX 06H.[e‘leJ'IOBC‘lCCKPIX HeHHOCTeﬁ.

OK 7. CoJleficTBOBaTh COXpaHEHUIO OKPYKaIOIIeH Cpelibl, pecypcocOepekeHuI0, 3PPEKTUBHO
JIEUCTBOBATh B UPE3BBIYANHBIX CUTYaLIUSIX.

OK 8. Hcnonp3oBaTh cpencTBa GU3NIECKON KyJIbTYPHI JUISI COXPAHEHUS M YKPETUIEHUS 3710POBbS B
npoiecce NpoeCCOHANBHON AEATENFHOCTH U MOAEep)KaHuEe HEOOXOAMMOTO YPOBHS
(u3MIECcKOil MOArOTOBICHHOCTH.

OK 9. Hcnonb3oBaTh HHPOPMAITMOHHBIE TEXHOJIOTHH B PO(ECCHOHATIBHOM JIeITENbHOCTH

OK 10. | ITomp3oBaThCst mpoeccnoHaIbHON JOKyMEHTAIIMEH Ha TOCYJapCTBEHHOM U MHOCTPAHHOM
SI3BIKE.

OK 11. | [1nannpoBaTh NpennpUHIMATENBCKYIO AESITEILHOCTE B TPpodecCuoHanbHON cdepe




1.3.2. [lepeuens npodeccuoOHATbHBIX KOMIIETeH il

Kon HaumeHoBaHUe BUI0B /1€ATEJILHOCTH H NMPO(eCCHOHATBHBIX KOMIIETEeH Uil
B 1. BrimonHenue paboT Mo MpoeKTUPOBAHUIO CETEBOM HH(DPACTPYKTYPHI
IK 1.1. BrIMoaHATE TPOEKTUPOBaHKUE KAOCIIBHON CTPYKTYPhl KOMIIBIOTEPHOM CETH.
K 1.2. Ocy1iecTBIIATh BEIOOP TEXHOJIOTUU, MHCTPYMEHTAIBHBIX CPEICTB U CPEJICTB BHIYUCIUTEIHHOM

TEXHHUKU MPU OpraHU3aIMH [poliecca pa3paboTKU U UCCIIETOBaHMS 0O0bEKTOB
npodeccroHalbHO e TEeNbHOCTH

IIK 1.3. OO6ecneunBaTh 3aUTY HHGOPMAITMH B CETH C UCTIOJIB30BAaHUEM IIPOTPAMMHO-AITaPaTHBIX
CPEICTB.
IIK 1.4. [IpuHuMaTh yyactue B IpUEMO-CAATOYHBIX UCTIBITAHUAX KOMIIBIOTEPHBIX CETEM U CETEBOTO

000pyI0BaHUs PA3IMYHOTO YPOBHS U B OIICHKE KA4eCTBA M SKOHOMUYECKON 3P (HEKTUBHOCTH
CETEeBOM TOIOJIOTHH.

[IK 1.5. BoinonusaTe TpeboBaHMsSI HOPMAaTUBHO-TEXHUYECKON JOKYMEHTAIH, UMETh OIBIT O()OpMIICHHS

IIPOEKTHOM TOKYMEHTALIUH.

B pe3yabTaTe 0CBOCHUA HpO(l)eCCI/IOHaJILHOFO MOAYJ/IA CTYACHT HO0JKECH:

Nmets
MPAKTUYECKUI
OIIBIT B

IIPOEKTUPOBAHUY APXUTEKTYPBI JJOKAJIbHON CETH B COOTBETCTBHHU C ITOCTABICHHOMN
3ajadeit;

YCTAaHOBKE M HACTPOWKE CETEBbIX MPOTOKOJIOB U CETEBOT0 OOOPYAOBAHUS B
COOTBETCTBHM C KOHKPETHOM 3a1aueii;

BBIOOPE TEXHOJIOTHH, WHCTPYMEHTAIBHBIX CPEJCTB MPU OpraHU3aI|H Mpoliecca
UCCIIeIOBaHMS 0OOBEKTOB CETEBOI MHPPACTPYKTYPHI;

obecrnieueHnr OE€30MaCHOTO XpaHEeHHsI U Tiepeau nH(pOopMaIiK B TOKAIBHOM CeTH;
HCIIOJIB30BAHUU CIICOUAJIBHOI'O HpOFpaMMHOFO O6€CH€‘I€HI/I${ 1A MOI[CJIPIpOBaHI/IS{,
HpOCKTI/IpOBaHI/ISI 158 TGCTI/IpOBaHI/ISI KOMHI)IOTepHI)IX CET 6171.

YMETH

MIPOEKTUPOBATH JIOKAJIbHYIO CE€Th, BEIOMPATh CETEBBIE TOMOJIOTHH;
UCIIOJIb30BaTh MHOTO()YHKIIMOHAIbHBIE IPUOOPHI MOHUTOPUHTA, IPOTPaMMHO-
anmnapaTHble CpeACTBA TEXHUYECKOIO KOHTPOJIS JIOKAJIBHOU CETH.

3HaTh

o0111Me MPUHIMITBI TOCTPOEHUSI CEeTeH, CETEBBIX TOMOJIOTHI, MHOTOCIIONHON MoeH
OSI, TpeboBaHMi1 K KOMIBIOTEPHBIM CETSIM;

apXUTEKTYpy MPOTOKOJIOB, CTAaHAAPTU3ALIUU CETEH, ITAoB NPOEKTUPOBAHUS CETEBON
UH(PaACTPYKTYPHI;

6a30Bbl€ IPOTOKOJIBI U TEXHOJIOTHH JIOKAIBHBIX CeTeH;

MIPUHIIATIBI TOCTPOCHUS BEBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

CTaHJapThl Kabesei, OCHOBHbBIE BUIbl KOMMYHHUKAIIHOHHBIX YCTPOHCTB, TEPMUHOB,
MIOHSTUH, CTAaH/IApTOB U TUIIOBBIX 3JIEMEHTOB CTPYKTYPUPOBAHHOM KaOeTbHOM
CHCTEMBI.




1.5 KosimuecTBO 4acoB Ha OCBOeHHe padoyeil MPorpaMMbl y4eOHOM M CHUIIHHBI:

O0bem 001e00pa3oBaTeILHON MPOrpaMMsbl oOyyaroierocs: — 660 4acos, B ToM
qHce:

00s13aTeIbHON ayTUTOPHON yueOHOM Harpy3ku odydaromierocst — 622 yaca;

CaMOCTOSITeNTLHOM paboThl 0Oydaromerocs — 14 gacos.

Jlexkuuu — 154 4gaca;

[IpakTueckue 3ausaTst — 186 4acos;

KoHncynbranyu — 6 yacoB

KypcoBoe npoektupoBanue - 30

[TpomexyTouHas aTTecTanus — dk3ameH (18 gacoB)



2. CTpyKTypa U coaep:kanue npodhecCHOHAIBLHOT0 MOIYJIs

2.1. CTpykrypa npogeccuoHaAJIbHOT0 MOTYJIs

3aHATHSA BO B3aUMOJCHCTBUH C TIpEIIoAaBaTelIeM, Jac C;glo- Komcyss
Oo6yuenue mo MJIK [pakTukn pTal Tanuu
Konpr HanmeHnoBanus CymMmapHsIit
IIpousBoacTBeH
npodeccronan pasnenoB o0BeM
JlabopaTopHbIx Hast IIpomex
BHBIX OOLIMX npodeccuoHamTbHOro Harpys3KH, KypcoBsix
o Bceero | Jlekuu u VYuebnas (ecnm yTOYHAas
KOMIICTEHIIUH MOTYJISI qac. pabor
u MPaKTUYECKUX HpeyCMOTpEHa | aTTecTall
9 (poexToB)
3aHATHI paccpenoToyeH ust
Hasl TIPaKTHKa)
1 2 3 4 5 6 7 8 9 10 11 12
IK 1.1-IIK Paznen 1.
1.5 Kommerotepasbie 92 80 32 48 6 4 2
OK 01-11 CeTn
Paznen 2.
Opranuzanus,
IIK 1.1-TIK TIPUHIIUIIBI
1.5 MIOCTPOCHHS U 310 290 122 138 30 6 10 4
OK 01-11 (YHKIIMOHUPOBAHUS
KOMITHIOTEPHBIX
ceTen
VYyeOHas mpakTHKa
(o mpoduiro
MK 1.1-TIK CHf{I;Hag"(H";“)’
15 e 108 108 108
OK 01-11 PELyeMOTP
WUTOTOBast
(KOHILIEHTpHpOBaHHA
s1) IPAKTHKA)
K 1.1-1IK [Ipou3BoacTBEeHHAA 144 144

1 O6wem camocTosTENBHOM PaboTHI 06YUAKOIMXCS ONPEENSIETCS 00Pa30BATENBHON Opranu3anyei B cootseTcTBun ¢ Tpebosanusmu GIOC CITO B npesnenax o6bemMa yueGHON AUCITUILTUHBL
B KOJIMYECTBE 4aCOB, HEOOXOMMOM /IS BHITIOJIHEHHS 3a/IaHUH CaMOCTOSITEIbHON paboThl 00yYaIOIMXC s, IPELy CMOTPEHHBIM TEMAaTHYECKUM IUIAHOM M COZIep)KaHueM Y4eOHOH AMCIMILUINHBL
(MEeXAUCIUILITNHAPHOTO Kypca).



1.5
OK 01-11

IIPaKTHKA (110
npouITIo
CHEIUATBLHOCTH),
4acoB (ecnu
IIpelyCMOTpEHA
UTOroBas
(KOHLIEHTpUpOBaHHA
1) IPAKTHKA)

144

DK3aMeH 1o
MOIYJTIO

Bcero:

688

622

112

198

44

108

144

18

14




2.2. TemaTu4eckuii IJIaH U coJep:kanue npodeccuoHaaIbHOro moayJs (IIM)

HaumeHoBaHue pa3iesioB U TeM

Conep:xanue yueOHOro MaTepuaa,

npodeccuoHaabHoro moayJas (IIM), O0bém B
JlabopaTopHbie padoThbl M NPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAsI yueOHasi padoTa
MEKIUCHUIIIHHAPHBIX KyPCOB yacax
(MIIK) o0yyaromuxcs, KypcoBasi padora (IpoeKr) (€ciu NpeaycMOTPEHbI)
1 2 3
Pasnen 1. KomnbiotepHblie ceTu
M/IK.01.01. KomnbloTepHbIe ceTH 92
Tema 1.1. BBenenne B ceTeBble Conepxanue 24
TeXHOJIOTHH 1 | KomnsrorepHsle cetu

CoBmMmecTHas pa60Ta, I/IHTepHeT U COBPCMCHHBLIC CECTCBBIC TCXHOJIOTUH — 001acThb IIPUMCHCHHUA U
HazHaueHue. Buasl KOMIIBIOTCPHBIX cereil. ['moOanbpHbBIE U JIOKAJIbHBIE CETH. O,Z[HOpaHFOBBIe u
KIIMCHT-CCPBCPHBIC APXUTCKTYPbI. OCHOBHBIE KOMIIOHEHTHI CeTCﬁ, CCTCBaA Cp€la U CCTCBLIC
YCTpOﬁCTBa. TexHonoruu NOAKIIOYSHHUS K HHTepHeT. KOHBepFeHTHHe cetu. KauectBo n
HaJCKHOCTb cereii. OCHOBHBIE TOHATHS CETEBOH O€30IaCHOCTH. TenaeHuMu Pa3BUTHA CeTeH.

KoHconbHbIH 70CTYI, yAadeHHbIH qocTyn ¢ nomoinbto Telnet u SSH, ucnons3oBanue nopra
AUX.

CeTeBble NPOTOKOJIbI 1 KOMMYHHUKALMHU

KoaupoBanue n napametpsl coobmienus. CereBble MPOTOKOIBI. B3anmozeiicTBie mpoTOKOJIOB.
Ha6op nmpotokono TCP/IP u mpouecc oOMeHa nanHbiMH. OpraHU3alliu MO CTaHIAPTU3AIHH:
ISOC, IAB, IETF, IEEE, ISO. MuoroyposHeBsie momenu OSI u TCP/IP. Mukancynsius
naHHbIX. [IporokonsHble 6oku ganHbix (PDU). [locTyn k nokanbHbIM pecypcaM. CereBast
anpecanus. MAC- u IP- agpeca. Jloctyn x ynan€éuusiM pecypceam. 1103 nmo ymonganuro.

CereBoii 1octyn

IIpoTokonbl U craHAapThl (Gu3U4ecKoro ypoBHs. CrocoObl mojakimodeHuss K ceTd. CereBble
untepdeiicubie miatel (NIC). Cpenbl nmepenaun AaHHBIX M MX XapaKTEPUCTUKU: MPOIYCKHas
CIIOCOOHOCTh, MPOM3BOAUTEIBLHOCTh. Buapl MemHblx cereBbix kaOeneit: UTP, STP,
KOAKCHATBHBIA. Pa3HOBUIHOCTH, 0COOEHHOCTH TIPOKJIAJIKK M TeCTUPOBaHUs kabeneit. CTpykTypa
1 0COOEHHOCTH MPOKIIAJIKA ONTOBOJIOKOHHBIX Kabeneil. becipoBoiHbIe cpencTBa nepeaadn
nannbix. Crangapt Wi-Fi IEEE 802.11.




KananpHbIi ypOBEHB M €T0 MOypOBHH: Y ipaBieHue jorndeckum kanaiaoM (LLC) u
VYnpasieHue 10cTynom k cpese nepenaun Janubix MAC. CTpykTypa KajJipa KaHaJIbHOTO YPOBHSA
Y IpUHLUIIE ero popmupoBanus. CTaHIAPThl KaHAIBHOTO YpoBHS. Du3nyecKkas U JIOTuyecKas
TOTOJIOTHUS CeTU. TOIMONIOTUN «TOUYKA-TOUKAY, «3BE3/1a», «IIOJHOCBI3aHHAS, «KOJBIEBAs.

[TonymymuiekcHas 1 MOJIHOAYTUIEKCHas niepenaya ganHbix. Ocodennoctu kaapo LAN, WAN,
Ethernet, PPP, 802.11.

Cetesble TexHosorun Ethernet

CemeiictBo ceteBbix Texnosoruii Ethernet. Ilpunuun pabotsr Ethernet. BzaumoneiictBue Ha
noaypoBHsix LLC u MAC. Ynpasnenue nocrynom k cpeae nepenaun nanusix (CSMA). MAC-
anpec: uneHrudukanus Ethernet. AtpuOytel kampa Ethernet. IIpeacraBnenuss MAC-anpecos.
OnHO- 1 MHOTOAJPECHOM, MIUPOKOBEMATEIbHON pacchliok. CkBo3HOE moakiatouenne, MAC- u
IP-anpeca.

[IpoTokon pa3pemenus ajgpecos (ARP): npunimnel paGoTel, posib B mpolecce yAaIeHHOIO
obmena gaHHbIMU. Tabnuiel ARP Ha ceteBbIx ycTpoiicTBax. OCHOBHbBIE HEAOCTATKH MIPOTOKOJIA
ARP - Harpyska Ha cpefly nepeiauu JaHHBIX U 0€3011aCHOCTb.

OcHoBHast wuHpOpManus O moprax Kommyrtatopa. Tabmuma MAC-aapecoB KOMMYyTaTopa.
Oynkiust Auto-MDIX. Cnocobsl nepeceuiku kaapa Ha kommyrtaropax Cisco. bydepuzanus
naMsiTd Ha KoMmMmyTaTopax. UKCHpPOBaHHAas M MOJyJIbHasg KOH(QUIypaluu KOMMYTAaTOpPOB.
CpaBHeHue KomMMmyTanuu ypoBHS 2 u ypoBHs. Texnomorusi Cisco Express Forwarding.
Buptyanbshslii untepdeiic kommytaropa (SVI), Mapmpytuszupyemsiit nopt, EtherChannel
ypoBH# 3. Kondurypamus mapuipyTusupyemMoro nopra.

CereBoil ypoBeHbD

CereBoil ypoBeHb B Ipoliecce mepefaud AaHHbIX. [IpoTokonbl ceteBoro ypoBHS. OCHOBHBIE
xapaktepuctuku [P-mpotokomna. Crpykrypa maketoB IPv4 u IPv6. OcobGennoctu u
npeuMyIiecTBa mpotokona Pv6. Meroasr MapmpyTusanuu y3i0B. Tabmuiia MapmpyTH3auA
y3J10B M Mapupyruzaropa Ui nporokosioB IPv4 u IPv6. YcrpoiictBo MapumipyTtusaTopa —
IIponeccop, mamaATh, olepanuoHHas cucrema. lloakiroueHne K MapLIPYTHU3aTOpPy 4Yepes
paznuuHble nopThl. HacTpoiika HCXOHBIX TapaMeTpoB, HHTEp(EIcoB, UTI03a [0 YMOTUYAHHUIO U
JPYTUX XapaKTepUCTUK MApUIPYyTU3aTOPa.

TpaHcnopTHbIi ypoBeHb
Ha3nauenue u 3aga4u TpaHCIIOPTHOTO YPOBHSL.




MynbTUILUIEKCUPOBAHUE CEaHCOB CBsA3W. Omnucanue u cpaBHeHUEe npotokogoB TCP u UDP —
HAJE)KHOCTh U MPOU3BOAUTEIHLHOCTD, 00JIACTh MPUMEHEHHS. AJjpecalus MOPTOB U CerMEeHTallUs
TCP u UDP. O6men mamaeiMu mo TCP. Ilpomeccet TCP cepsepa. Ycranosnenue TCP-
coelMHeHUsT U ero 3aeepuieHue. [IpuHnunsel «TpéxcropoHHero pykonoxarus» TCP.
Hanéxnocts u ynpasinenue norokom TCP - IloarBepskieHue MOTYy4YEHUSI CETMEHTOB, MOTEPS
JAHHBIX W TIOBTOpHAs Mepenada, yrnpabieHHe MOToKoM. OOMEH AaHHBIMU C WCHOJIb30BAHHUEM
UDP. IIpoueccs u 3ampocsl UDP-cepBepa, UDP-nararpammsl, npoueccsl UDP-kninenra.
[Ipunoxenus, ucnoassytoue UDP u TCP.

IP-agpecanusi

Crpyktypa [Pv4-agpecoB. CeteBas u y3noBas yacTh [P-aapeca. [IpeoOpa3oBanue anpecoB
MEXJly IBOUYHBIM U JI€CATEPUUHBIM NpezacTasieHueM. Macka noaceru IPv4. CereBoli aapec,
aZipec y3Jla ¥ IINPOKOBeIaTeNbHbIi agpec cetd IPv4. [IpucBoenune y3imy cTaTUUECKOro U
nuHamuueckoro [Pv4-anpeca. Muoroanpecnas nepenava. [lyonuunsie u uactasie [Pv4-anpeca.
IPv4-anpeca ciennanbHoro Haznauenust. [IpucBoenue [P-anpecos.

CoBMecTHOE ucnob30BaHue NpoTokoaoB IPv4 u IPv6: nBolHOM cTeK, TYHHEIHPOBAHUE,
npeobpazoBanue. [Ipencrasnenue [Pv6-anpecos. [IpaBwmiia cokpamienus 3anucu [Pv6-aapecos.
WuauBuyanbHBIH, TPYIIIIOBOM, MPOU3BONIBHBINA THITEI |IPV6-anpecoB. CTpyKTyphI JOKaJIBHOTO U
rJ100aIbHOTr0 MHAUBUAYaIbHBIX [Pv6-anpecoB. CtaTuueckas v AMHaAMHUYECKas KOH(UTYpaliu
rio0anbHOro HHAMBHUAYadbHOro aapeca. [Iponece EUI-64 u ciydaiiHo creHepupoBaHHBIN
uaeHTuuKaTop uHTepdeiica.

ICMP-cepBuchl. Otnnuus s npotokosioB [IPv4 u IPv6. Coobmenuns ICMPvI6 «3ampoc
MapHipyTuszaropy», «OOBsSBIEHHE OT MapHIpyTU3aTopay, «3ampoc COCEIHEro y3lay W
«OO0BsBIEHUE COCETHETO y3/1a». TecTupoBaHHe CETH C MOMOILBIO 3X0-3arpocoB. TpaccupoBka
MapuipyTa. Bpems mpoxokJeHus1 CUrHaia B IpsMoM U oOpaTHoM HampasieHusx (RTT). Bpewms
xu3nu (TTL) IPv4 u npenen nepexonos [Pv6.

Pasnenenune IP-cereii Ha moaceTn

Cermentanust I[P-cereit. OOMeH maHHBIMEH Mexay mojaceTsMu. [lmaHupoBaHWe aapecariv B
nojacetsx. PacdyerHeie Gopmyrsl ans cermMeHTanuu ceTH. Pa3OueHue Ha MOJCeTH Ha OCHOBE
TpeOOBaHUIl Y3JIOB W CETeil, B COOTBETCTBHH C TpeboBaHUsMHU ceTeil. OmpeneneHue Macku
nojcetd. Pa3OueHHe Ha TOJCETH C HCIOJIb30BaHHMEM Macku mnepemeHHOW mamuHbl (VLSM).
bazoBass Momens w HasHadeHue OokoB ajapecoB VLSM. IlmanupoBaHue ajapecamuy CETH.




Ocobennoctn mpoektupoBanus IPv6-cetn. PazOuenme Ha TOACETH C HCHOJIB30BaHUEM
unaeHTudukaTopa naTepderica.
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YpoBeHb NPUJIOKEHU

YpoBeHb MPWIOKEHWH, YypOBEHb NPEJICTABICHHUS M CEAHCOBBIK ypoBeHb. I[lpumepsl
pacnpocTpaHeHHBIX mnpuioxkeHuil. [IpoTokonsl ypoBHS mpuioxkeHU. OIHOpPaHTOBBIE CETH
(P2P). Mogenp tuma «kiueHt-cepBepy». O630p mporokonos HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomenusix uMEéH (DNS). @opmar coobmenuii u uepapxus DNS. VYTumura
«nslookupy». Ciyx6a DHCP. IIporokon nepenaun daiinos (FTP). IIpoTokon obmena 6iokamu
cepBepHbix coobmmenuit (SMB). Konnenun «Bceodwemmtomuii Uutepuer» BYOD. [loctaBka
JAHHBIX TI0 KOHBEPTEHTHBIM CETSIM.

11

Co3nanue n HacTpoOiiKa He0O/IbIIOH KOMIILIOTEPHOM CeTH

[InanupoBaHue U co3gaHne HEOOIBIION KOMITBIOTEPHOUM CETU: ONIPEACIICHUE KIIFOYEBBIX
(hakTopoB, BEIOOP TOMOJOTHH U CETEBBIX YCTPONUCTB, BBIOOP M HACTPOWKA MPOTOKOJIOB, CUCTEMBI
aapecanun. Mepsl 1o obecreueHno 6€30MacHOCTH CeTH. Y I3BUMOCTH U CETEBBIC aTaKH.
Pa3BenbiBaTenbHble aTaku, ATaku qoctyna, Otkas B oociyxuBanuu (DoS-araku). PezepBHoe
KOIMPOBaHKE, OOHOBIIEHUE M YCTAHOBKA MCTIpaBieHUd. MeXceTeBble SKpaHbI.

AyTtentudukanms, aBropuszanus u yu€ét. Bkimouenue nporokona SSH.

@ainoBble CHCTEMBbl MapIIPyTHU3aTOPOB W KOMMYTAaTOpPOB. Pe3epBHOE KONMUpOBaHUE W
BOCCTAQHOBJIEHHE C TIIOMOIIBI0 TEKCTOBBIX (aitnoB, mportokona TFTP, USB-nakonurens.
Berpoennsbie cnmy>x0b1 MapuipyTusanuu. [lonnepxka 6ecnpoBoJHbIX NOAKII0YeHHH. HacTpoiika
BCTPOEHHOT'O MapILIpyTU3aTOpPA.

OM YMCJIC MPAKTUHIECCKHUX 3aHATHIL 1 uaﬁopaTopﬂblx paﬁoT

CocraBnenue kapTbl ceTd IHTEpHET ¢ TOMOIIbIO YTHIIMT «ping» U «traceroute»

Co3gaHue npocTon CeTH:
* VYcraHOBKa ceaHca KOHCOJIA C CETEBBIM 000PYI0BAaHUEM TPY TTOMOIIHU ITporpamMmebl Tera
Term;
* Co3zmaHue ceTy;

Hacrpoiika 0CHOBHBIX TapaMeTPOB KOMMYTATOPA.

[IpocmoTp ceteBoro Tpaduka ¢ moMolibto nporpammsl Wireshark.

[ToakmroueHre KOMITBIOTEPOB K CETH C TIOMOIIBI0 Kabeel nu OeCITpOBOIHBIX aanTEPOB:

° OHpCIICJ'ICHI/Ie CETCBbIX YCTpOfICTB M KaHaJIOB CBA3H,
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*  OO0XUM CEeTeBOro Kades;
* TIpocMOTp maHHBIX O OECIPOBOAHBIX U MPOBOIAHBIX CETEBBIX aJanTepax.

Nzyuenue Ethernet-texHomormii:
* IIpocmorp MAC-anpecoB CETEBBIX YCTPOUCTB;
* Uyuenwue xaapos Ethernet ¢ momouipro nmporpammsr Wireshark;
* IIpocmotp ARP ¢ momomisto nporpammel Wireshark, natepdeiicoB koMmaHIHOM CTPOKH
Windows u I0S;
* Hcnonws3zoBanue uaTepdeiica komanaHou crpoku I0S ¢ Tabnumamu MAC-aapecos
KOMMYTAarTopa.

[Toctpoenue cetn Ha 6a3ze MapiIpyTHU3aTOpA!
* IIpocMoTp TabaMI MAPIIPYTU3AINH Y3IIOB;
* Hzyyenue pu3MUECKUX XapaKTEPUCTUK MAPIIPYTU3ATOPA;
* Coznanue cetu, COCTOsILEN U3 KOMMYTaToOpa U MapuIpyTH3aTopa.

N3y4yeHue TpaHCIIOPTHOTO YPOBHSL:
* HaGmonenue 3a nporeccoM TpEXCTOPOHHETO «pykonoxatus» TCP ¢ nmomouisio
nporpammbl Wireshark;
* U3yuenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ nmomomuisio nporpaMmel
Wireshark;
* Uzyuenwue 3axBaueHHbIX maketoB FTP u TFTP ¢ momomsio mporpammer Wireshark.

Hacrpoiika [P-agpecanuu:
* Hcnonbe3oBanue kanbKyasTopa Windows B paboTe ¢ ceTeBbIMHU aJIpecamMi;
* Konseprauus [Pv4-anpecoB B IBOMUHYIO CUCTEMY CUHCIICHMUS;
*  Omnpenenenue [Pv4/IPv6-anpecos;
* Hactpoiika IPv6-anpecoB Ha CETEBBIX YCTPONCTBAX;
* TectupoBaHue ceTeBOro MOAKIIOYEHHUS C TOMOIIBIO KOMaHI «ping» 1
«traceroutey.

Cermenranus IP-cereii:
* H3yueHue KaabKyJISTOPOB MOJICETEM;
e Pacuér moxcereii IPv4;
* Paszgenenue cerel ¢ pa3IMUHBIMU TONOJIOTUSIMH Ha MOJICETH;
* Pa3paboTka u BHeJpeHHE CXEMBI aapecaluy pa3aenéHHon Ha mojacetu |IPv4-certu;




Pazpabotka 1 BHeipeHHE cxeMbl aapecanuu VLSM.

10 | IP-agpecanus:
* aHanu3 TpaduKa OJHOAIPECHON Nepeaayn, MIMPOKOBEIIATEIbHON U MHOT0aIPECHOM
PacChUIKH;
* HacTpoiika aapecanuu IPV6;
* mpoBepka aapecamnuu [Pv4 u IPV6;
*  0TpabOTKa KOMIUIEKCHBIX IPAKTUYECKUX HABBIKOB.
11 | Cermenranus IP-cereii:
*  Oprasu3anys MOJICETH MO PA3TUYHBIM CIICHAPUSIM;
* pa3paboTKa M BHEIPEHHE CTPYKTYpHI aapecanuu VLSM,
* BHEJpEHUE CXeMbl aJpecaluu pa3aenaéHHoi Ha noacetu IPv6-cery;
*  0TpabOTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.
12 | I3y4eHne OCHOBHBIX CETEBBIX CITYKO:
. N3zyuenne pyHkmm oOMeHa (aiiiraMu MeKAy OJHOPAHTOBBIMH YCTPOUCTBAMH
omnpenenenue npeodbpazoBannii PAT; «M3zyuenue npasun padotsr DNS;
. Wzyuenue mporokona FTP.
13 | OGecneuenue 0€30MaCHOCTHU CETH:
* H3ydenwue yrpo3 cereBoii 0€30MacHOCTH;
» JlocTym K ceTeBbIM YCTpoOiicTBaM 1Mo npoTokory SSH;
+ OOecnieueHne 6€30MaCHOCTH CETEBBIX YCTPOUCTB;
14 | AHanu3 KOMIOBIOTEPHON CETH M HACTPOMKa MaplIpyTH3aTopa:
+ TlpoBepka 3aepkeK B Iepeaayy CETEBBIX MAKETOB C TIOMOIIBIO YTHIIUT «ping»
«traceroute»;
* Hcnonws3zoBanue untepgeiica komanaHoit crpoku (CLI) st cOopa cBeeHMit 0 ceTeBbIX
YCTPOMCTBAX;
*  VYmpasnenue ¢aitiaMu KOHQUTYpALUU MAPIIPYTH3ATOPA C IIOMOIIbIO TPOTrPAMMBI
SMYJISILIMY TepMUHATA
*  VYmpasnenue ¢aitiaMmu KOHQUTYpaLUU YCTPOHCTB ¢ ucnoib3zoBanueM TFTP, ¢uer-
namata 1 USB-nakonwresei
+ l3yuyeHue npoleayp BOCCTAHOBIEHUS MMapOJIeH.
15 | IIpoekTupoBaHKe U CO3JAHUE CETH ISl MAJIOTO TPEANPHUSITHSI — UTOTOBBIA IPOSKT




Tema 1.2. IIpuHIUTIBI
MapIIPYTU3ALHUN U KOMMYTAalMU

Conep:xxanue

1

BBenenue B KoMMyTHpYyeMbIe CeTH

O6benuHEHHBIC ceTh. MlepapXus B KOMMYTHpPYEMO# ceTH. Pojib KOMMYTHPYEMBIX CETEH.
KommyTtupyemas cpena. lunamuueckoe 3amnoiaHeHue tadimisl MAC-anpecoB kKoMMyTaTopa.
MeTtob1 iepecbUIKH Ha KoMMyTaTtope. KommyTanius ¢ mpoMexxyTouHbIM XpaHeHneM. CKBO3Hast
KOMMYTaIIUs.

KommyTtannonnsie 1oMenbl. CHUXKEHUE MEPErpy30K CETH.

OcHOBHbIE KOHIENIUH U HACTPOIIKa KOMMYTalllH

OcHOBHbIE KOHIIETIIIMY U HacTpoiika kommyTauuu. [lepBoHayanbHast HacTpolika KOMMyTaTopa u
BOCCTAHOBJIEHHE I10CJIe CUCTEMHOrO cbos1. HacTpoiika nocTtymna ajis 6a30Boro ynpasieHHUs
koMMmyTatopom ¢ [Pv4. JlynnekcHas cBsizb. HacTpoiika mopToB koMMyTaTopa Ha (PU3M4YEeCKOM
ypoBHe. DyHKIIMS aBTOMAaTUYECKOT0 onpenenenus tuma kadens (Auto-MDIX). [IpoBepka
HacTpoek nopra kommyraTtopa. [Touck u ycrpanenue nmpo6iieM Ha YpOBHE JOCTYTA K CETH.
besonacHocth koMMyTaTOpa. 3amUIIEHHBIN yYaanéHublil octyn. Hacrpoiika SSH.
PacripoctpanéHHbIe yrpo3sl 0e30macHOCTH: iepenoiHenue Tadmumsl MAC-aapecos, DHCP-
cry(uHT, UCTIONIb30BaHue ys3BuMocTe mpotokona CDP, Araku Telnet u ap. Ayaut u
MpaKTUYECKHE PEKOMEHIalluu 110 o0ecnevyeHno 0e30acHOCTH ceTu. besonacHocTh mopra
koMmMmyTaropa. OrcnexuBanue DHCP coobmennii. @ynkuus 6e3onacHOCTH nopta. Bujisl
3anmTel MAC-anpecoB. Pexxumbl pearupoBaHust Ha HapylieHue 6e3onacHocTu. [IpoBepka u
HacTpoiika nopToB. IIporokon cereBoro Bpemenu (NTP).

BupryansHsie jokajabHbie ceTH (VLAN)

Bupryasnbasie nokanbhbie ceTd (VLAN) — kimaccubuKanms ¥ OCHOBHbIE XapaKTEPHUCTUKH.
Tpanku BUpTyanbHbIX ceTeld. KOHTpOJIb NIMPOKOBEIATENBHBIX JOMEHOB B ceTsix VLAN.
Teruposanue kagpos Ethernet mist unentupukaunuu cetu VLAN. Ceru native VLAN u
terupoBanue ctangapta 802.1Q. Terupoanue ronocoBoit VLAN. Peanuzanuu BUpTyaJIbHOM
JokabHOM cetu. Haznauenne nopros cetsiMm VLAN. Hactpolika TpaHKOBBIX KaHAJIOB.
[TpoTokon guHAMUYECKOTO co3aanus TpankoBoro kaHaia (DTP). Ilouck u ycrpanenue
HENOoJaI0K B BUPTYAJIbHBIX JIOKAJILHBIX CETSAX U TPAaHKOBBIX KaHanax. [Ipobiems ¢ IP-
anpecanueit cetu VLAN. HecoBnianeHus pe;xuMoB TpaHKOBOH cBsi3U. IIpoexkTupoBanne u
obecnieyenue 6ezonacHoct VLAN: hopping, cniypuHr KOMMyTaTOpa, ataka ¢ JIBOHHBIM
terupoBanuem, Cetb PVLAN nepumerpa. [IpakTuueckue pekoMeH1aluu 1o NpoeKTHPOBAHHUIO
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BUPTYaJIbHOU JIOKAJIbHOM CETH.

Konuenuus mapmpyruzanuu

Hactpoiika Mmapuipytuzaropa. MexaHu3mbl epechbUIKM NakeToB. [loakimoueHne u HacTpoika
ycTpoiicTB. CBETOMOIHBIE MHIUKATOPBI HA MapIIpyTU3aTOpe. AKTUBAIUS U HAacTpoiika [P-
anpecanuu. [IpoBepka cBI3HOCTH ceTeil ¢ mpsiIMbIM NokITtoueHreM. [IpoBepka HacTpoek
unTepdeiica. @uIbTpalysi BHIXOJHBIX JaHHBIX KoMaH[ «show». KoMMyTalus makeToB Mexay
ceTsimMu. DyHKIUSA KOMMYTally MapupyTu3aTtopa. Mapupytusanus nakeros. Onpenenenue
nyTy. [Ipouecc npuHATUS pelieHus O IEPEChUIKE aKeTOB. BbIOOp oNTHUMAaNbHOrO My TH.
IIporokoibl RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AAMUHUCTPUPOBAHUE PACCTOSHUE
(AD) n HapexHOCTh MapipyTa. AHaIU3 TaOJIML MapLUIPyTU3aLUU — UCTOUYHUK JaHHbIX,
MPUHIUIIB POPMUPOBAHNE BO3MOKHOCTH HACTPOUKH. 3aMucy TaOIUIbl MapIIPYTU3ALIUN AJIs
ceTel C MPSIMbIM MOAKIIOUEHUEM. 3a/IaHNe CTATUYECKUX MapuIpyToB. IIpoTokoss
JUHaMHA4YecKor MapuipyTtusauuu cereit [IPv4 u IPv6.

Mapmpyruzanus me:xkay VLAN

[Ipunuuns! padotsl mapmpytusanuu mexxay VLAN. Hacrpolika MapuipyTusanuu Ha 6a3e
MapUIpyTU3aTOPOB C HECKOJIBKUMH (pr3HUecKMMH HHTEpQEiicaMu, ¢ UCTIONb30BaHUEM
KOH(urypaiuu router-on-a-stick, uepes MHOroypoBHeBbIi KomMmmyTaTop. [Ipodaemsl
Mapupytuzaunu Mexay VLAN. [IpoBepka koH(pUrypauuu KOMMyTaTopa U HaCTPOEK
MapuipyTuszaropa. Henonanku B pabore unrepdeiica. Ommbku B IP-agpecax u Mackax moJICeTH.
Hacrpoiika u pabota kommyTaluu Ha 3-M ypoBHe. MapupyTtuzanus Mmexay VLAN yepes
BUpPTYyaJIbHbIe MHTEP(ENChl KOMMYTaTOpa, MapIIPYTU3UpyeMble TOpThl. Hemonaaku B
HACTpOMKax KOMMYyTaTopa 3-T0 YpOBHS.

CraTnyeckasi MapIIpyTH3aLMsA

[IpeumyiiecTBa 1 3aja4l CTATUYECKOW MApLIPYTU3AUU. THUIIBI CTATUYECKUX MapPILPYTOB:
CTaHJApTHBIN, IO YMOJIYAHUIO, CYMMapHbIi, I1aBaronuil. Hactpoiika cratnueckux MapuipyToB
IPv4 u [Pv6. Komanna «ip route». MapmpyT creayroriero nepexoaa. Hampsimyro
MTOAKJIFOYEHHBIN cTaTHYEeCKUI MappyT. [[0THOCTBIO 3a/TaHHBIN CTATUYECKUI MapIIpyT.
Hactpoiika cratnaeckoro mapuipyta mo ymosdanuto. Knaccosas aapecanus. KnaccoBeie Mmacku
nojicetu. becknaccoBas mexxgomenHast Mapuipytuzanus CIDR. O6bequHeHrne MapIpyToB.
Opranuzanus cynepceteil. Micnons3oBanue Macok mojcetu puxkcupoBanHoii ;mHbl (FLSM).
Macka noncetu nepemenHon JumHbl (VLSM). Hactpolika cyMMapHBIX U IJIaBaIOIIUX




CTaTHMYECKUX MapHIpyToB. Pacuér cymmapHoro mapmipyra. O0beIUHEHUE CETEBIX aIPECOB
IPv4 u IPv6. [louck u ycTpaHeHHe HEMoIaJA0K B HACTPOMKAX CTaTUYECKOTO MapuIpyTa u

MapIIpyTa [0 YMOJIYaHHUIO.

JuHamMu4yeckasi MapuIpyTH3anus
[IpoTOKOIBI TUHAMUYECKON MapIIPYTH3AIMH — Ha3HAYEHUE, IPHHLUIBI PA0OTHI U HCTOPHS
pa3BuTHs. CpaBHEHHE TMHAMHYECKON M CTaTHUECKOW MapiipyTusanuu. [IpuHIumns! paboTs
MIPOTOKOJIOB MAapIIPYTU3AIMH: MTYCK MOCTe BKItoYeHHus nutanus, CereBoe oOHapyxenue, OoMeH
JaHHBIMH MapuipyTusanuu, Obecnedenue cxogqumocTr. Kinaccupukanus mpoTokoaoB
MapupyTtusanuu. [Ipotokomnsl IGP u EGP. lucranunonno-sexkropHbie mpotokosisl RIP, IGRP.
[Iporokoinbl MapmipyTusamuu 1no cocrosauio kanana OSPF u IS-IS. Knaccoblie u GeckiaccoBbie
IIPOTOKOJIBI MAPIIPYTU3ALMH. XaPAKTEPUCTUKN U METPUKH ITPOTOKOJIOB.
JluHamuueckas JUCTAaHIIMOHHO-BEKTOPHAs MapIIpyTu3anus. J[ucTaHIMOHHO-BEKTOPHBII
anropuT™M. MexaHu3Mbl OTHPABKH U MOJIyYEHUS JaHHBIX MapIIPyTHU3aLUH, pacuéTra
ONITUMAIILHBIX ITyTEH M JOOABJIICHUS MApPIIPYTOB B TAOJIHILy MapIIPyTH3AIMH, OOHAPYKEHHUS U
pearvpoBaHUs Ha U3MeHeHus B Tononoruu. Hactpoiika nporokona RIP: Bkmtouenue RIPv2,
OTKJTIOYECHHE aBTOMATUYECKOT0 OObEIMHEHNS, HACTPOIKA IMaCCHBHBIX MHTEP(EICOB, epeaada
MapuipyTa 10 yMoJidaHuo 1o cetu. Hacrporika nporokona RIPng. IIpouecc Mapmpytusanuu mo
coctosiHuto kaHana. Hello mpoTtoko:n. maket cocrostuus kanana (LSP). JlapunHas pacchuika
IIAKETOB COCTOSIHMS KaHaya. JIaBUHHAs pacchbulKa IAKETOB COCTOSHUSA KaHana. Co3/laHue nepesa
kpatuaiiimux nyteit SPF. Jlo6asnenue mapuipytoB OSPF B Tabnuily MapiipyTu3aiu.
Henocratku npoTOK0JIOB MapIpyTH3alMK O COCTOSHUIO KaHasa. Tabauia MapupyTU3aluy.
3anucu ¢ IpsIMbIM MOJKIIOYEHUEM U yIal€HHON ceTU. JIMHAMUYEeCKU NOJy4yaeMble MapLIpyTh

[Pv4/6. [Iporiecc moucka MapuipyTa.

OSPF pas ognoii ob1acTu

CewmeticTBo nporokonoB OSPF. Xapaktepuctuku, npuHUIUIBI paboThl U KomnoHeHTsl OSPF.
Oco6ennoctu OSPF 1711 01HOM 1 HECKONIBbKHUX o0sacTei. MaructpainbHasi 001acThb.
Wukancynsiuust coobmennit OSPF. Tunel nakeroB OSPF: naker npuserctsus (hello), maket
onucanus 6a3el naHHbIX (DBD), maket 3anpoca coctosinust kanana (LSR), naker oOHOBIEHUS
cocrosiHus kanana (LSU). maker monrBepxkaeHus coctostaust kanana (LSAck). O6HoBneHus
coctosiHus kKaHana. Paboune cocrosuus OSPF. Boigenennsiit (DR) u pe3epBHBIN BbIIEICHHBIN
mapuipytuszarop (BDR). Cunxponu3zanus 6a3 nanasix OSPF. Hactpoiika OSPFv2 st onHoii




obnactu. Pexum koHurypanuu uneHTuuKaTopsl MapimpyTtusaropa. Mcmnonas3oBanne
untepodeiica loopback. Bximouenne OSPF na untepdeiicax. lllabnonnas macka. Komanga
«network». Hactpoiika naccuBHbIX nHTEepdeiicoB. Dopmyna pacuéra merpuku croumoctu OSPF.
Hacrpoiika 3Ha4ueHMit MpomycKHO# criocoOHocTH nHTEep(eiica. [IpoBepka coceTHUX yCTPONCTB,
HACTPOEK MPOTOKOJIA, TAHHBIX Tporecca u apyrux xapakrepuctuk OSPF. Cpasuenne OSPFv2 u
OSPFv3. Anpeca tuna link-local. Tononorust cetu OSPFv3. Hacrpoiika unentudukaropa
mapuipytuzaropa OSPFv3. Bxitouenne OSPFv3 na unrepdeiicax.

Cnuckn kouTpoJs ngocryna (ACL)

Crucku xontpouns goctyna (ACL). Ipunun padotrsr ACLcenucko. Tunst ACL-cnirckoB Cisco
st IPv4. TlpucBanBanue HomepoB 1 uMEH ACL-criuckam. Pacuér mabnonnoi macku B ACL-
cnuckax. Pekomennanuu no co3ganuto u pazmenienuo ACL-criuckoB. Pazmemenue
CTaHIapTHBIX U pacmupeHHbIXx ACL-cniuckoB. Hactpoiika crangapraoro ACL-cnincka.
[Ipumenenue cranaaptHeix ACL-crinckoB Ha unTepdericax. Kommentapuu k ACL-criuckam.
[IpoBepka u penakTUpOBaHUE CTAHAAPTHBIX HyMepoBaHHBIX ACLcnuckoB. ACL-cratuctuka.
3amura noptoB VTY ¢ nomomsto ctangaptaoro ACL-cniucka IPv4. Ctpykrypa u HacTpoiika
pacmupenabix ACL-criuckoB g [Pv4. GunpTpanus Tpaduka ¢ UCIIOIb30BaHUEM
pactupeHabix ACL-criuckoB.

ITouck n ycrpanenue Henonagok ACL-cninckoB. Pacnipoctpanénnsie ommbku ACL-cninckos.
CpaBuenue ACL-cniuckos g [IPv4 u IPv6. Hactpoiika n npoepka ACL-cickoB s IPv6.

10

IIporoxkon DHCP

IIpotokon DHCP. DHCPv4: 6a3oBast onepauus, popmart cooOLIeHnH, COOOIIEeHUs
oOHapyxeHus U npeanoxxenus. Hacrpoiika, nmpoepka u perpancisauus npoctoro DHCPv4-
cepBepa. Hactpoiika mapmpytusartopa B kauectse DHCPv4-knuenTta. Hactpoiika
Mapmipytusaropa kiaacca SOHO. [louck u ycTpaneHue HEMmosiaaoK B paboTe MapiipyTH3aTopa
DHCPv4. IIpotokon DHCPv6. ABTomatnyeckasi HacTpoiika ajipeca 6e3 oTCaeKUBaHUS
cocrosiHus (SLAAC). [Mpunamummn pabotst SLAAC ¢ DHCPv6. DHCPvV6 ¢ u 6e3 oTciexuBaHus
cocrostHus. [Iponeccst DHCPv6. Hactpoiika mapuipyTtuzatopa B kauectse DHCPv6-cepsepa u
DHCPv6-knuenta. [Tonck u ycrpanenue Hernonaok B padore DHCPv6.

11

IIpeoOpa3oBanue cereBbIx aapecos IPv4
[IpeobpazoBanue cereBbix aapecoB [IPv4. KornenTtyansHoe mpeoOpa3oBaHue CETEBBIX aIPECOB
(NAT). Tepmunonorus u npuHuuisl padotel NAT. ITpoctpanctBo yactHbix [Pv4-agpecos.




Crarnueckoe u fuHaMuueckoe mpeodpasoBanue cereBbix aapecoB (NAT). [IpeobpazoBanue
aapecoB optoB (PAT). CpaBaenne NAT u PAT. IlpeumymiectBa u Heqocratku NAT. Ananus
cratudeckoro npeodpazoBanust NAT. [Ipunnun padoter nuHamudeckoro NAT Hacrpoiika u
npoBepka NAT, PAT. Ilepeanpecauus noptoB. Hactpoitka NAT u nnpotokona [Pv6.

[Touck u ycrpanenue Henosaaok B padore NAT.

B TOM uMciie NIpaKTHYeCKUX 3aHATHI U J1a00PATOPHBIX PadoT
1 | Hacrpoiika kommyTaTopa:
* bazoBasg HacTpoiika KOMMYyTaTOpa;
* Hactpoiika napaMeTpoB 0€30IaCHOCTH KOMMYTaTOpa.
2 | Hactpoiika 6€30macHOCTH KOMMYTaTopa:
* Hacrpoiika npotokosia SSH;
* Hacrpoiika ¢pyukuuu Switch Port Security;
* Tlouck u ycTpaHeHUE HEMONA0K B CUCTEME OE30MacHOCTH MOPTOB KOMMYTATOpPa;
OTpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.
3 | Kondurypamus cereit VLAN:
* Kongurypamus cereiit VLAN u TpaHKOBBIX KaHAJIOB;
* Tlouck u ycrpaHeHue Henonaaok B koHdurypauuu VLAN,;
* Peanuzanus cucteMsl 0e3omacHocTu cetn VLAN;
*  Peanmuzanus cereit VLAN 1y1st cCerMEHTAIMK CETEH MPEANPUSATUI MAJIOTO U CPETHETO
OusHeca.
4 | Hacrpoiika MapiipyTu3aTopa:
* Hcnonp3oBaHue KOMaH bl traceroute 175 OOHApYKEHUSI CETH;
¢ JIOKyMEHTUPOBaHHUE CETH;
* Hacrpoiika uarepdeiicos IPv4 u IPVG6;
* Hactpoiika u npoBepka HEOOIBIION CETH;
HccnenoBanue MapmpyToB ¢ IPSIMbBIM OAKIIOUEHHUEM.
5 | Hacrpoiika MapuipyTH3aum:

* Cocrasnenue cxeMbl ceTu HTEpHET;

* Hacrpoiika 6a30BbIX apaMeTpoOB MapIIPYTU3aTOPa ¢ MOMOIIbIO HHTepdelica KOMaHIHO
crpoku (CLI) cuctemsr Cisco I0S;

* Hacrpoiika 6a30BbIX MapaMeTpoB MapiipyTu3aTopa ¢ nomoiuisio CCP.
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Mapupyruzanusa mexay VLAN:
* Hacrpoiika mapmpyTtusamnuu mexay VLAN mist kaxaoro uatepderica;
* Hacrpoiika mapupyTtuzanuu mexxy VLAN Ha ocHoBe crangapra 802.1Q u TpaHKOBOTO
KaHaua;
* [louck u ycTpaHeHHe HEMOJIAO0K B MapiipyTu3anuu Mmexay cetssmu VLAN.

7 | Hactpoiika craTuuecKor MapIipyTH3AIHH:
* Hacrpoiika cratnueckux MapuipytoB [Pv4/IPv6 mo ymom4anuto;
* Paszpabotka u peanuzanus cxembl aapecanuu [IPv4 ¢ ucrionszoBanuem VLSM;
* Pacuér cymmapusix mapmipyTtoB IPv4 u IPV6;
* Ilouck u ycTpaHeHHe HEMOMaI0K CTaTuuecKux MapipytoB [Pv4 u IPV6.
8 | Hactpoiika auHaMUuecKoil MapHIpyTH3aIIH:
. HccnenoBanue cX0QUMOCTH;
. CpaBHEeHHE METOIOB BEIOOpA IMyTH B poTokoiax RIP.
9 | Hacrpoiika npotokosioB RIPv2 u RIPng.
10 | Hacrpoiika npotokosnoB OSPF:
. Hacrpoiika 6a3zoBoro mporokona OSPFv2 nns ogHoit obnactu;
. basoBas HacTpoiika nmporokosnia OSPFv3 mist ogHolt o0nactu.
11 | U3ydeHnne MexaHn3MoB pabOThI CO CIUCKAMU KOHTPOJISI 1OCTYyIIA!
* HarmsgHoe npexacrasienne padotsl ACL-crimncka;
» Hacrpoiika crangaptasix ACL-cniuckos;
« Hactpoiika ctannapTabix nMeHoBaHHBIX ACL-criHckoB;
* Hactpoiika ACL-cniucka anst nunauit VTY;
» Hacrpoiika pacmupenHbix ACL-CIIMCKOB AJIsl pa3IMUHBIX CLIEHAPHUEB;
» Tlowck u ycTpaneHnue Hermonanok B padbore ACL-criuckos;
» Hactpoiika ACL-ciuckos IPV6;
*  OtpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB.
12 | Hactpoiika ACL-ciiCKOB:

* Hacrpoiika u mpoBepka crannaptHeix ACL-CIHCKOB;

* Hacrpoiika u nmpoBepka orpannyenut VTY;

* Hacrpoiika u mpoBepka pacumpeHHbIXx ACL-crinckoB;

* Tlouck u ycTpaHeHHe HEMoaA0K B HacTpoiike u pa3meniennu ACL-




CIIHCKOB;
* Hacrpoiika u npoepka ACL-crickoB s IPV6.

13 | Uzyuenue nporokosoB DHCP:

* bazoBas nacrpoitka DHCPv4 na mapuipytusarope;

* ba3zoBas nacrpoitka DHCPv4 na kommyTtarope;

* Tlouck u ycrpaneHnue Henosanok B pabore DHCPV4,

* Hacrpoiika cepepa DHCPv6 6e3 oTClIe:)KUBaHUS COCTOSIHUS U C OTCJIC)KUBAHUEM
COCTOSIHHUS;

* Tlouck u ycrpaneHue Henonaaok B pabore DHCPVG.

14 | N3yuenue nporokona DHCP:
* Hacrpoiika nporoxona DHCP ¢ nomomrsio komang Cisco 10S;
*  OtpaboTKa KOMIIJIEKCHBIX TPAKTUYECKIX HABBIKOB.

15 | [IpeoOpazoBaHUE CETEBBIX aPECOB:

* Uzyuenue npunuuna padotsl NAT;

* Hacrpoiika cratnueckoro u qunamuyeckoro NAT;

» Peanuzanusg cratuueckoro u auHamuueckoro NAT;

» Hacrpoiika nepeaapecariiu mopToB Ha MapuipyTuzarope Linksys;
+ TlpoBepka, MOMCK U ycTpaHEeHHUE Henodanok KoHpurypauuit NAT;
* OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

16 | Uzyuenue pabotsl ¢ NAT u PAT:
* Hactpoiika quramuueckoro u cratudeckoro NAT;
» Hactpoiika NAT-nyna ¢ neperpy3skoii u PAT,;

* Tlouck u ycrpaHeHue Henosagok KoHpurypamuii NAT.

Paspnen 2. Opranusanusi, HpMHIUIIBI
NOCTPOeHUsI M QYHKIIHOHMPOBAHUSA
KOMIIBIOTEPHBIX CeTeH

MK.01.02. Opranu3auusi, 310
NPUHIMIBI TOCTPOEHHUS U

(pynxkuuonupoBanus

KOMIILIOTEPHBIX CeTeH

Tema 2.1. MapmipyTu3anus u Coaep:xanue 78




KomMMmyTanus. MacmrabupoBanue
cerei

BBenenue B MmacuirabupoBaHue cereit
Peanuzarus npoekta cetu. [Ipoekt nepapxuueckoit cetu. Pacimupenue cetn. Beibop ceTeBbIx
ycrpoiictB. KommyTannonnoe o6opyaoBanue. MapiipyTi3aTopsl. Y IPaBIsONIMe YCTPOUCTBA.

HN30b1TOuHOCTHE LAN

[Tonsarus mporokona spanning-tree. [Ipeqnasnauenue npoTokosa spanning-tree. [IpuHmmmn
pabotel STP. Tumnsr mpotokonoB STP. Hactpoiika nporokona STP. Hacrpoiika PVST+.
Hacrpoiika Rapid PVST+. I[Ipo6iemsl HacTpoiiku STP.

ArpernpoBaHue KaHaJI0B

OCHOBHBIE TIOHSITHS arpEeruPOBaHUs KaHAJIOB. ATperupoBanue kKaHaioB. [IpuHIMT paGoThI
EtherChannel. Hactpoiika arperupoBanus kananoB. Hactpoiika EtherChannel. I1poBepka, mouck
u yctpaHenue Hernonaaok B pabote EtherChannel

BecnipoBoaHbIe JIOKaJIBHBIC CETH

Konnenmun 6ecripoBoiHOM CBsi3H. BBenenue B 6ecripoBOAHYIO CBsI3b. KOMITOHEHTHI ceTei
WLAN. Tononoruu cereit WLAN 802.11. Ilpunuunsl padoTel 6€CIpoOBOIHOM JTOKAIbHOM CETH.
Crpyxkrypa kaapa 802.11. @yHkunoHupoBaHUEe O€CTIPOBOAHON CBSI3U. YTIPaBJICHUE KaHAIAMHU.
BezonacHOCTh OecIIpOBOIHBIX JIOKAIBHBIX ceTeil. YTposbl st ceteir WLAN. Obecnieuenne
6e3onacHoct WLAN. Hactpoiika 6ecripoBoiHBIX JIOKalbHBIX ceTeil. HacTpoiika
6ecripoBoIHOrO MapuipyTu3zaropa. Hactpoiika 6ecripoBoiHbIX KiMeHTOB. Ilouck u yctpanenue
Heronanok B pabote cereit WLAN.

Hacrtpoiika n ycrpanenue Henosiagok B padore OSPF nuis ognoit o01acTu

Pacmmpennsie napametpsl mpotokona OSPF mist ogHolt o6nactu. MapuipyTu3aius Ha ypOBHAX
pacnpenenenus u saapa. OSPF B ceTsix ¢ MHOXECTBEHHBIM JOCTYIIOM. PacnipocTpanenue
MapliipyTa o ymonadanuto. Tounas Hactpoiika unrepgeiicop OSPF. 3amura OSPF. Ycerpanenue
Heronaaok peanusanun npotokosna OSPF mis ogHoM 0o6mact. CocTaBIISIFOITNE TIPOIETYPhI
TOMCKA U yCTpaHeHHs Henoanok B padore OSPF mns ogHoit o6mactu. [louck u yctpanenue
Hernonaaok B mapupytusanuu OSPFv2 mist ogHoit o6nactu. [lonck u ycTpaneHre HEMoIai0K B
OSPFv3 nnst ogHol obmactu




OSPF ni1s HeckoJbKHX 00J1acTeil

[Tpunnun padoter OSPF nns Heckonpkux obnacrei. Haznauenne OSPF mis Heckonbkux
obnactelt. [Tpuaun padots! maketoB LSA B OSPF mis Heckonbkux oOsacreid. Tabnuia
MapmipyTtusanuu 1 Tanbsl MapimpyToB OSPFE. Hactpoitka OSPF st Heckonbkux o0acTei.
Hacrpoiika OSPF nns neckonbkux obnacreid. O0bpenunenne mapipytos OSPF. IIposepka
OSPF 11 HECKOJIBKUX 00JIACTCH.

-

OM YHCJIe MPAKTHYECKUX 3aHATUI U J1a00PaTOPHBIX padoT

PasBepTriBaHNE KOMMYTUPYEMOM CETU C PE3EPBHBIMU KaHaJIaMU

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpoiika nporokona GLBP

Onpenenenre THIOBBIX OMNUOOK KOHpUrypauuu STP

Hacrpoiika EtherChannel

[Touck u ycrpanenue Hernonanok B padbore EtherChannel

ArperupoBaHue KaHAJIOB

Hactpoiika 6ecipoBoJHOTO MapIIpyTU3aTOPa U KIUEHTA

O o NGB W NPT

Hacrpoiika 6a3zoBoro nporokosa OSPFv2 mist oqHoM o6mactu

[ERY
o

Hactpoiika OSPFv2 B ceT MHOKECTBEHHOTO JIOCTYTIa

-
-

Hacrpoiika pacmmpenssix ¢pyHkuuit OSPFv2

=
N

[Touck u yctpaneHue Henozanok B padote ocHOBHBIX MpoTokosioB OSPFv2 nu OSPFv3 ms
OJIHOM o6sacTu

13

[Touck u ycTpaHeHue Hemojan0K B padoTe yCcoBepIIEHCTBOBaHHOTO npoTokoina OSPFv2 nns
OJTHOM o0J1acTH

14

Brnanenue HaBbIkaMM NOMCKA U yCTpaHeHHUs Henosagok B pabore OSPF

15

Hactpoiika OSPFv2 nns Heckonbkux obnacrei

16

Hactpoiika OSPFv3 nns Heckonbkux obnacren

17

[Touck u ycrpanenue Henonanok B padore OSPFv2 u OSPFv3 ans Heckonbkux obmacTeit
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Tema 2.2. Coeaunenue ceTeu.

Conepxanue
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IHoak/roueHue K ri100aJbHOM ceTH

O0630p TexHonorui rIodansHol cetu. Llenb co3manus rinobdanbHbIX ceTel. [TpuHIUI padoTh
robanbHOM ceTn. BriOop TexHomoruu riaodanbHoi cetr. CepBUCH II100aTbHOM CETH.
WudpacTpyKTypsl 4acTHBIX TTT00ANBHBIX ceTeil. UHppacTpyKkTypa 0011e10cTyTHOH r100aabHOM
ceTu. Be16op cepBUCOB ri100anbHON CETH.

COCZ[I/IHCHI/IC «TOYKA-TOYKA»

O030p mocne10BaTeIHLHOI0 COSIMHEHHS «TOUKA-TOUKay. CBA3b M0 MOCIEI0BATEILHOMY KaHAIYy.

WNukancymsiuus HDLC. [punnun pabotsr nporokona PPP. Ilpeumymiectsa nporokosna PPP.
LCP u NCP. Ceancsl PPP. Hactpoiika npotokona PPP. Hacrpoiika nporokosa PPP.
Aytentuduxanus PPP. Otnaaka coequnennit WAN. Otnanka PPP.

PenreHusi HIMPOKONOJIOCHOTO I0CTYA

VY nanéunas padora. [Ipenmymiectsa ynanéHaoi pabotel. busnec-TpeboBaHus Tl yAATEHHBIX
pabotHukoB. CpaBHEeHHE pelleHu# mupokomnonocHoro qocryna. Kadens. DSL. becnipoBoanbie
HIMPOKOIONOCHBIE ceTu. BriOop pemenuit mupokomnonocHoro gocryna. Hactpoiika
noakmouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

3amuTa MexXPUINATBLHON CBA3M

Ceru VPN. Ocnossl cereit VPN. Tunsl cereit VPN. Tynnenu GRE mexny o0bexktamu. OCHOBBI
GRE. Hacrpoiika tynneneit GRE. O6uue cBenenus 06 [Psec. 3amura nporokona IP.
CrpykTtypa nporokoina [Psec. Y nanéunsiit noctyn. Pemenus VPN g ynan€éusoro gocrymna.
Ceru VPN ynan€HsHoro gocrymna ¢ ucrnoiab3oBanuem [Psec.

MounnTtopunr Ceru

Syslog. [Tpuniun padotsr Syslog. Hactpoiika Syslog. SNMP. IIpuniun pa6otst SNMP.
Hactpoiika SNMP. NetFlow. ITpuniun padotst NetFlow. Hactpoiika NetFlow. [IpoBepka
MoJienelt Tpaduka.

Otaagka ceTn

[Touck u ycTpaHeHue HEMOJIAOK C UCIIOJIb30BAHUEM CUCTEMHOTO MoaXxoAa. JJokymeHTaIus mo
cetu. [Iporienypa moucka u yctpaneHus: Henmoyaaok. M3omsius npoOaeMbl ¢ TOMOIIBIO
MHOTOYPOBHEBBIX Mozenei. Otnaaka cetu. CpeacTBa MOWCKA U yCTPAHEHUS HETIOIAI0K.
CuMNTOMBI M TPUYUHBI OTIAAKU ceTU. [IouCK 1 ycTpaHeHne HenoaaaoK cBsi3u B ceTsx IP.

B ToM 4nciie NpaKTHYeCKUX 3aHATHH M 1a00paTOpHBIX padoT

1

Hacrpoiika 6a3oBoro PPP ¢ ayrentuduxanueit
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Otnanka 6a3oBoro PPP ¢ ayrenTuduxanueit

[Iposepka PPP

Hacrpoiika mapmipyTtuzaropa B kauectBe kiimenta PPPoE nns noakmouenuss DSL

Hactpoiika tynnens VPN GRE no cxeme «To4yka-Toukay

Pa3pa60TKa TEXHHUYCCKOI'O O6CJ'Iy}KI/IBaHI/IH CETH

Hacrpoiika Syslog u NTP

N3yuenue nporpaMMHOTO 00€CTIeueHUs 1711 MOHUTOPUHTA CETH
Hactpoiika SNMP
CO6op u ananu3 nanabix NetFlow

OO N OO BWDN

[uny
o

[
[

HNucTtpymeHTapuil ceTeBoro aAIMMHUCTPATOPA 17151 HAOIIOACHUS

=
N

Cooii B pabote ceTn

13 | Pa3paboTka 1oOKyMeHTauu

IIpumepHasi TeMaTHKA CAMOCTOATEIbHOM y4eOHO#l padoThI:

1.Cucremarnyeckasi mpopabOTKa KOHCIIEKTOB 3aHATUHN, Y4eOHOH U ClielMalbHON TEXHUYECKON JTUTEPaTyPhI.

2.KoHcrniekTupoBaH#e TEKCTa, paboTa Co CIOBAPSIMU M CIPABOYHUKAMH, 03HAKOMIICHHE C HOPMATUBHBIMU JTOKYMEHTaMH, y4eOHO-
UccleoBaTeNbcKas padoTa pu caMoM HIMPOKOM Hcrionb3oBaHuu HTepHera u npyrux [T-rexHonoruii.

3.IIpoexTHbIe GOopMBI pabOTHI, TOATOTOBKA COOOIIEHNH K BBICTYIUICHUIO HA CEMUHApaxX U KOH(PEPEHIIHIX; MOJT0TOBKa pedepaTos,
JTOKJIaJI0B.

4.TloaroroBka K 1a00OpaTOpPHBIM U MPAKTUYECKUM pabOTaM C MCIOIb30BaHUEM METOANYECKUX PEKOMEHAAINN ITpenoaBaTesis, opopMIIeHNE
1a00paTOPHO-NIPAKTUYECKUX PabOT, OTYETOB U MOATOTOBKA K MX 3aIIUTE.

Y4yeOHas NpaKkTHKa

IIpumepHbIii nepeyeHb padoT:

ydyacTue B MPOEKTHPOBAHUM CETEBON MHPPACTPYKTYPHI;
y4acTHe B OpraHU3alMK CETEBOTO aIMUHUCTPUPOBAHNS, 108
JKCIUTyaTanusi 00bEKTOB CETEBOM MHPPACTPYKTYPBI;
y4acTHE B YIIPABIECHUU CETEBBIMU CEP

BHCAMU;

y4acTHE B MOJICPHU3AINH CETEBOU MHPPACTPYKTYPHI.

o0 hkrwn e

IIpou3BoacTBEeHHAS MPAKTUKA pa3aesa
IIpumepHbIii epedyeHb padoT: 144
1. yuactue B pa3paboTKe METOJIOB, CPEACTB U TEXHOJIOTHI MPUMEHEHHSI 00bEKTOB MPO(eCCHOHABHOM AeITETbHOCTH;




2. TpoBeAeHuE NPOoPUIAKTUYECKHX paObOT Ha 00BEKTAaX CETeBONH MHPPACTPYKTYPHI U pabounX CTAHLIUSAX;
3. ydacTHe B MHBEHTAPH3aLUH TEXHUYECKUX CPEACTB CETEBOM MHPPACTPYKTYPHI, OCYIIECTBICHNUE KOHTPOJIS IIOCTYIMBLIETO 3 PEMOHTA
000py1I0BaHUA.

Hroro 654
IIpomexyTOUHAS aTTECTALHSA 6
Bcero 660




2.3 O0pa3oBaTe/bHbIC TEXHOJIOTHH, HCIIOJIb3yeMble NPH NPOBeCHUH
ayIUTOPHBIX 3aHATHI

OOpazoBaTenbHbIE TEXHOJIOTUH, UCHOJB3YEMBIE NPU PEATU3allMU Pa3IMYHBIX BUJOB
yueOHOU paboThl U farouue Haunoosee 3pPEKTUBHBIE PE3yIbTAThl OCBOCHUSI TUCIUIUINHBI.

B cootBerctBun ¢ tpeboBanusmMu PI'OC CIIO mo crneuuaibHOCTH peann3anus
KOMIETEHTHOCTHOTO TIOJX0Ja JOJDKHA TMpEeayCMaTpUBaTh IIMPOKOE HCIOJIBb30BAHUE B
y4eOHOM TMpollecce aKTHUBHBIX W  WHTEPAKTUBHBIX (OpPM  MPOBEICHUS  3aHIATUN
(KOMITBIOTEPHBIX CUMYJISIIIUM, NETOBBIX U POJEBBIX HIP, pa3dop KOHKPETHBIX CUTYalUH,
IICUXOJIOTMYECKUE U WHBIE TPEHUHIW U T.J.) B COYETAHUU C BHEAYAMTOPHON paboTOi ¢
LENbI0 (OPMUPOBAHUS U PA3BUTHS TPEOYEMBIX KOMIIETEHIIUH 00YyUYaOUXCA.

Buel 00pazoBaTeNbHBIX TEXHOIOTHI.

OOpazoBaTenbHass TEXHOJOTHSI — O3TO COBOKYIMHOCTh HAy4YHO H TPAKTUYECKU
000CHOBaHHBIX METOJOB M MHCTPYMEHTOB JJIsl TOCTIKEHUS 3aIUIAaHMPOBAHHBIX PE3yIbTaTOB
B oOmactu oOpa3zoBanus. [IprMeHeHHE KOHKPETHBIX OO0pa30BaTEIbHBIX TEXHOJOTHUH B
y4eOHOM  mpouecce  ompeaenserca  cneuudukol  ydyeOHOM  NIeATENbHOCTH, €€
UH(OPMAIMOHHO-PECYPCHON OCHOBBI M BUAOB YUEOHOU pabOTHI.

1. TpaguunonHsle 00Opa3oBaTeNbHbIE TEXHOJIOTMH OPUEHTUPYIOTCS HAa OPTaHU3ALUIO
00pa30BaTeNbHOTO Mpoliecca, NPEANOJaralllyl0 NpSIMYI TpPAHCISLUUIO 3HAHUH OT
npernojaBareNss K CTyIEeHTY  (IpEeMMYIECTBEHHO Ha  OCHOBE  OOBSICHUTEIbHO-
WLTIOCTPATUBHBIX METOJOB O0OydeHus). YdeOHas NeATEIbHOCTh CTYJCHTa HOCHUT B TaKUX
YCIIOBUSIX, KaK MPABUJIO, PETIPOTyKTUBHBINA XapaKTep.

[Tpumepsr hopM yueOHBIX 3aHATHN C KUCIOJIB30BAHUEM TPATUIIMOHHBIX TEXHOJOTHI:

Jlexuusi — mocneaoBaTelIbHOE HM3JI0KEHHWE MaTephasia B AUCIUIUIMHAPHOW JIOTHKE,
OCYIIECTBIISIEMOE MPEUMYIIIECTBEHHO BEpOATBLHBIMU CPEICTBAMU (MOHOJIOT MPENO1aBaTelis).

Cemunap — Oecega mpenojaBareisi M CTYIEHTOB, OOCYXJEHUE 3apaHee
MOJITOTOBJICHHBIX COOOIIEHUH, MPOEKTOB MO Ka)KJOMY BOMPOCY TUIaHA 3aHATUS C EIUHBIM
IUTSL BCEX MEPEYHEM PEKOMEH1yeMOM 00s3aTeNIbHON U JOTIOIHUTEIbHON JTUTEPATyPBhI.

[TpakTHueckoe 3aHsATHE — 3aHATUE, MOCBSILIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH U
HABBIKOB 10 IPEJI0KEHHOMY aJITOPUTMY .

JlabopaTopHnas pabora — opraHuzanus y4eOHOW pabOThl C  peaJbHBIMH
MaTepuaabHBIMA ¥ WHQOPMAIMOHHBIMH OOBEKTaMH, OKCIIEpUMEHTabHAs padoTa C
aHAJIOTOBBIMH MOJIECTISIMU PEaIbHBIX OOBEKTOB.

2. Texnonoruu nmpo6IEeMHOT0 O0yYEeHHSI — OpTaHU3aIusl 00pPa30BaATEIHHOTO MPOIIecca,
KOTOpasi TpeanoJjiaraeT IMOCTaHOBKY NPOOJIEMHBIX BOMNpPOCOB, co3fganHue 20 y4eOHbIX
NpoOJIEMHBIX CUTYyallMi JJs CTUMYJUpPOBAHWE AaKTUBHOM IMO3HABATEIbHOW JNEATEIbHOCTH
CTYJICHTOB.

[Tpumepsr GopM yueOHBIX 3aHSATHH C HMCMOJIH30BAHHUEM TEXHOJOTUH MPOOJIEMHOTO
o0yueHus:
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[IpobnemHass nekuus — W3JI0KEHHE MaTepHaia, MPeanoJiaraiomiee MOCTaHOBKY
MPOOJIEMHBIX W JUCKYCCHOHHBIX BOTPOCOB, OCBEIICHHE PA3JTMYHBIX HAYYHBIX IOJIXOJIOB,
aBTOPCKHE KOMMEHTApUM, CBSI3aHHbIE C Pa3IMYHBIMM MOJEISIMU  MHTEPIIPETALUU
M3y4aeMoro Marepuania.

[Ipaktuueckoe 3aHsTHE B (hOpMe MpaKTUKyMa — oOpraHu3anus y4eOHOW paboThl,
HaIpaBJeHHas Ha pellleHne KOMIUIEKCHONW y4eOHO-TI03HABATENbHOM 3aaun, TPeOyIole oT
CTyZICHTa IPUMEHEHUS KaK HayYHO-TECOPETUUECKUX 3HAHUM, TaK U MPAKTUYECKUX HABBIKOB.

[IpakTHyeckoe 3aHSITHE HA OCHOBE KeHc-MeTola («METOJa KEHCOBY», «KEeHc-CTaaum») —
oOy4yeHHEe B KOHTEKCTE MOJEIMPYEMOW CUTYallMH, BOCHPOU3BOJAIIEH pPEAbHBIE YCIOBHS
Hay4YyHOU, MPOU3BOJICTBEHHOM, OOIIECTBEHHON JesaTeNnbHOCTH. (OOyyaromuyecs: AOJIKHBI
IPOaHATU3UPOBATh CHUTYaAlUI0, pa3o0parbcs B CyTH TPOOJIeM, MPEAJIOKHUTh BO3MOKHBIE
pemieHuss W BbIOpaTh Jyuiiee W3 HuX. Kelcbl 0a3upyloTcs Ha pealibHOM (PaKTHUYECKOM
MaTrepuae Wiy ke MPUOIMKEHBI K PeaIbHON CUTYaIuu.

3. UrpoBbie TEXHOJIOTUU — OpraHu3alis 00pa3oBaTeIbHOTO MPOIEecca, OCHOBaHHAs Ha
PEKOHCTPYKIMU MOJIETIEH OBEACHHS B pAMKaX MPEI0KEHHBIX CLIEHAPHBIX YCIOBUH.

[Ipumeps! popm yueOHBIX 3aHATHI C UCIIOIB30BAHUEM UIPOBBIX TEXHOJIOTHI:

JlenoBast urpa — MOJIETUPOBAHUE PA3IMUHBIX CUTYallUH, CBSI3aHHBIX C BHIPAOOTKOW U
OPUHATUEM COBMECTHBIX pPEIICHUN, OOCYKICHHMEM BOIPOCOB B PEXKUME «MO3TOBOTO
HITYpPMa», PEKOHCTPYKIMEN (DyHKIIMOHATBHOTO B3aUMOJECHCTBHS B KOJJIEKTUBE U T.II.

PoneBass urpa — vMHTALMs WIM PEKOHCTPYKUMS MOJEJIEH pOJIEBOr0 IMOBEACHUS B
IPEIIOKEHHBIX CLIEHAPHBIX YCIOBUSX.

4. TexHOMOTUM MPOEKTHOTO OOYYEHHUS — OpraHu3alusi 00pa3oBaTeIbHOTO Mpoliecca B
COOTBETCTBUH C aJTOPUTMOM IOITAIMHOTO PEIICHUs MPOOJIEMHON 3a7aud WJIA BBIMOJTHEHUS
yueOHoro 3aaanHusa. IIpoekt mpenmosnaraeT COBMECTHYIO y4eOHO-TIO3HABATEIbHYIO
JeSITEILHOCTD TPYIIBI CTY/ICHTOB, HAITPABJICHHYIO Ha BHIPAOOTKY KOHIICTIINH, YCTAHOBJICHUE
ueiaed v 3aaad, (GOPMYJIUPOBKY OXKHUAAEMBIX pPE3YyJIbTATOB, ONPENECICHUE MPUHLMUIOB U
METOJMK PELICHUs OCTABJICHHBIX 3a/1a4, IJIAHUPOBAHUE X0/1a pabOThl, MOUCK JOCTYIHBIX U
ONTHUMAJIbHBIX PECYpCOB, TMOATANHYK peaju3alMio IJlaHa padoThl, MPE3EHTALMIO
pPe3yJbTaTOB pabOThI, UX OCMBICIICHUE U PEPIICKCHIO.

OCHOBHBIE THUIIBI IPOEKTOB:

HccnenoBarenbCckuii MPOEKT — CTPyKTypa npuOImxkeHa K ¢GopMary HAyIHOTO
WCCJIENOBAaHUS (JI0KA3aTEIbCTBO AKTYyaJIbHOCTH TEMBI, OMpEeiIeHUE HAy4YHOW MPOOJIEMBI,
npeaMeTa U 00beKTa MCCIEIOBaHUS, IeJIe M 3a/lad, METOJ0B, UCTOYHUKOB, BBIJIBH)KCHHE
TUIIOTE3bI, 0000IIIEHNE PE3YIbTATOB, BHIBO/IbI, 0003HAUYEHUE HOBBIX MPOOIJIEM).

TBOpUeCKHil MPOEKT, KaK MPABUIIO, HE UMEET ACTAIbHO MPOPaOOTaHHOU CTPYKTYPHI;
y4eOHO-TI0O3HABATENbHASL JIESITEIbBHOCTh CTYJEHTOB OCYILECTBIISICTCS B paMKax PamMOYHOIO
3aJlaHusl, TOAYUHSSACH JIOTUKE M MHTEpPEcaM YYaCTHUKOB IMPOEKTA, >KAHPY KOHEUYHOTO
pesynbTaTa (razera, GuiabM, Ipa3aHUK U T.11.).

NudopmarnmonHeiii mOpoeKkT — ydeOHO-TO3HABaTENbHAS JEATEIBHOCTh C SIPKO
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BBIPOKCHHOW 3BPUCTHYECKON HAINPABJICHHOCThIO (TIOMCK, OTOOp W CHCTEMAaTH3aIlus
UHPOpMAITUU O KaKOM-TO OOBEKTE, O3HAKOMJICHHE YYaCTHHUKOB TIPOCKTa C JTOH
uH(popMaIuen, ee aHaInu3 U 0000IIEHUE IS TPE3CHTANH 00JIee ITUPOKON ayAUTOPHUN).

5. lHTepakTUBHBIC TEXHOJIOTHH — OPTaHU3aIis 00pa30BaTEIBLHOTO MpoIiecca, KOTopas
NperoiaracT akTHBHOE U HEJTMHEHHOE B3aUMO/JICHCTBHE BCEX YYaCTHHKOB, JTOCTHKCHHUE HA
3TOM OCHOBE JIMYHOCTHO 3HAYMMOTO JIJIi HUX 00pa3oBaTeibHOro pesysbrara. Hapsmy co
CHCIHAIM3UPOBAHHBIMUA ~ TEXHOJIOTHSAMH  TaKOr0  poOJa TPUHIUMI  HWHTECPAKTHBHOCTH
IIPOCIICIKUBACTCS B OOJIBIIIMHCTBE COBPEMEHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHH.

[Tpumepsr  opM  ydUeOHBIX 3aHATHA C WCIOJIB30BAHHUEM CIICIUAITM3UPOBAHHBIX
WHTCPAKTUBHBIX TEXHOJIOTHIA:

— JICKIUs «OOpaTHOM CBS3M» — JICKIHUS—TIPOBOKANMs (M3JIOKEHUE MaTepuansa ¢

3apaHee 3alIaHuPOBAHHBIMH OIINOKAMH),

— JIeKus-0Oecena,

— JICKIUA-TUCKYCCHS,

— CEMHHApP-IUCKYCCHS — KOJUIGKTHMBHOE OOCYXKJIEHHE KaKOro-lImOo CIIOPHOTO

BOTIpOCa, MPOOJIEMBI, BHISIBIICHUE MHCHHI B TPYTITIC.
6. HHpopMarMOHHO-KOMMYHUKAIIMOHHBIE  O0pa3oBaTelbHbIC  TEXHOJIOTUH  —

OopraHu3aus 00pa3oBaTeIbHOTO mpoiiecca, OCHOBaHHasl Ha MPUMEHEHUU
CHEIUAIN3UPOBAHHBIX MPOTPAMMHBIX CpPel U TEXHUYECKUX CPEICTB pabOThl C
uHpopmaIuei.

[Ipumepsl  (GopM  y4eOHBIX 3aHATHM C HUCHOJIB30BAaHUEM HH(POPMAIIMOHHO-
KOMMYHUKAIITUOHHBIX TEXHOJIOTHIA:
— Jlekuusi-Bu3yanu3anusi — HW3JI0KEHHE COJEpKaHUS COMPOBOXKIAECTCS Mpe3eHTALUEN
(memoHcTparuelt ydeOHBIX MaTepuaioB, TMPEACTABICHHBIX B PA3IUYHBIX 3HAKOBBIX
CUCTEMAaxX, B T.4. WILTIOCTPATUBHBIX, TPaPUUECKUX, ayH0- U BUICOMATEPUATIOB).
— [IpakTuueckoe 3aHATHE B (opMe mNpe3eHTalMu — MPEACTABICHUE PE3YIbTaTOB
MPOEKTHOM WIH MCCJIEI0BATENbCKOU JEeSATEIbHOCTH C UCIIOJIb30BaHUEM
CHeUaIN3uPOBAHHBIX TPOrPAMMHBIX CPE/I.
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3. YcJ0Bus peaiu3aliu NporpaMmsl NpogeccnoHaaIbHOro MOIYJIst

3.1. TpeGoBaHUsA K MUHMMAJIbHOMY MaTePHAJIbHO-TEXHMYECKOMY OOecneyeH U0

[Tomerenue KaOWHETOB YAOBJIETBOPSIET TpeOOBaAHUSIM CanurapHo-
snuaemMuosiornueckux npaBwi U HopmaTuBoB (CanlluH 2.4.2 Ne 178-02) u ocHamieHo
TUTIOBBIM  000pYJIOBaHWEM, YyKa3aHHBIM B HACTOAIMUX TpPeOOBAaHUAX, B TOM YHCIIC
crienuaiu3upoBaHHas ydeOHas wmebOenb W cpeAcTBa OOYyYCHHS, JOCTAaTOYHBIMU IS
BBITIOJIHEHUS TPEOOBAHUM K YPOBHIO MOATOTOBKHU 00YYaIOIIHUXCSI.

KaOuHeTbl OCHalEeHbl MYJIbTUMEIUNHBIM O0OOPYIOBAaHHUEM, MOCPEICTBOM KOTOPBIX
YYaCTHUKM OOpa30BaTENIbHOrO IMpollecca MOTYT MPOCMAaTpHUBaTh BHU3yalbHYIO, CO31aBaTh
IIPE3EHTAllNN, BUIEOMATEPHUAIIbI, UHBIE JOKYMEHTHI.

3.2 UndopmannonHoe odecnevyeHne 00yueHmsl.
OcHOBHbIE HCTOYHUKH:

~ MJIK.01.01

- Maxkcumos,H.B. Komnbtorepasie cetu : yue6. nmocodue / H.B. Makcumos, U.N.
[TonoB. — 6-e u3x., mepepad. u gon. — M. : ®OPYM : UHOPA-M, 2019. — 464 c. —
(Cpennee mpodeccuoHalbHOE 00pa30BaHUE)
https://znanium.com/catalog.php?bookinfo=983166

— Ky3un, A.B. Komnbrotepnsie cetu : yue0. mocooue / A.B. Kysun, I.A. Ky3un.
— 4-e u3n., nepepad. u gon. — M. : ®OPYM : UHOPA-M, 2019. — 190 c. — (Cpennee
npodeccruoHalibHOE 00pa3zoBanue). https://znanium.com/catalog.php?bookinfo=983172

— Hcauenko O.B. IlporpamMmmHoe oOecriedeHHUE KOMIIBIOTEPHBIX ceTeil : yueO.
nocooue / O.B. Wcawenko. — M. : HHDPA-M, 2020. — 117 c.— (Cpen-
Hee npodeccruonanbHoe oOpasoBanue). http://znanium.com/catalog.php?bookinfo=941753

— Maptsina, T.JI. BerunciurensHas Texauka : y4ed. mocobue / T.JI. Ilapreika,
N.N. Ilonos. — 3-e u3a., nepepad. u gomn. — Mocksa : DOPYM ; UHOPA-M, 2019. — 445
C. — (Cpennee npo¢eCCUOHAIEHOE oOpazoBaHue).
https://znanium.com/catalog.php?bookinfo=1019423

— [TporpamMMHOe obOecrieueHuEe KOMIBIOTEPHBIX ceTeil m web-cepBepoB : yueO.
nocooue / I'.A. Jlucees, I1.1O. Pomanos, FO.1. Ackepko. — M. : UH®PA-M, 2019. —
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http://znanium.com/catalog.php?bookinfo=941753

145c. — (Cpennee npodeccCuoHaTbHOE o0Opa3oBaHme).
https://znanium.com/catalog.php?bookinfo=988332

~  MJK.01.02

— Maxkcumos, H.B. Komnsiotepusie cetu : yue0. mocobue / H.B. Makcumos, 1.1.
[TonoB. — 6-e m3x., mepepad. u gon. — M. : ®OPYM : UHOPA-M, 2019. — 464 c. —
(Cpennee mpodeccuoHabHOE O00pa3oBaHUE).
https://znanium.com/catalog.php?bookinfo=983166

— Ky3un,A.B. Komnbiotepusie cetu : yued. mocooue / A.B. Ky3un, JI.A. Ky3us.
— 4-e u3n., nepepad. u gon. — M. : ®OPYM : UHOPA-M, 2020. — 190 c. — (Cpennee
npodeccronambHoe 00pazoBanue). http://znanium.com/catalog.php?bookinfo=938938

— ['Bo3aena, 1.FO. OcHOBBI MOCTPOCHMS aBTOMATHU3UPOBAHHBIX MH(HOPMAIIMOHHBIX
cucteM : yueOHuk / B.A. I'Bo3aesa, 1.1YO. JlapenteeBa. — M. : UJ| « DOPYM)» : UH®DPA -
M, 2020. — 318 c¢. — (Cpenmnee mpodeccuoHaIbHOE  00pa3oBaHuUe).
http://znanium.com/catalog.php?bookinfo=922734

— Crenuna B.B. Apxurektypa OBM u BhIUKCITUTENBHBIE CUCTEMBI : YUYEOHUK /
B.B. Crenmuna. — M.: KYPC: UH®PA-M, 2020. — 384 c. — (Cpennee nmpodeccroHalbHOe
obpasosanwue). http://znanium.com/catalog.php?bookinfo=661253

JlonoJITHUTEIbHbIE HCTOYHUKH:
3.3. IlepeyeHb HH(OPMALMOHHBIX TEXHOJIOTM I

B pamkax n3y4deHus TUCIUTUTMHBI HCIIOIB3YIOTCS CIIEAYONNEe MHPOPMAIIMOHHBIC
TEXHOJIOTHH:

— ANIEKTPOHHO-OMOMMOTEUHAass cUcTeMa «Znanium.com» (PacrloioKEHHAs! IO
aNleKTpoHHOMY ajpecy http://znanium.com/catalog), snekTpoHHO-OMOIMOTEYHAS CHCTEMa
«Ibooks.ru» (pacnosioxkeHHas o AIIEKTPOHHOMY aapecy
https://ibooks.ru/home.php?routine=bookshelf);

— NPEe3CHTAIMOHHBIC MaTepHalibl, pa3pabOTaHHBIC B I1EIIX BH3YyaIU3alldd
y4eOHOT0 MaTepraia ¥ MOBBIIICHHUS HATJISTHOCTH OOYYCHHSI, B COOTBETCTBHHU C KaJCHIAPHO
TEMATHYECKUM IIAHOM IO JTUCIUILIAHE;

— B paMKax W3Yy4YeHHS IUCIMIUIMHBI HCTOJB3YyeTCsA MakeT mporpamm Microsoft

Office.

3.4 YcaoBus peajan3alnuy NPorpaMMsbl it 00y4arouuxcsi MHBAJIU/I0B M JIHII €
OrpaHNYEeHHBIMHU BO3MOKHOCTSMHU 3/10POBbS

31


http://znanium.com/catalog.php?bookinfo=938938
http://znanium.com/catalog.php?bookinfo=922734
http://znanium.com/catalog.php?bookinfo=922734
http://znanium.com/catalog.php?bookinfo=661253
http://znanium.com/catalog)

WMuBanuapl U aula ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBBS, 00yJaromuecs mo
nporpamme  noaroroBku  09.02.06 CereBoe ©  CHUCTEMHOE aJAMUHUCTPUPOBAHUE,
o0ecreynBarOTCsl MEYaTHBIMU U 3JIEKTPOHHBIMU 00pa30BaTeIbHBIMU pecypcamMu B opmax,
aIalITHPOBAHHBIX K OTPAaHUYCHUSM UX 3I0POBBSI.

Crneunduka mnoxyyaeMoi HampaBieHHOCTU (Mpoduiisi) oOpa3zoBaTEIbLHOM MPOrpaMMBbl
IpEeIoiaraeéT BO3MOXXHOCTh OOYYCHHS CICAYIOIIUX KAaTerOpUi WHBAIHMIOB W JIMI[ C
OTpaHUYEHHBIMUA BO3MOXKHOCTSIMH 37I0POBbS:

- C OTpAaHUYEHUEM JBUTATCIIBHBIX (QYHKITUH;
- C HAPYIICHUSAMH CITyXa,
- C HAPYIICHUSIMH 3PEHUSI.

Opranuzanusi ~ 00pa3oBaTelbHOrO  Mpoiecca  00ecleYuBaeT  BO3MOXKHOCTh
OeCIPEenITCTBEHHOTO JIOCTYIa 00YJarOIIMXCsl ¢ OTPAHUYECHHBIMU BO3MOXKHOCTSIMU 370POBbSI
U (WIM) MHBAJIUAOB B y4YeOHbIC ayJUTOPUH M JPYrUe TMOMEIICHUS, JUIsl 3TOr0 UMEIOTCS
MaHIyChl, TOPYYHH, TU(QTHI U PACIIUPEHHBIE TBEPHBIC TPOEMBI.

B yuebHbIX ayauTopusx u 1a00paTopusix HMEeTcs BOZMOKHOCTh 000py/I0BaTh MeCTa
JUIS CTYy/JICHTOB-MHBAJIMUJOB C Pa3UYHBIMU BUIAMH HApYIICHUS 3J0POBBS, B TOM YHUCIE
OTIOPHO-/ABUTATEIBHOTO amnmapaTa U ciayxa. OCBEIIEHHOCTh yUeOHBIX MECT yCTaHABINBACTCS
B coorBercTBUM ¢ mnojoxeHussmu CHull 23-05-95 «EcrecTBeHHOE M HCKYCCTBEHHOE
ocBellleHus». Bce mpenMersl, HEOOXOAUMBbIE AJIsi YYEOHOIro Ipolecca, pacloiararoTcs B
30HE€ MaKCUMaJIbHOM JTOCSATAEMOCTU BBITSIHYTHIX PYK.

[Tomemnenuss mnpeaycMaTpuBaloT yueOHbIE MecTa JUIsl JIMIl C OrpPaHUYEHHBIMU
BO3MOXKHOCTSIMH 3/IOPOBbSI U MHBAJIWOB, UMEIOMIMX CEPACYHO-COCYIUCThIE 3a00JIeBaHMUS,
OHM 00OpPYAOBaHBI COJHIIE3AIIUTHBIMUA yCTpOMCTBaMM (Kallt03M), B HUX MMEETCsSl chcTeMa
KJIMMAT-KOHTPOJIA.
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4. KOHTPOJIb M OLIeHKA Pe3yJIbTATOB 0CBOCHHS NMPO(ecCHOHAIBHOT0 MOAY IS

Kon m mammeHOBaHHE
npo(hecCHOHANBHBIX |
0o0IMX  KOMIICTCHIIUH,
(bopMHpPYEMBIX B paMKax

MOIYJIst

Kputepuu onenku

MeToOb! OlLIEHKHU

IIK 1.1. BeimmosHATH
MIPOCKTUPOBAHHUE
KaOeITbHON CTPYKTYPBI
KOMIThIOTEPHOM CETH.

OneHka «0TJIIMYHO» - TEXHUUYECKOE 3a/1aHNE
IIPOaHAIM3UPOBAHO, AJITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJaHUIO U
o(opMIIEH B COOTBETCTBUU CO CTaHAAPTAMU,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.
OneHka «Xopouo» -ajaropuT™M paspadoTaH,
o(opMIIeH B COOTBETCTBUH CO CTaHAAPTAMHU
U COOTBETCTBYET 3aJJaHUI0, [I0SICHEHBI €TI0
OCHOBHBIE CTPYKTYDBI.

OneHka «yA0BJIETBOPUTEIBHO) - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1aHUIO.

DKk3aMmeH/3auet B hopme
cobeceI0BaHusI:
NPaKTUYECKOE 3a/IaHUE T10
MIOCTPOCHHIO aITOPUTMA B
COOTBETCTBUU C TEXHUYCCKUM
3aJaHIEeM

3amura OTYETOB 110
MPAKTHYCCKUM U
nabopaTopHBIM paboTam

[IK 1. 2. OcyuiecTBasTh
BBIOOP TEXHOJIOTHUH,
WHCTPYMEHTAILHBIX
CPEIICTB U CPEJICTB
BBIUMCITUTEILHOW TEXHUKU
P OpraHU3aIuu
mporecca pa3paboTku 1
UCCIIEIOBaHMS 0ObEKTOB
npodeccuoHanbHOM
JeSTeTLHOCTH.

OrneHka «0TJINYHO)» - TEXHUYECKOE 3a/I1aHKe
MIPOaHAIU3UPOBAHO, AJITOPUTM Pa3paboOTaH,
COOTBETCTBYET TEXHHUECKOMY 3a/IaHUIO H
oopMIIeH B COOTBETCTBUH CO CTaHAaPTAMH,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.
OrneHka «XopouIoy -ajJroputM pa3padoTaH,
o(opMIIeH B COOTBETCTBUH CO CTaHAApTaMHU
U COOTBETCTBYET 3a/I1aHUI0, TOSICHEHBI €ro
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «yA0BJIETBOPUTEIBLHO) - aJITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHUIO.

DK3aMeH/3aueT B hopme
co0ece10BaHus:
MPAKTHYECKOE 3aJaHKE T10
MOCTPOCHHUIO AJITOPUTMA B
COOTBETCTBUU C TEXHUYCCKHM
3aJlaHHEeM

3amurTa OT4ETOB 110
NPaKTUYECKUM U
1abopaTopHbIM paboTam

[IK 1. 3. Ob6ecneunBarhb
3aluTy HHOpMalUU B
CETH C UCIOJIb30BAHNUEM
IpOTrpaMMHO-aInapaTHBIX
CPEICTB.

O1eHKa «OTJIMYHOY - TEXHUYECKOE 3a/IaHue
MIPOaHATM3UPOBAHO, AJITOPUTM pa3padoTaH,
COOTBETCTBYET TEXHHUUECKOMY 3a/IaHUI0 U
o(opMIIeH B COOTBETCTBUH CO CTAaHAAPTaMU,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «XOPOLIO0Y -aJTOPUTM pa3padoTaH,
o(opMIIeH B COOTBETCTBUH CO CTaHAAPTAMHU
Y COOTBETCTBYET 3a/IaHUIO, ITOSICHEHBI €r0
OCHOBHBIE CTPYKTYPBHI.

O1neHka «yA0BJIETBOPUTEIBHO) - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHUIO.

DKk3aMeH/3a4ueT B popme
co0ece10BaHus:
IPaKTUYECKOE 3a/1aHUE 110
HOCTPOCHUIO AITOPUTMA B
COOTBETCTBUH C TEXHUUECKUM
3aJaHHEeM

3amuTa OTYETOB 110
IIPaKTUYCCKHUM U
nabopaTopHBIM paboTam
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IIK 1. 4. [Ipuaumath
y4acTue B MpUeMo-
CIAATOYHBIX UCIBITAHUAX
KOMIIBIOTEPHBIX CeTell U
CETEeBOr0 000PYIOBaHUS
Pa3IUYHOTO YPOBHS H B
OIICHKE KauecTBa U
SKOHOMMUYECKOU

3¢ (HEeKTUBHOCTH CETEBOM
TOTIOJIOTHH.

OneHka «0TJINYHO» - TEXHUUYECKOE 3a/1aHne
MPOaHAIU3UPOBAHO, AITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY 3aJJaHUIO U

0 OpMIIEH B COOTBETCTBUU CO CTaHAapTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
OneHka «Xopouo» -ajaroput™M paspadoTaH,
o(opmMIIeH B COOTBETCTBUH CO CTaHAAPTAMU
U COOTBETCTBYET 3aJJaHUI0, [I0SICHEHBI €r0
OCHOBHBIE CTPYKTYPBHI.

OneHka «y/10BJIeTBOPUTEIBHO) - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1aHUIO.

DK3aMeH/3aueT B hopme
co0eceIOBaHNA:
NPaKTUYECKOE 3a/IaHUE T10
MOCTPOCHHIO aITOPUTMA B
COOTBETCTBUH C TEXHUYECKUM
3a/laHuEM

3amura OT4YETOB 10
NPaKTUIECKUM U
n1abopaTopHBIM paboTam

IIK 1. 5. BeimonssaTh
TpeOOBaHUSI HOPMATHUBHO-
TEXHUYICCKOU
JIOKYMEHTAIlU!, UMETh
OTIBIT OPOPMIICHHS
MPOEKTHOM JIOKYMEHTAIIUH.

OneHka «0TJINYHO» - TEXHUUYECKOE 3a/1aH1e
MIPOaHATU3UPOBAHO, AJITOPUTM Pa3paboTaH,
COOTBETCTBYET TEXHUUYECKOMY 33JJaHUIO U
o(opMIIeH B COOTBETCTBUH CO CTaHAaPTAMHU,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPHI.
OneHka «Xopouo» -aaroput™M pa3padoTaH,
0o(OpMIIEH B COOTBETCTBUU CO CTaHAapTaMH
Y COOTBETCTBYET 3aJJaHUIO, MOSICHEHBI €ro
OCHOBHBIE CTPYKTYDBI.

OueHKa «y/10BJIEeTBOPUTEIbHOY - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1aHUIO.

DKk3aMmeH/3aueT B hopme
cobeceI0BaHusI:
NPaKTUYECKOE 33/1aHUE T10
MIOCTPOCHHIO AITOPUTMA B
COOTBETCTBUU C TEXHUYCCKHM
3aJaHAEeM

3aimuTa OT4YeTOB IO
NPaKTUYECKUM U
nabopaTopHBIM paboTam

OK 01. Beibupats criocoOsl
pelieHus 3a1a4
npodeccuoHaNbHOM
JeATENLHOCTH,
NPUMEHUTEIHHO K
Pa3ITUYHBIM KOHTEKCTaM.

- 000CHOBAHHOCTb IIOCTAHOBKH
11eJIH, BEIOOpA U IPUMEHEHUS
METO/I0B M CITIOCOOOB peIIeHUs
poQ)eCCHOHANIBHBIX 33]1a4;

- aJIeKBaTHas OlLIEHKa U CaMOOIIEHKa

7 (PEKTUBHOCTH M KaueCTBA BBHIOTHEHUS

npodeccHoHaNBHBIX 3a7a4

OIT 02.Ocy11ecTBasTh
TIOUCK, aHAJTTU3 U
UHTEPIPETAINIO
uHpopMaluuy,
HEOOXOUMOM IS
BBITIOJTHCHMSI 32,124
npodecCHOHATbHON
NeSITETTHHOCTH.

- UCIIOJIb30BAHUE PA3JIMYHBIX UCTOYHUKOB,
BKJII0Yasl SJIEKTPOHHBIE PECYPCHI,
Mmenuapecypcesl, IHTepHeT-pecypchl,
NEepUOINYECKUE U31aHUs 110
CHELHATbHOCTH JJISl PELICHUs
npodeccuoHaNbHBIX 3aa4

OK 03. IIimannpoBats n
pearn30BBIBAT
cOoOCTBEHHOE
npodeccuoHanbHOE U
JMYHOCTHOE Pa3BHUTHE.

- ACMOHCTpalus OTBECTCTBEHHOCTH 3a
MIPUHSATHIE pELICHUS

- 000CHOBAaHHOCTh CaMOaHaJIH3a U
KOPPEKLUS pe3yIbTaTOB COOCTBEHHOM
paboThI;

OK 04. PaboraTh B
KOJIJICKTHBE U KOMaH/IE,
3¢ PeKTUBHO

- B3aUMOJICHCTBUE C 00YUaAIONUMUCH,
HpCHO}IaBaTeJ'ISIMI/I 158 MaCTepaMI/I B X01€
00y4eHUs1, C pyKOBOJIUTENISIMH yIeOHOU 1

HHuTtepnperanus pe3ynbTaToB
HaOJI01eHuH 3a
JESATEIBHOCTBIO
o0ydaromierocst B mpouecce
OCBOEHMS 00pa30BaTEIbHOM
POTPaMMBI

DKCTepTHOE HAOIOIEHUE U
OIIEHKa Ha JabopaToOpHO -
MPAKTHYCCKHUX 3aHATHUSAX, TIPH
BBITIOJIHEHUH Pa0OT T10
y4eOHOM U TTPOU3BOACTBEHHOM
PAKTHKAM

DKk3aMeH KBanu(UKAIMOHHBIN
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B3aMMOJIENCTBOBATH C
KOJIJIETaMH, PYKOBOJICTBOM,
KJIMEHTAMU.

IIPOU3BOJCTBEHHOM IPAKTHK;
- 000CHOBAHHOCTPH aHAJIN3a padOTHI YWICHOB
KOMaH/IbI (IO JYMHEHHBIX)

OK 05. Ocy1iiecTBasiTh
YCTHYIO U TUCBMEHHYIO
KOMMYHHKAITIIO Ha
roCyJJapCTBEHHOM SI3bIKE C
y4eToM 0CcOoOeHHOCTEN
COLIMAJILHOTO U
KYJbTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOH M MMCHbMEHHOM peyH,
- ICHOCTh (DOPMYITUPOBAHUS U U3JTOKCHHS
MBICJIEN

OK 06. ITposaBnsaTh
TrPaKIaHCKO-
MaTPUOTHYECKYIO TIO3HUITHIO,
JEMOHCTPHUPOBATH
OCO3HAHHOC ITOBEACHHE Ha
OCHOBE 00IICYETIOBEUCCKUX
LICHHOCTEHA.

- CO6J'IIOI[€HI/IG HOPM IIOBCACHUSA BO BPEMsL

y4eOHBIX 3aHATUHN U MPOXOXKICHUS YueOHOI

u HpOHSBOI[CTBGHHOﬁ IIPpaKTHK,

OK 07. CognericTBOBaThH
COXPAHEHHUIO OKPY>KaIOIIeH
Cpelbl,
pecypcocOepexeHHIo,

3¢ PeKTUBHO NEHCTBOBATH B
YpE3BBIYANHBIX CUTYyAIHSIX.

- 3peKTUBHOCTD BhINIOTHEHUS MTpaBui Th
BO BpeMsl YUEOHBIX 3aHSATHH, IIPH
HPOXOXKICHUN YIeOHOI 1
IPOU3BOICTBEHHOU MPAKTHUK;

- 3HAHHE U UCTIOJIH30BaHUE
pecypcocOeperaromux TeXHOIOT Uil B
00J1aCTH TEIEKOMMYHUKALIUN

OK 08. Hcnonb3oBaTh
cpencTBa puU3HIECKOM
KYJbTYPBI JJIs1 COXPAHEHUS
U YKpETUJICHHsI 3I0POBbsI B
npoiiecce
npodeccuoHaNbHOM
JESTSIIBHOCTH |

noJIep KaHue
HE00XO0MMOT0 YPOBHS
buszngecKoit
HOJTrOTOBJIEHHOCTH.

- 9(ppeKTUBHO UCTIONB30BATH CPEICTBA
(bu3NYECKOI KyJIbTYpHI JUIsl COXpaHEHUS U
YKpEIUJIEHUS 310POBbs B IIpOLIECCe
npodecCHOHANBEHON IeATENbHOCTH U
noJep>KaHuEe HEOOXOAUMOTO YPOBHS
¢bu3nYecKoil MOArOTOBIEHHOCTH. ;

OK 09. Ucnonb3oBarh
nH(pOpMaInOHHBIE
TEXHOJIOTHH B
npohecCuOHANBHOM
NESITEIbHOCTH.

- 9(ppeKTUBHOCTH MCTIOIB30BAHUS
MH(OPMaLMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTUI B MpoQeccCHOHaTbHON
JEeSITeILHOCTH COTJIACHO (POPMHUPYEMBIM
YMEHMAM U N10JIy4aEMOMY NIPAaKTUYECKOMY
OTIBITY;

OK 10. ITomp30BaThCs
npodecCuOHATbHON
JIOKYMEHTallue Ha
roCyJJapCTBEHHOM U

- 9(ppeKTUBHOCTH MCTIOIHL30BAHUS B
PO eCCHOHATBHON JeATENHHOCTH
HEO0OXOAMMON TEXHUYECKON
JIOKYMEHTAI[MH, B TOM YHCJIE Ha
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HWHOCTPAHHOM SA3BbIKC.

AHTJIUUCKOM SI3BLIKE.

OK.11. Ilnanuposatrs
HPEANPUHUMATEIBCKYIO
JIeATEIILHOCTD B
npodeccuoHaabHOM chepe

- 3¢ (eKTUBHO TUIAHUPOBATH
NPEANPUHIMATENIBCKYIO 1eSTEILHOCTh B
npodeccuoHaIbHON cdepe npu NPOBEAECHUU
paboT 10 KOHCTPYHPOBAHHIO CETEBOH

UHPPACTPYKTYPHI
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5. OHeHKa OCBOCHMS JOCTHIXKEHUM JTMIYHOCTHBIX PE3YJILTATOB BOCIIUTATEIbHOM pa6OTI>I

OrneHKa MOCTHMXKEHHUS O0Yy4YaroIIMMUCS JMYHOCTHBIX pe3yibTaroB (manee — JIP)
IIPOBOJIUTHCSI B paMKaxX KOHTPOJIBHBIX M OLEHOYHBIX MPOLEAYp, MPEAYCMOTPEHHBIX
nanHou IIporpammoi.

Cnoco0bl  KOHTPOJISI  pe3yJabTATOB W KPUTEPHMH  Pe3yJabTATHBHOCTH

peajn3anmnn BOCIIUTATE/IbHOM paﬁoTbI Oﬁy‘lalOHllrIXCﬂ AKAJACMHUYICCKOI0 KOJIJIEaKA .

Bun xontpons PesynbraTt KOHTpOIA
BxoaHoi KOHTPOJIbL JUArHOCTHKA CIOCOOHOCTEW W MHTEPECOB
oOyyJaromuxcs (TecTupoBaHue,
AHKETHUPOBAHME, COLIMOMETPHS, OIIPOC).
Tekymuii KOHTPOJIb nejarornyeckoe HabJroAeHue B Mpolecce
IIPOBEJICHUS MEPONPHUATHUH,

MeJarorM4ecKuil  aHajdu3  TBOPUYECKUX
pabotr, MeponpusATHH  OOyYaroIIMXCA,
dbopMHupoBaHHE W aHAIW3 MOPTHOIHO
o0ydJaromerocsi; HMCIOJHEHHWE TEKYIIeH
OTYCTHOCTHU

HUTorosplii KOHTPOJIb aHaJIN3 NesATEIILHOCTH

Komniekc kpurepueB OLeHKH JTHYHOCTHBIX Pe3yJIbTATOB 00y4al0IMXCs:
— JIeMOHCTpauus HHTepeca K Oyayuieit npodeccuu;
—  OIIEHKa COOCTBEHHOTO MPOBMKEHUS, IMYHOCTHOTO PAa3BUTHUS;
— TMOJIOKHUTENIbHAasg JWHAMUKA B  OpraHu3aluu  COOCTBEHHOH  y4yeOHOI
JESATEIBHOCTH 110 PE3yJIbTaTaM CaMOOLEHKH, CaMOaHAJIN3a U KOPPEKLUU €€ PE3yJIbTATOB;
—  OTBETCTBEHHOCTH 3a pe3yJIbTaT yueOHOI AeITeNTbHOCTH U MOATOTOBKH K
PO eCCUOHAIBHOM 1S TEIbHOCTH;

— TpOSIBJICHHE BBICOKONPO(ECCHOHAIBHON TPYOBOM aKTUBHOCTH;

— ydacTH€ B UCCIEA0BATEIbCKON U MPOEKTHOM padoTe;

— yyacTHe B KOHKypcax Mpo(hecCHOHAIBHOIO MacTepCTBa, OMMMIIHAIAX 110
npodeccun, BUKTOPUHAX, B IPEIMETHBIX HEIETX;

— coOmofieHue ATHYECKUX HOpPM  OOLICHMS TIpU  B3aUMOJCHCTBHM  C
00y4aroMMMHUCS, TIPENOIaBATEISIMU, PyKOBOJUTENSIMU MTPAKTHK;

— KOHCTPYKTHUBHOC B3aUMOJCHCTBUE B y‘Ie6HOM KOJIJICKTHUBC,
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