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Htoro 108 | 144 | 108 (144
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1. HEJIX OCBOEHUSA JTUCIIUITIJIMHBI (MOAYJIS)

1.1 | Lensto yuebHoM nucuummnHsl «MHGOpManmnoHHOE 00IecTBO U 0OecneueHne

1.2 | naopMaIoOHHOM 6€30TTaCHOCTIY SBIAETCS IPHOOPETEHNE CTyAeHTaMH 3HaHNI, HABBIKOB U YMEHHUH,

1.3 | cBsI3aHHEBIX C MIPaBOBbBIMU U IIPOTPAMMHO-TCXHUYCCKUMHA HpO6J’IeMaMI/I 3alllUThl I/IH(I)OpMaHI/II/I

1.4 | rocyIapcTBEHHBIX M HETOCYIAPCTBEHHBIX OPraHM3alUi U YIPESIKICHHH.

3amaun: 3agaun JUCHUIIIAHEI:

- oTIpeJieTICHHe OHATHITHOTO arnmapara, HCIIoJIb3yeMoro B 00J1acTi obecriedeHns: 0€301acHOCTH

uH(pOpMaUH B KOMIIBIOTEPHBIX CHCTEMAX;

- CHCTeMaTH3alusl TEOPETHYECKUX 3HAaHWH MO 00eCIedyeHHIo 0e30MacHOCTH MH(OPMAIMU B CHCTEMax YIPABICHUS, HCIOJIB3YIOLIINX
COBpEMEHHBIC HHPOPMAIHOHHEIC TEXHOJIOTHH;

- BBIBJICHHE CYITHOCTH, IIEJIEH, 3a1a4 ¥ MEcTa METO/I0B M CPE/ICTB 3AIUTHI MH()OPMAIIOHHBIX

MPOIIECCOB B KOMITBIOTEPHBIX CUCTEMax B 00IIeH cucteMe obecneueHus 6e30MacHOCTH HH(opMaIiy Ha
o0beKTax HH(OpMaTH3ALHH;

- N3y4eHNe OCHOBHBIX MPUHIINIIOB IIPIMEHEHHS METOIOB M CPEJICTB 3alIUTH HH(POPMAIUHU IIPH OpTraHN3anu
3aIIUTE HHPOPMAIMOHHEIX MPOIECCOB B KOMITBIOTEPHBIX CHCTEMAX;

- U3y4eHHE HOPMATUBHO-PYKOBOSIINX JOKYMEHTOB, PETJIaMEHTHPYIOIIUX BOIPOCH! o0ecredeH s 0e30I1acHOCTH
nH(pOpMaUK B aBTOMATH3MPOBAHHBIX CHCTEMAX;

- pa3BHUTHE ¥ 00y4aeMBIX yIPaBICHICCKAX M HHXKCHEPHBIX HABBIKOB 000CHOBAaHHOTO IPHHATHS PEIICHUH 1O
OpraHu3aly KOMIUIEKCHO# 3aluThl HH(OPMALIMH, OLIEHKE 3alUIEHHOCTH ¥ YIIPABJICHHUS POLECCAMHU 3allUThI B
ABTOMATH3UPOBAHHBIX CUCTEMaX.

2. MECTO JUCHHUIIJIUHBI (MOAYJISl) B CTPYKTYPE OBPA3OBATEJIbBHOU ITPOI'PAMMBbI

Hukn (paznmen) OIT: | b1.B

2.1 | TpeGoBaHus K NpeBAPUTEIbHOI HOATOTOBKE 00y4al0IIerocs:

2.1.1 | Marematuka

2.1.2 | OCHOBBI NOIUTHUYECKON HAYKH

2.1.3 | UudopMarioHHO-aHATUTHYECKast paboTa

2.1.4 | IlpaBoBoe obecrieueHrE MEKIYHAPOAHOTO COTPYIHHUUYECTBA

2.2 | JucunnnHbl (MOAY/1H) U NPAKTUKH, JJI51 KOTOPbIX OCBOEHHE JAHHOM AMCUUIIIMHBI (MOAYJIA) HEOOX0AUMO KaK
npejaulecTBywoee:

2.2.1 [ [Ipon3BoCTBEHHAS MIPAKTHKA: HAYIHO-HCCIIEAOBATENbCKAs paboTa (110 TeMe BBITYCKHOI KBaIn(UKaIHOHHOH PabOThI)

2.2.2 | PernoHnanpHble IOACUCTEMBI MEKIYHAPOAHBIX OTHOIICHUI

2.2.3 | MexnyHapoaabie KoHGIUKTH B X XI Beke

2.2.4 | BuemHenonutryeckuit mporecc (Boctok/3anam)

2.2.5 | BHelHsAs MOJIMTHKA CTPaHbl (PErMOHa) CrIeUaT3aI[ii

2.2.6 | YueOHas mpakTHKa: HaydHO-UCCIeI0BaTeNbCKask paboTa (MolydeHne NepBUYHBIX HABBIKOB HAYYHO-HUCCIIEA0BATEIbCKOM
paboThI)

2.2.7 | MexayHapoaHBIA TEPPOPU3M

2.2.8 | T'ocynapcTBeHHas KapoBas MOJUTUKA

3. DPOPMUPYEMBbBIE KOMIIETEHIIUU, UHANKATOPBI UX TOCTUKEHUSA
U IUIAHUpYeMble Pe3yIbTAThI 00ydeHHsI

YK-1: Cnocoben OCYIIECTBJIATH MOUCK, KpPlTl/l‘IECKl/lﬁ AHAJIN3 U CUHTE3 Hl—l(l)OpMaIIl/ll/l, NPUMEHATH CHCTEMHBII MOAXO0A IJIsl
peuaieHusl NOCTaBJICHHBIX 3a1a4

YK-1.1: IleMmoncTpupyeT 3HaHHE 0COOEHHOCTEH CHCTEMHOI0 U KPUTHYECKOI0 MBbILVICHUS] H TOTOBHOCTDb K HEMY

3HaThL

VYposens 1 | 3HaHHe 0COOEHHOCTEH CHCTEMHOTO M KPHTHYECKOTO MBIIIIICHHS

Ymernb

Yposens 1 | JleMOoHCTpHpOBaTh 3HAHUE OCOOCHHOCTEH CUCTEMHOTO M KPUTUIECKOTO MBIIIUICHHS U TOTOBHOCTh K HEMY

Baanernb

ypOBeHL 1 Hasrpikamn ACMOHCTPHUPOBATH 3HAHUE 0COOEHHOCTEN CHCTEMHOI'O U KPUTHYCCKOI'O MBIIIIJICHUS U TOTOBHOCTH K HEMY

YK-1.2: IIpumeHseT Jiorudeckue (popMbl H NpoLeIyphl, CIOCO6EH K pediekcHH 0 IOBOAY COOCTBEHHOI M uyXo0ii
MBICJIUTEIbHOMH 1eATeIbHOCTH

3HaTh

VYposens 1 | Jlormueckue GpopMbI 1 IPOLIETYPHI

YMmernb

VYposens 1 | [IpumensTs orudeckue GOPMBI U MIPOLEAYPHI, CIIOCOOCH K Pe(hIICKCHH 10 TOBOY COOCTBEHHON M 4yKOM




MBICIIUTEIIbHOM JACATCIBbHOCTHU

Baanernb

Yposens 1

HaspIxamu mprMeHeHHs JIOTHIECKHX (OPM H IPOLIEAYp, CIOCOOCH K pediIeKchy o OBOAY COOCTBEHHOI 1 TyKoi
MBICIIUTENBHOM AeSITeIbHOCTH

YK-1.3: AHaM3upyeT HCTOYHMK HH(OPMAIIMH ¢ TOYKH 3PeHHsI BpeMEHHBIX 1 NPOCTPAHCTBEHHBIX YCJIOBHUI ero

BO3HUKHOBEHHSI

3HaTh

VYposenb 1 | MicTouHuK MH(DOPMAIHH C TOYKU 3PEHUS BPEMEHHBIX M IPOCTPAHCTBEHHBIX YCIIOBUI €r0 BOSHUKHOBEHUS

YMmerh

VYpoBenb | | AHATU3UPOBATh UCTOUYHUK HH(OPMAIIMK C TOYKH 3PEHHUS] BPEMEHHBIX U TIPOCTPAHCTBEHHBIX YCIOBHI €ro
BO3HHUKHOBEHMS

Baagern

Yposenb 1 | [IpuMeHATh METOIBI aHAIN3a UICTOYHUKOB UH(MOPMAITUH C TOUYKH 3PCHUS BPEMEHHBIX M TPOCTPAHCTBEHHBIX YCIOBUI

€0 BOSBHUKHOBCHUA

YK-1.4: Ananu3upyeTt paHee CJOKUBLINeCS] B HayKe OLeHKH HH(OpMa U

3HaTh

VYposens 1 | CrnoxuBimuecs B HayKe OLEHKH HH(OPMaIun

Ymers

VYposens 1 | AHaI3UpOBaTh paHee CIOXKUBIIIECS B HAyKe OIIEHKH HH(POPMaINU

Buagers

Yposens | | Hasrixkamu anami3a paHee CIOXKHBINNECS B HAYKe OIEHKH HH(OpMaIin

YK-1.5: ConocraBisieT pa3Hble HCTOYHUKH HHGOPMALMH € LeJIbI0 BbISIBJIEHUS UX NPOTHBOPEYHii U MOUCKA 10CTOBEPHBIX

CYK/IeHHUIH

3HaTh

VYposens 1 | Pasnbre ncToUHNKH HHDOpPMAIIH

Ymers

VYposens 1 [ ComocTaBsATh pa3HbIe HICTOYHUKH MH(GOPMAILIUH C [IEJIBIO BEISBICHHUS NX POTHBOPEUHNH M TOMUCKA JOCTOBEPHBIX
CYXIECHUN

Baagernb

VYposens 1 | HaBeikamu conocTaBieHHs pa3Hble HCTOUHUKU MH(OPMALIMY C LENbIO BRISABICHUS UX IPOTUBOPEUHH U ITOUCKA

JAOCTOBCPHBIX cyxcnex—mﬁ

YK-1.6: AprymenTHpoBanHo ¢GopMHpPYeT COOCTBEHHOE CY:KIeHHe U OLleHKY HHpopMauuu, NPUHUMAaeT 000CHOBaHHOE

pelenne
3HaTh
Yposens | | Meroanky npuHATHS 000CHOBAaHHOTO PEIICHUS
Ymern
YpoBenb 1 | ApryMeHTHPOBaHHO (HOPMUPOBATH COOCTBEHHOE CYXKIICHHE M OIICHKY HH(POPMAITUH, IPUHIMAET 000CHOBAHHOE
pereHue
Baapers
Yposens 1 | HasbIxamu aprymeHTanuy coOCTBEHHOTO CYXKACHHUS
YK-1.7: Onpenensier npakTU4ecKHe NOCJeCTBUA NMPeIJI0KEHHOT0 pellleHus 3a1a4u
3HaTh
Yposensb 1 | [TocnencTBust npeasoKeHHOTO 3a1a4K
Ymern
Ypogsens 1 | OnpenensaTe NPaKTUISCKUE MOCISICTBHS MPEIOKEHHOTO PEIICHHS 3a7auH
Baapers
VYpogensb 1 | HaBBIKAMU OTNPEICTICHUS TPAKTHUECKUX TTOCIICACTBUH MPEUIOKEHHOTO PEIICHHS 3a]a91
4. CTPYKTYPA U COAEP KAHUME JUCHUIIJIMHBI (MOAYJIS)
Kon HaunmeHoBaHue pa3ieioB U TeM /BHT Cemectp | YUacoB | Komneren- | Jlureparypa m 3. pecypest | [Ipakr
3aHATHHA 3aHATHA/ / Kype 107071 . MOAT.
Paznen 1. Pazpen 1
1.1 HammonansHas 5 2 VK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 J12.2
6e3omacuocts PO /Jlek/ 1.7 J2.3J12.4
212233




1.2 HauuonansHas VYK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2

6e3omacuocts PO /TIp/ 1.6 J2.3J12.4
212233

1.3 HanwmonansHast VYK-1.3 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2

6e3omacuocts PO /Cp/ 1.5 J2.3J12.4
313233
1.4 OcHOBHBIE YK-1.1 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
OIpeNIeNIEHUs U 1.7 J2.3J12.4
KPUTEPUH 3103233
KJIacCH(pUKAIMU YIPO3
u atak /JIex/
1.5 OcHOBHBIE VK-1.2 VK- | JI1.1 J11.2 J11.3 J11.4J12.1 J12.2
OIpeneeHUs U 1.4 J2.3712.4
KpUTEpPHH 212233
KJIacCH(UKAIMU YIPoO3
u arak /I1p/
1.6 OcHOBHBIE VYK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
OTIpeNieNIeHus U 1.5 JI2.3J12.4
KpUTEPHUH 213233
KJIacCH(pUKAIMU yIPO3
u arak /Cp/
1.7 VYnpasnenue puckamu /Jlex/ VK-1.1 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
1.7 J12.3712.4
212233

1.8 VYnpasnenue puckamu /T1p/ YK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
14 J12.3712.4
313233

1.9 VYnpasnenue puckamu /Cp/ YK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
1.5 J2.3J12.4
212233

1.10 Tonutrka VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
6e3omacuoctu /JIex/ 1.7 J2.3712.4

212233

1.11 TTomuTHka VK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2

6e3omacuoctu /Ip/ 1.6 J2.3J12.4
313233

1.12 [onurnka VYK-1.3 VK- | JI1.1 J11.2 J11.3 J11.4J12.1 J12.2

6e3onacuoctu /Cp/ 1.4 J2.3J12.4
212233
Pasznen 2. Paznen 2

2.1 Be3omacHocTh B VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
I'moGanpHOM ceTn 1.7 J2.3J12.4
Internet /JIex/ 313233

2.2 BesomacuocTs B VK-1.2 VK- | JI1.1 J11.2 J11.3 J11.4J12.1 J12.2
I'mobanbHOM ceTn 1.6 J2.3712.4
Internet /T1p/ 212233

23 Be3omnacHocTh B VYK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
I'mobanbHOM ceTn 1.5 J2.3J12.4
Internet /Cp/ 019233

2.4 3aKOHOAATEIbHBIN VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
YpOBEHb 1.7 237124
HHGPOPMAIIMOHHOM 212233
6e3omacuocty /Jlex/

2.5 3aKOHOIATEIbHBIN VYK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
YpOBEHb 1.6 237124
HHGOPMAIIMOHHOM 2122533
6e3omacuoctu /I1p/

2.6 3aKOHOAATEIbHBIN VYK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
YpOBEHb 1.4 J2.3J12.4
nH(pOpMaIIMOHHON 213233
6e3onacuocty /Cp/

2.7 CraHaapTs VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
6e3omacuoctu /Jlek/ 1.7 J2.3J12.4

013233




2.8 Crannaptsl 4 VK-1.2 VK- | J1.1 J11.2 JI11.3 J11.4J12.1 J12.2

6e3omacuoctu /IIp/ 1.6 J2.3J12.4
212233

2.9 CrannmapTsl 4 VK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI12.2

6e3onacuoctu /Cp/ 1.5 J2.3J12.4
212233
Paznen 3. Pazgen 3

3.1 Teopus 2 YK-1.1 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
nHPOPMaMOHHOM 1.7 J2.3J12.4
0e30macHoCTH 212233
“H(POPMALMOHHBIX
cuctem /Jlex/

3.2 Teopus 2 YK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
HHPOPMATMOHHOI 1.6 JI2.3 J12.4
0e30MmacHOCTH 212233
HHGPOPMAIIMOHHBIX
cucreM /IIp/

33 Teopus 6 VK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
“HPOPMALIMOHHON 1.6 J2.3J12.4
0e30macHOCTH 213233
HH(POPMAIHOHHBIX
cucrem /Cp/

34 IIpotuBoaeiicTBre 2 VYK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
HECaHKIIMOHUPOBAHHOMY JTOCTYIY K 1.7 J2.3712.4
HCTOYHUKAM 21922 33
nHpopmannu /JIex/

3.5 IIpotuBoxeiicTBrEe 2 VYK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
HECaHKIIMOHUPOBAHHOMY JTOCTYITY K 1.6 J2.3J12.4
HUCTOYHUKAM 213233
napopmannu /TIp/

3.6 IIpotuBoxeticTBrE 4 VYK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
HECaHKIIMOHUPOBAHHOMY JTOCTYITY K 1.4 237124
HCTOYHUKAM 213233
nadopmanmn /Cp/

3.7 Metonbt 4 VK-1.1 YK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
Kpunrorpaduaeckoit 1.7 J2.3J12.4
3anUThl HHGopManuu /JIex/ 2132233

3.8 MeTtomabt 4 YK-1.2 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
Kkpunrorpadguaeckoit 1.6 J2.3712.4
3amuTel nHGopmanuu /I1p/ 313233

3.9 MeTtoabt 6 VK-1.3 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2
Kpunrorpadguaeckoi 1.6 J2.3712.4
3amuThl nHPopmaruu /Cp/ 213233
Paznen 4. Ilpome:kyrouHasi arTecTanus

4.1 Koncynpramus /Konc/ 1 VK-1.1 VK- | JI1.1 JI1.2 JI1.3 JI1.4J12.1 JI2.2

1.2 VK-1.3 J2.3J12.4
VK-1.4 VK- 2122533
1.5 YK-1.6
YK-1.7
4.2 Ox3amen /KAD/ 0,3 | YK-1.1 YK- | JI1.1JI1.2 JI1.3 JI1.4J12.1 J12.2
1.2 YK-1.3 J2.3J12.4
YK-1.4 VK- 212233
1.5 VK-1.6
VK-1.7

5. OHEHOYHBIE MATEPHAJIBI

5.1. KoutpoabHble BONPOCHI U 3aJaHUS

1. Kimaccugukaryst yrpo3 HHGOpPMAIIMOHHOH 0€30MacHOCTH aBTOMATU3MPOBAHHBIX CHCTEM 110 0a30BBIM MTPU3HAKAM.

2. Yrpo3a HapymeHus KOHUIeHIHATBHOCTH. OCOOCHHOCTH B IPUMEPHI PeaTH3aii yrPO3bL.
3. Yrpo3a HapymIeHHus [eT0CTHOCTH JaHHBIX. OCOOCHHOCTH B IPUMEPHI PEATH3au YIPO3bL.

4. Yrpo3sa oTkaza ciyx0 (yrpo3a oTkasa B goctyme). OcoOeHHOCTH U MPUMEPHI pealn3aliu yrpo3bl.

5. ¥Yrpo3a packphIThs mapamMeTpoB cHCTeMBbl. OCOOCHHOCTH U IPUMEPHI PEaTH3aIliH YTPO3HI.

6. ITorATHE TTOMUTHKHN 0€30IIACHOCTH HH(OPMAIMOHHBIX cucTeM. Ha3HaueHne momuTHKN 6e30IacHOCTH.




7. OCHOBHBIE THITBI TIOJIUTUKU OE30IACHOCTHU JIOCTYIA K JaHHBIM. JJUCKpEeLlMOHHbIE M MaHJATHBIE MOIUTHKY.

8. TpeboBanus K cucTeMaM KpUITorpaduueckoi 3auThl: KpunTorpadguueckue TpeOOBaHus, TPEOOBaHHS HAAE)KHOCTH,
Tpebosanus no 3ammre oT HCJI, TpeboBaHms K cpencTBaM pa3paboTKy.

9. 3akoHOIATENBHBIH YPOBEHb oOecneueHns: HHPopMannoHHOH 6e3omacHocTH. OCHOBHBIC 3aKOHOAATENbHBIC aKThl PO
B 00JIACTH 3aIIUTHl HHPOPMAIHH.

10.dyHKIMM ¥ Ha3HAYECHHE CTaHapTOB HHPOPMATMOHHOM Oe3onacHocTH. [IprMeps! cTaHIapTOB, UX PO IPU
MPOEKTHPOBAaHNH 1 pa3paboTke HH(POPMAIIMOHHBIX CHCTEM.

11.Kpurepuu oreHkn 06€30MaCHOCTH KOMIBIOTEPHBIX cucTeM («OpamxkeBas KHUTay). CTpyKTypa TpeOoBaHHH
6e3omacHocTH. Kitacchl 3aluIeHHOCTH.

12.Ennnbie kpuTepun 6e30macHOCTH HHGOPMAIIMOHHBIX TexHoJorni. [Torstie npodws 3ammrsl. CTpykTypa mpodus
3aIINTEL

13.Enunble kputepun 6€30MacHOCTH HHPOPMALMOHHBIX TeXHONOTHH. [IpoekT 3amuTsl. TpeboBaHus 6e30MacHOCTH
(pynxumonansHble TpeOOBaHUS U TPEOOBAHNS aJEKBATHOCTH).

14. ATMUHHCTPATHBHBIN YPOBEHB 3aIUTHI HH(GOPMAIHH. 3aJaul pa3IHIHEIX YPOBHEH YIIPABICHHS B PEIICHNH 3a/1a91
obecrieueHNst HHOPMAIIMOHHOHN 6€30I1aCHOCTH.

15.I1TponienypHblii ypoBeHb oOeciedeHns1 6€30acHOCTH. ABTOPHU3aLHs 110Ib30BaTeNeil B HHPOPMAIIMOHHON cHUCTEME.
16.nenTndukanus n ayTeHTH(UKAINS IPH BXOE B HHPOPMAIIMOHHYIO cHcTeMy. VIcTIonp30BaHNe MapOJIBHEIX CXEM.
HemocraTku mapoIbHBIX CXEM.

17 .M nentudukanys u ayreHTuUKaIMs nojas3osarteneil. [I[pumeHenne nporpaMMHO-anmapaTHBIX CPENICTB
ayTeHTH(UKAINH (CMapT-KapThl, TOKEHSI).

18.broMerpudeckne cpeacTBa HACHTH(GUKAINN U ayTeHTH()HUKAIINHY TTOJIh30BaTeIeH.

19.AyTenTuduxaiys cy0beKTOB B pacHpeie/IeHHBIX CcTeMax, mpobiems! u pemenus. Cxema Kerberos.

20.AyauT B MHpOPMAIMOHHEIX cucTeMax. OyHKIMY U Ha3HAuYCHHUE ayAnTa, €ro pojib B 00eCIeueHNH NHPOPMAILMOHHOI
6e3omacHOCTH.

21.TlonsTHE 3MeKTPOHHOI IHdpoBoit moxmucH. Iporenypsr hopMupoBaHus THGPOBOI MOINUCH.
22.3ak0oHOAaTeNbHBIN YPOBEHb IPUMEHEHHS UPPOBOI MOAMUCH.

23.MeTo/1pI HECUMMETPUYHOTO MK pOoBaHUsL. [croabp30BaHNe HECUMMETPHYHOTO MIM(POBAHUS AT 00ECIICUCHUS
[ETIOCTHOCTH JTaHHBIX.

24.0OcHOBHbIE HOPMAaTUBHBIE PYKOBOISIINE JOKYMEHTBHI, KacaloIiecs TOCYIapCTBEHHON TalfHbI, HOPMaTHBHOCIIPABOYHEIE
JOKYMEHTBHI.

25.Mecto nH(POPMAIIMOHHOH 0€30MaCHOCTH SKOHOMUYECKIX CHCTEM B HAI[MOHAIBHON 0€30MacHOCTH CTPaHbI.
Konnenmuus nHpopMannoHHOH 6€30acHOCTH.

26.1IpuunHbl HapyleHus 6e30MacHOCT HH(opMaIy Ipu ee 00paboTKe KpUNTOrpahUIEeCKUMU CPEACTBAMU.

27 IlonsTre aTaku Ha cucteMy nH(opMannoHHON 6e30macHOCTH. OCOOEHHOCTH JIOKAJIBHBIX ATaK.

28.PacripeneneHHbIe MHOOPMAIOHHBIE CHCTEMEI. Y TaJIeHHBIC aTaKX Ha HHOPMAIIMOHHYIO CHCTEMY.

29.Kanansl nepefadu JaHHBIX. Y Teuka HHpopManuu. ATaki Ha KaHAJBI Iepefadr JaHHBIX.

30.Dusnveckne cpeacTBa odecneueHus HHPOPMAITUOHHON 0€30TaCHOCTH.

31.OnexrponHas moura. [Ipodnemsr obecrieueHnst 6€30MaCHOCTH IIOYTOBBIX CEPBHUCOB M UX PEIICHUS.

32.Bupycsl 1 MeTobI OOPHOBI ¢ HUMH. AHTHBHUPYCHBIE IIPOTPAMMBI M TIAKETHIL.

33.IIporpaMMHO-amnmapaTHbIe 3aIUTHl HHPOPMALIMOHHBIX pecypcoB B IHTepHET. MexceTeBble SKpaHbl, UX (QYHKIMU U
Ha3HA4YEHHS.

34.BupTyanbHbIe YaCTHBIE CETH, X (QYHKIINH 1 Ha3HAYEHHE.

5.2. TeMbl NUCbMEHHBIX PadoT

5.3. ®oHA OLIEHOYHBIX CPEACTB

5.4. IlepeueHb BH/10B OLICHOYHBIX CPEICTB

6. YHEBHO-METOJUYECKOE U UTHO®OPMAIIMOHHOE OBECIIEYEHHUE JUCHUIIJIMHBI (MO JIS)

6.1. Pexomenyemasi iurepaTypa

6.1.1. OcHoBHas1 IMTepaTypa

ABTOpBI, COCTaBUTEH 3arnaBue W3narensCcTBO, IO

JI1.1 |Boponuosa C.B. Obecnedenne HHGOPMAIIMOHHON 0€30MaCHOCTH Mocksa: KnoPyc, 2020, URL:
B OaHKOBCKOU cepe (3aKOHHOCTh U https://book.ru/book/933980
MpaBoNOPSIOK): MoHOTrpadust

JI1.2 | Boponrosa C.B. Ob6ecnedenne HHPOPMATMOHHON 0€30MTaCHOCTH Mocksa: KnoPyc, 2017, URL:
B 0aHKOBCKOM cepe (3aKOHHOCTh U https://book.ru/book/921936
npaBoNoOpAaoK): MoHorpadus

JI1.3 | Boponmosa C.B. Ob6ecnedeHre HHPOPMAMOHHON 0€30MaCHOCTH Mocksa: KnoPyc, 2021, URL:
B OaHKOBCKOH cdepe (3aKOHHOCTh U https://book.ru/book/940132
IpaBoONOPA0K): MoHorpadus




ABTOpBI, COCTABUTEIH

3arnaBue

W3znarenscTBO, TO

JI1.4 | Umeiinos B. 4., Opranu3allmoOHHOE U TEXHUYECKoe oOecreyeHre Mocksa: OOO "Hay4HO-U31aTEeIbCKHIA IEHTP
Menaryusa M. B. MH()OPMALIMOHHON 0€30MaCHOCTH. 3aluTa NH®PA-M", 2021, URL:
KOoH(UIeHIHATBHOH HHOopMariH: Y4eOHOe http://znanium.com/catalog/document?
nocobne 1d=364729
6.1.2. Jlono/HUTE/ILHAS JINTEPATYpa
ABTOpBI, COCTaBUTEIH 3arnaBue W3natenscTBo, rox
JI2.1 |MenbuaukoB B. I1., mon | MapOpManmonHas 6e30macHOCTh: YUeOHUK Mocksa: KuoPyc, 2021, URL:
pen., KynpusinoB A. https://book.ru/book/939292
n.
JI2.2 |Tapteika T. JI., [TormoB | MHpOpManmoHHas 6€30MacHOCTh: YUeOHOe Mocksa: U3narensctBo "OOPYM", 2021,
.. nocobue URL: https://znanium.com/catalog/document?
id=364624
JI12.3 | Cprues FO.H. Samuta nHGopMaIu U HHHOPMAITHOHHAS Mocksa: OOO "HayuHo-u31aTenbCKUA IEHTP
0e30MacHOCTh: YueOHoe mocobue HNH®PA-M", 2021, URL:
http://znanium.com/catalog/document?
1d=366835
J12.4 | bapanosa E.K., Babam | Mupopmannonnas 6e3omacHocTh. McTopust Mocksa: Uznatensckuii Llentp PUOT], 2022,
A.B., Jlapun JI.A. CHEIHATBHBIX METOJIOB KPUITOrpadhUICCKOM URL: https://znanium.com/catalog/document?
JIeITebHOCTH: YueOHoe mocodue 1d=388319
6.2. DiekTpOHHBIE YUeGHbIE H3AAHNUS U JIEKTPOHHbIE 00pPa3oBaTe/IbHbIE Pecypchbl
31 | 1. UnatepHer yHuBepcuteT nHGOpMannoHHbIX TexHoxoruit UHTYUT [OnexTpoHHSEIH pe-cypc]. — Pexxum noctyma:
https://www.intuit.ru/studies/courses
2. EctecTBeHHO-HaydHBIN 00pa30BaTeNbHBIN MOpTal [ DIEKTPOHHBIN pecypc]. — Pexxum moctyma: http://www.en.edu.ru/
3. ®enepanbHbIi EHTP UHPOPMAITHOHHO-00PA30BATENLHBIX PECYPCOB [ DNEKTPOHHBIN pecypc]. — Pexxum mocryma:
http://fcior.edu.ru/. - Pexxum mocryma:
92 | EauHoe okHO 1ocTyna k 00pa3oBaTeNbHBIM pecypcaM [DIeKTpOoHHBIH pecype]. — Pe-skum poctyna: http://window.edu.ru/
5. DnexkTpoHHas OMONIMOTEYHAs cucTeMa Znanium [DIeKTpOHHBIN pecypc] — Pexkum mo-ctyma: http://new.znanium.com/
6. DnektpoHHas oubnmoreuHas cuctema Ibooks [DnexkrponHsiii pecype] — Pexxum gocty-na: http://www.ibooks.ru/. -
Pexum nocrymna:
33 | 7. DnexrponHas 6ubauoreunas cucrema BOOK.ru [DnektporHsIil pecypc] — Pexxum po-cryma: http://www.book.ru/
8. DnextponHnbie pecypebl Akagemun UMCHUT [DnekTpoHHBIN pecypc] — Pesxkum mocty-ma: http://eios.imsit.ru/
9. Web-pecypc «Odunmanbaeiii cant Akanemun UMCUT [DnektponHsiii pecype] — Peskum noctyna: http://imsit.ru/. -
Pexum nocrymna:
6.3.1. JIunleH3MOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe NPorpaMMHoe o0ecreyeHune, B TOM YHcjie 0Te4eCTBEHHOT0
Npou3BOJCTBA
6.3.1.1 | Windows 10 Pro RUS Omneparanas cuctema — Windows 10 Pro RUS TMoamucka Microsoft Imagine Premium — Order
Nel43659 ot 12.07.2021
6.3.1.2 | 7-Zip Apxusatop 7-Zip IIporpammuoe obecneuenue no aunensnun GNU GPL
6.3.1.3 | Google Chrome Bpay3ep Google Chrome IIporpammuoe obecnedenue o nunersnn GNU GPL
6.3.1.4 | Mozilla Firefox Bpaysep Mozilla Firefox IIporpammHuoe obecnieuenue no nuiensuu GNU GPL
6.3.1.5 | Kaspersky Endpoint Security AntuBupycnoe I10 Kaspersky Endpoint Security ms 6usneca Cranmaptasrif (350mT).
Horosop Ne ITP-00035750 ot 13 aexabps 2022r. (OO0 Ilpuma AirTn)
6.3.1.6 | MS Access 2016 CYBJ/I Microsoft Access 2016 IToanucka Microsoft Imagine Premium — Order Ne143659 ot 12.07.2021
6.3.1.7 | MS Project Pro 2016 Microsoft Project mpodeccronanbubiii 2016 IMommucka Microsoft Imagine Premium — Order
Nel143659 ot 12.07.2021
6.3.1.8 [ Oracle VM VirtualBox VM VirtualBox — nporpaMMHBIi IPOIYKT BUPTYANIU3AIMH [T ONEPAHOHHBIX CHCTEM
Iporpammuoe obecnedenue no aunersuu GNU GPL
6.3.2. Ilepeyenn npogeccHOHATBLHBIX (a3 JaHHBIX H HHPOPMAIIMOHHBIX CIPABOYHBIX CHCTEM
6.3.2.1 | Global CIO O¢unnansusiii nopran UT-gupextopos http://www.globalcio.ru
6.3.2.2 | ARIS BPM Community https://www.ariscommunity.com
6.3.2.3 | ABOUT THE UNIFIED MODELING LANGUAGE SPECIFICATION https://www.omg.org/spec/UML
6.3.2.4 | ICO MexyHapoaHast OpraHM3amys 0 cTaHgapTu3anuy https://www.iso.org/ru/home.html
6.3.2.5 | POCCTAHJAPT denepanbHoe areHTCTBO 110 TEXHUYECKOMY PETYINPOBAHUIO U METPOJIOTUN
https://www.gost.ru/portal/gost/
6.3.2.6 | Konekc — [Ipodeccnonanbhble cripaBouHbie cucteMsl  https://kodeks.ru

7. MTO (o6opynoBaHue U TeXHHYECKHE CPeICTBA 00ydeHUsI)

Ayn

HaunmenoBanue

|HO

OcHartenmne
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ITomemnienue s

Windows 10 Pro RUS

20 mocaiouHBIX MeCT, pabouee MECTO penoaaBaTes

MPOBEICHUS 7-Zip 20 xommetotepoB P55-UD3/INTEL-15-750/DDR3-1333-
3aHATHI Google Chrome 8I'6/SSD Flexis 120Gb /WD3200AAKS/Radeon HD-
JIEKIIHOHHOTO Mozilla Firefox 4600/DWL-G520 Wireles
TUIA, LibreOffice 20 monutopoB Acer V193W-19”
CEMUHAPCKOTo LibreCAD 20 KOMIUIEKTOB KJIaBUATypa+MBbIIlIb
THIA, KypCOBBIX Inkscape 1 kommytaTop Heynpasisiemblii DES-1024D
pabort (xypcoBbix | Notepad++. 1 6ecnipoBonHas Touka goctyna DWL-3200AP
MPOEKTOR), 1C:Ilpennpustue 8. Komruiekr 3 KommekT obopynosanus Arduino
TPYIIOBBIX U Adobe Photoshop CS3 5 yae6nsIx komrurekToB SDK 1.1s
napuBHayanbHeIX | Kaspersky Endpoint Security 1 M®Y HP LJ M1212nf MFP
KOHCYJIbTAIUH, MS Access 2016 12 Uuctpyment aist coopku IIK (otBepTka ph-1, miiockoryOrist
TEKYILEro MS Project Pro 2016 150 MM, TepMomnacTa 2rp., AHTHCTATUYECKUN OpacieT, CTSHKKH
KOHTPOJISL U MS SQL Server 2019 150 Mm)
MIPOMEXYTOYHOM MS SQL Server Management
arrecTalnyu, Studio 18.8
camocTosTenbHOi | MS Visio Pro 2016
paboTHL. MS Visual Studio Pro 2019
Anaconda3
Blender
Gimp
Maxima
Oracle VM VirtualBox
Oracle Database 11g Express
Edition
IntelliJ IDEA
JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC
Diptrace
Autodesk EAGLE
Ramus Educational
Micro-Cap Evaluation
114 Jlaboparopust LibreOffice 20 TocaI0uHBIX MECT, pabovee MeCTO MPENoIaBaTes,
«I'paduueckuit Inkscape 15 mono6soxoB Apple IMac 21,1/Apple M1/RAM 81'6/Apple
nmu3aitd u qu3aiid - | MS Visual Studio Pro 2019 SSD AP0256Q/GPU Apple M1/Ethernet 1000BaseT/AirPort
cpenpbl. Blender Extreme
JlabopaTopust Gimp 5 moHOO10KO0B Apple IMac 21,1/Apple M1/RAM 16I'6/Apple
Apple» IntelliJ IDEA SSD AP0512Q/GPU Apple M1/Ethernet 1000BaseT/AirPort
ITomemenue s JetBrains PhpStorm Extreme
MIPOBEICHUS JetBrains WebStorm 1 cereBoii HeynpasisieMblit kommyraTop DES-1024G
3aHATHIA Adobe Reader DC 1 UnrepakTtuBHas nanens EliteBoard LR-75UT4017
JIEKIIMOHHOTO MAC OS Big Sure 1 HoytOyk 15.6 HP 15-ral05ur
THIIA, Autodesk AutoCAD 2022 1 M®YV Brother DCP-1612WR
CEMHHAPCKOI0 Autodesk Maya 2022 1 HP Color LaserJet CP5225
THIIA, KYPCOBBIX Achicad
pabot (kypcoBeix | JetBrains PyCharm Community
MIPOEKTOB), JetBrains DataGrip
TPYIIOBBIX U
WHIVBHIYaTbHBIX
KOHCYJbTaLINH,
TEKYILETO
KOHTPOJISL U
IIPOMEKYTOUHOM
aTTecTanuy,
CaMOCTOSITESIbHOU
paboThI.
114a [Tomemenue mms Windows 10 Pro RUS 16 mocamouHBIX MeCT, pabodee MEeCTO TPENOaaBaTeIs
MIPOBEICHUS 7-Zip 16 xommbroTepoB GA-870A-USB3/AMD-Phenom(tm)-I1-X4-
3aHATUN Google Chrome 945/ DDR3-1333-416/SSD Flexis
JICKITAOHHOTO Mozilla Firefox 120Gb/WD5000A AKX/Radeon HD-5800/Realtek PCle GBE
THUIA, LibreOffice 16 monuropoB AOC e2243Fw 21,5”
CEMHHAPCKOI0 LibreCAD 16 KOMIUIEKTOB KIaBUATypa+Mblllb
TUIA, KyPCOBBIX Inkscape 1 Kommytatop LincSys SR224G

paboT (KypcoBBIX

Notepad-++.

1 IIpoextop ViewSonic PJD5232




MPOEKTOB),
IPYNIOBBIX U
WH/IBUTYaTbHBIX
KOHCYJbTalUH,
TEKYIIEro
KOHTPOJIS U
IIPOMEKYTOUHOM
aTTeCTaluH,
CaMOCTOSITENIbHOM
paboTHL.

1C:Ilpeanpustue 8. Kommnext
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Pro 2019
Anaconda3

Blender

Gimp

Maxima

Oracle VM VirtualBox
Oracle Database 11g Express
Edition

IntelliJ IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC

Arduino Software (IDE)
NetBeans IDE

ZEAL

Klite Mega Codec Pack

MS Office Standart 2010
Ramus Educational
Micro-Cap Evaluation

1 IIpoexuuonnsii 9kpad Luma

1 UnTepaktuBHas nocka WR-84A10 ¢ mpoekTopom ViewSonic
PS501X

1 HIxad TeneKOMMyHHKAITHOHHBIH

1 UBIT SMART UPS 2000

3 Kommyratop Cisco Catalist 2960

1 Konnentparop AlterPath 16 port

4 Mapupytuzatop Cisco-2800

2 Mapmpytuzarop Cisco-2811

6 Monyinsb 2-port

2 Jlanens KOMMYyTallMOHHAS

12 HInyp V.35 Cable

Buras napa, Konnexrop RJ-45

2 UHctpymeHT mis 3auncTku kabemns UTP

1 IIpoTsixka kabenpHas, d=3,5 MM 10 M

1 Tecrep MET'EOH 40060/11IT.

5 MHCTpYMEHT [yt 00)KMMa BUTOM TaphI

5 Tecrep KabeTbHBIIHI

3 UncTpyMeHT i 3a7ienky kabens BuTas napa tun Krone ¢
KpIOYKaMHU

3 P renedon GrandStream GXP1610

2 Kommekr aiis montaxa CKC (nmatu-nanens 1U kat.5e UTP
24 nopta-1 mrT., KHCTPyMEHT 00KUMHOM st RJ-45 1 .,
HHCTPYMEHT IS 3a4UCTKH Kabes 1 mT., ”HCTPYMEHT IS
pasnenku KOHTakToB - | wt., LAN tectep 1 mrT.)

2 Poyrep Wi-Fi poyrep Keenetic

1 Cepeep GA-870A-USB3/AMD-Phenom(tm)-I1-X4-945/
DDR3-1333-41'6/SSD Flexis 120Gb/WD5000AAKX/Radeon
HD-5800/Realtek PCle GBE

115 ITomemienue aas Windows 10 Pro RUS 20 mocaiouHBIX MeCT, pabouee MECTO IpenoaaBaTes
MIPOBEICHUS 7-Zip 20 xommbiotepoB GA-870A-USB3/AMD-Phenom(tm)-11-X4-
3aHATHI Google Chrome 945/DDR3-1333-4I'6/ SSD Flexis
JIEKIIHOHHOTO Mozilla Firefox 120Gb/WD5000A AK/Radeon HD-5800/Atheros AR9287
THIIA, LibreOffice Wireless
CEMHHAPCKOIo LibreCAD 19 monutopo AOC €2243Fw 21,5”

THIIA, KypCOBBIX Inkscape 1 monuTop Acer V226HQL 21,5”
pabort (xypcoBbix | Notepad++. 20 KOMILJIEKTOB KJIaBUATypa+MblIIb
MIPOEKTOR), 1C:Ilpennpustue 8. Komruiekr 1 6ecnipoBomHas Touka noctyna TP-Link TL-WASO0IND
TPYIITOBBIX H Kaspersky Endpoint Security
uHAUBUAYaIbHBIX | MS Access 2016
KOHCYJIbTaIUH, MS Project Pro 2016
TEKYIEro MS SQL Server 2019
KOHTpOJIA U MS SQL Server Management
IIPOMEKYTOYHOM Studio 18.8
aTrecTalyu, MS Visio Pro 2016
camocrosiTenbHON | MS Visual Studio Pro 2019
paboTHL. Anaconda3
Blender
Gimp
Maxima
Oracle VM VirtualBox
StarUML V1
Oracle Database 11g Express
Edition
IntelliJ IDEA
JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC
Arduino Software (IDE)
NetBeans IDE
ZEAL
Klite Mega Codec Pack

119 INomemenue s Windows 10 Pro RUS 20 mocagouHBIX MeCT, pabodee MeCTO IperoaaBaTess
MIPOBEICHUS 7-Zip 20 xommnetotepoB H1 10M-S2-C/INTEL Pentium G4400/DDR4
3aHATHH Google Chrome -2133-41'6/TOSHIBA HDWD105/Intel HD-510/Atheros




JIEKLINOHHOT O
TUIA,
CEMHHAPCKOI0
TUTA, KyPCOBBIX
pabot (KypcoBbIX
MIPOEKTOB),
TPYITIOBEIX 1
WHIMBUAYaIbHBIX
KOHCYJbTAIINM,
TEKYIEro
KOHTPOJISI U
MIPOMEXYTOYHOM
aTTeCcTaluH,
CaMOCTOSITEIbHON
paboTHL.

Mozilla Firefox

LibreOffice

LibreCAD

Inkscape

Notepad++.
1C:IIpennpusitue 8. Komruiekr
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Pro 2019
Anaconda3

Blender

Gimp

Maxima

Oracle VM VirtualBox
StarUML V1

Oracle Database 11g Express
Edition

IntelliJ] IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)

AR9287 Wireless

20 MOHUTOPOB

20 KOMIIJIEKTOB KJIaBUATypa+MblIIlb

1 6ecipoBoanas Touka gocryna TP-Link TL-WASO0IND

NetBeans IDE

ZEAL

ARIS Express

AnyLogic

Klite Mega Codec Pack

MS Office Standart 2007

120 ITomemnienue ais Windows 10 Pro RUS 20 mocaiouHBIX MeCT, pabouee MECTO IpenoaaBaTes

MPOBEICHUS 7-Zip 20 xommeiotepoB A320M-H-CF/AMD Ryzen 5 2600X/DDR4-
3aHATHN Google Chrome 2933 16I'6/SSD XPG GAMMIX S11 Pro 512T'6/NVIDIA
JIEKIIMOHHOT'O Mozilla Firefox GeForce GTX 1050 Ti/Realtek PCle GbE Family Controller
TUIA, LibreOffice 40 monutopoB Samsung S24R350FHI 23.8"
CEMHHAPCKOIo LibreCAD 20 UBII CyberPower UT650EG
THIIA, KypCOBBIX Inkscape 20 KOMIIIEKTOB KJIaBUATypa+MblIllb
pabort (xypcoBbix | Notepad++. 20 rapautyp Defenfer G-320

MPOEKTOR),
TPYIIOBBIX U
WH/IMBUAYaIbHBIX
KOHCYJbTalUH,
TEKYILEro
KOHTpOJIA U
MIPOMEXYTOYHOM
aTTecTaluu,
CaMOCTOSITCIILHOM
paboTHL.

1C:Ilpennpustue 8. Komruiekr
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Pro 2019
Anaconda3

Blender

Gimp

Maxima

Oracle VM VirtualBox
StarUML V1

Oracle Database 11g Express
Edition

IntelliJ IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC

1 meynpasnsemsrit kommytarop TP-LINK TL-SG1024D
1 UnrepaxtusHas manens EliteBoard LR-75UT40i7




NetBeans IDE

ZEAL
SMath Studio
Klite Mega Codec Pack

121 Ka6uner Windows 10 Pro RUS 17 mocamouHbIX MecT, pabodee MEeCTO IpenoaaBaTes
HMHOCTPaHHOTO 7-Zip 17 xommerotepoB PSH67/INTEL i5-2300/DDR3-1333-
SI3BIKA Google Chrome 4T°6/SSD Flexis 120Gb/ WD5000AAKX/Radeon HD
(stuaTad OHHBII Mozilla Firefox 6700/Realtek PCle GBE
KaOHHET). LibreOffice 17 monutopo AOC e2243Fw 21,5”

IMomemenue mus Notepad++. 17 KOMITJICKTOB KJIaBHATypa-+MBIIIb
IIPOBEICHUS Kaspersky Endpoint Security 1 kommyraTop Heynpasisiemblii DES-1024D
3aHATUN Oracle VM VirtualBox

CEMHHAPCKOT0 Adobe Reader DC

THIIA, KypCOBBIX I10 JIMHKO v8.2 nemo-Bepcus

pabort (kypcoBbix | Klite Mega Codec Pack

MIPOEKTOB),

TPYIIITOBEIX U

WHIUBHYaTbHBIX

KOHCYJbTaLUH,

TEKYILETO

KOHTPOJISI U

IIPOMEKYTOUHOM

aTTecTaluH,

CaMOCTOSTEIBHON

paboTHI.

122 [Momemenue nns Windows 10 Pro RUS 20 TocaIouHBIX MECT, pabovee MEeCTO TPENoaaBaTels
[IPOBEICHUS 7-Zip 20 xommnetotepoB H310M S2P/Intel(R) Core(TM) i3-8100 CPU
3aHATHHA Google Chrome @ 3.60GHz/DDR4-2400-161'6/TS240GMTS820S/  Radeon
JICKIIHOHHOTO Mozilla Firefox RX 550 Series/Realtek Gaming GbE Family Controlle
THUIA, LibreOffice 20 monuTopoB Acer G246HYL 24”

CEMHHAPCKOT0 LibreCAD 20 KOMITJIEKTOB KJIaBUATypa+MblIIlb
THUTIA, KyPCOBBIX Inkscape 1 meynpasnsiemsiit kommytarop TP-LINK TL-SG1024D
pabot (kypcoBbix | Notepad++. 1 M®VY Brother DCP-1612WR
MPOEKTOB), 1C:Ilpeanpustue 8. Kommnext
IPYIIOBBIX U Kaspersky Endpoint Security
uHAMBUAYaIbHBIX | MS Access 2016
KOHCYJIbTAlUH, MS Project Pro 2016
TEKYIIEro MS SQL Server 2019
KOHTPOJIA U MS SQL Server Management
MIPOMEXXYTOUHOH Studio 18.8
aTTecTaluu, MS Visio Pro 2016
camocrositernbHol | MS Visual Studio Pro 2019
paboTHL. Anaconda3

Blender

Gimp

Maxima

Oracle VM VirtualBox

StarUML V1

Oracle Database 11g Express

Edition

IntelliJ IDEA

JetBrains PhpStorm

JetBrains WebStorm

Autodesk 3ds Max 2020

Autodesk AutoCAD 2020

Adobe Reader DC

Achicad

Embarcadero RAD Studio XE8

Arduino Software (IDE)

NetBeans IDE

ZEAL

Kommnexec KPEJIO -

3eMIIeyCTPOMCTBO U KalaCTPhI

Klite Mega Codec Pack

MS Office Standart 2007

123 [Homemenue nns Windows 10 Pro RUS 19 nocamouHbIX MecT, pabodee MECTO IpEenoaaBaTes
MPOBEICHUS 7-Zip 19 xommerotepoB H1 10M-S2-C/INTEL Pentium G4400/DDR4




3aHATHH Google Chrome -2133-41'6/TOSHIBA HDWD105/Intel HD-510/Atheros
JICKIIMOHHOTO Mozilla Firefox AR9287 Wireless
THUIA, LibreOffice 19 monutopos LG Flatron 1718s
CEMHHAPCKOI0 LibreCAD 19 KOMIUIEKTOB KIaBUATypa+Mblllb
TUNA, KypCOBBIX Inkscape 1 nHeynpasnsemsiii kommytatop TP-LINK TL-SG1024D
pa6ot (kypcoBbix | Notepad++.
TIPOEKTOB), 1C:Ilpennpustue 8. Kommuaekr
TPYIIOBBIX U Kaspersky Endpoint Security
uHAUBUAYAbHBIX | MS Access 2016
KOHCYJBTAITHH, MS Project Pro 2016
TEKYIIEeTo MS SQL Server 2019
KOHTPOJIS U MS SQL Server Management
MIPOMEKYTOTHOM Studio 18.8
aTTeCTaIuH, MS Visio Pro 2016
camoctosTenbHoit | MS Visual Studio Pro 2019
paboTHI. Blender
Gimp
Maxima
Oracle VM VirtualBox
Oracle Database 11g Express
Edition
IntelliJ IDEA
JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)
NetBeans IDE
ZEAL
Klite Mega Codec Pack
126 Komnerorepnas Windows 10 Pro RUS 20 mocaiouHBIX MECT, pabouee MECTO IpenoaaBaTes
naboparopus 7-Zip 11 xommbroTepoB THMa «MoH0070K» Lenovo IdeaCentre-/ Intel
Google Chrome Pentium CPU 4415U 2.30GHz/DDR4-2133-41'6/ WDC
Mozilla Firefox WDI0EZEX-08WN4A0 1000I'6/ Intel(R) HD Graphics 610 /
LibreOffice Realtek PCle GbE Family Controller/ Qualcomm Atheros
LibreCAD QCA9377 Wireless Network Adapter
Inkscape 5 xoMmbroTepoB THIa «MoH0OI0K» Lenovo IdeaCentre IAO
Notepad++. 300-23SU /INTEL Pentium 4405U/DDR4-2400-

1C:Ilpennpustue 8. Komriekr
Kaspersky Endpoint Security
MS Access 2016

MS Project Pro 2016

MS SQL Server 2019

MS SQL Server Management
Studio 18.8

MS Visio Pro 2016

MS Visual Studio Pro 2019
Blender

Gimp

Maxima

Oracle VM VirtualBox
StarUML V1

Oracle Database 11g Express
Edition

IntelliJ IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC
Embarcadero RAD Studio XE8
Arduino Software (IDE)
NetBeans IDE

ZEAL

Klite Mega Codec Pack

8I'6/ST1000DMO003/Intel HD-510/Intel(R) Dual Band Wireless
-AC 3165

4 Kommbrotepa Trma "Mono6snok" Lenovo /Intel Pentium
Silver J5040 CPU 2.00GHz/DDR4-2400 81'6/SSD WDC PC
SN530 SDBPMPZ-512G-1001/Intel(R) UHD Graphics 605/
Realtek PCle GbE Family Controller/ Realtek 8821CE
Wireless LAN 802.11ac PCI-E NIC

20 KOMIUIEKTOB KJIaBUATypa+MBbIIlIb

1 6ecnipoBoHas Touka goctyna DWL-3200AP




208 JlabopaTopust Windows 10 Pro RUS 19 nmocamgouHBIX MecT, pabodee MeCTO IperoaaBaTes,
DNEeKTPOTEXHUKH, | 7-Zip 10 xommerotepoB H97-PLU/INTEL i5-4460/DDR3-1333-
JEKTPOHHUKH U Google Chrome 16I'6/SD7SB6S-128G+ST500DMO002/Radeon R7 200/Realtek
CXEMOTEXHHUKH. Mozilla Firefox PCle GBE
ITomerenue s LibreOffice 1 xomnbtotep PSP41T-LE/INTEL Core2Duo E-6700/DDR2-
MIPOBEICHUS LibreCAD 667-2I'6/ WD800JD/GF-9500 GT/ Realtek PCle GBE
3aHATUH Inkscape 10 monuropo Philips 274E5QSB 277
JIEKIMOHHOTO Notepad++. 1 monuTop Samsung SyncMaster E1720
THIIA, Kaspersky Endpoint Security 11 KOMITJIEKTOB KJIaBUATypa+MBbIIllb
CEMUHAPCKOT0 MS Access 2016 1 mpunTep HP LaserJet 1018

THIIA, KyPCOBBIX
pabot (KypcoBbIX

MS Project Pro 2016
MS SQL Server 2019

Edition

Intelli] IDEA

JetBrains PhpStorm
JetBrains WebStorm
Autodesk 3ds Max 2020
Autodesk AutoCAD 2020
Adobe Reader DC
Diptrace

Autodesk EAGLE
Arduino Software (IDE)
NetBeans IDE

ZEAL

NI LabVIEW Full

1 xommyTtaTop Heynpasnsemsrit DES-1016D
1 BecripoBoaHast Touka nocryna Apple Air Base Station

MIPOEKTOB), MS SQL Server Management MexaucuuruinHapHas saboparopHast ctanius NI ELVIS 11 u
TPYIITOBBIX H Studio 18.8 1O Circuit Design Suit JlabopaTtopusi CXeMOTEXHHKH
uHAuBUAYadbHBIX | MS Visio Pro 2016 (reobxogumo Hanmuuue nad. ctanuun ELVIS) [Ipaktukym no
KOHCYJIBTAIHH, Blender IU(POBBIM IEMEHTAM BBIYUCIUTENFHOM U HH(POPMAIIMOHHO-
TEKYILETO Gimp HN3MEPHUTENFHOM TEXHUKU (HEOOXOIMMO HaJTMIHE

KOHTpPOJIS U Maxima nabopatopHoii cranu ELVIS) Jlabopatopus
MIPOMEKYTOUHOM Oracle VM VirtualBox MIPOEKTHPOBaHUE HUPPOBBIX YCTPOUCTB U IPOTPaMMHUPOBAHUS
aTTecTaluu. Oracle Database 11g Express TJINC (HeoOxoaumo Hamu4ue gabopatopHoi ctanmuu ELVIS)

Kommnekt akceccyapoB NI myRIO Starter Accessory Kit
(onmumonansHO) Kommext akceccyapos NI myRIO
Mechatronics Accessory Kit KomrmuiekT akceccyapoB NI
myRIO Embedded Systems Accessory Kit Akanmemmdaeckast
munensus NI LabVIEW. Arduino Robot.

8. METOAMYECKUE YKA3AHMS 1151 OBYUAIOIIUXCSI IO OCBOEHMIO JUCHUILIAHBI (MOIY.JIS)

B cootBerctBuu ¢ TpeboBanmsiMu @T'OC BO no HampaBieHHIO MOATOTOBKY peain3aliisi KOMIETEHTHOCTHOTO MOAX01a
IpeTyCMaTPUBACT UCIIOIH30BAHKE B yICOHOM IPOIIecce aKTHBHBIX  MHTEPAKTUBHBIX (JOPM MPOBEICHUS 3aHATHH (pa3dop
KOHKPETHBIX 3a71a4, TPOBEICHUE OJIUII-OMPOCOB, UCCIIEIOBATENbCKHE paOOTHI) B COYETAHUN C BHEAYIUTOPHOW PabOTOM C IENbI0
(hopMUpPOBaHUS U Pa3BUTHA IPO(HECCHOHATBHBIX HABBIKOB O0YUIAIOIIUXCS.

Jlexunonnsie 3ausaTust nononsstoTes [13 u paznuunbiMu popmamu CPC ¢ yueOHOM U HaydHO# JuTepaTypoit B npouecce Takoi
pabOoThI CTYIEHTHI TPUOOPETAIOT HABBIKU «TITYOOKOTO YTCHUS - aHAIN3a U UHTEPIIPETAIIMHA TEKCTOB MO0 METOIOJIOTHH U METOTUKE

JUCIHUIIIINHBI.

VueOHbIit Marepuall no AMCHUILINHE ((BI:ICOKOHpOI/BBO,ILI/ITeJ'H)HbIe BBIYHCIIUTCIBHBIC CUCTEMbI». Pa3JICJICH Ha JTOTHMYCCKU
3aBCPIICHHBIC YaCTH (MOZ[yJ'II/I), MOCJIC U3YUCHH A, KOTOPBIX MPEAYCMATPUBACTCA aTTECTALIUA B (bopMe IMHUCBbMEHHBIX TECTOB,

KOHTPOJIBHBIX PadoT.

PaboTs! orieHuBaroTCA B 6aymiax, cyMMa KOTOPBIX JaeT PeHTHHT KaKIOoro odydaromierocs.. B 6anax oleHUBAarOTCS HE TOIBKO
3HaHMS ¥ HABBIKH O0YUaIOLIUXCs, HO U UX TBOPYECKHE BO3MOXKHOCTH: aKTHBHOCTb, HEOPAMHAPHOCTD PEIICHNI MOCTaBIEHHBIX
npo6urem. Kaxkapiii Moxynnb yaeOHOM QUCIUIUIMHBI BKIFOUAeT 00s3aTeIbHBIC BHIBI padoT — ek, 113, paznmmunsre Bumgst CPC
(BBITIONTHEHUE TOMAIITHUX 3aJaHUH [0 PEIICHHMIO 3a/1a4, MOATOTOBKA K JEKIUSIM U MPAKTHIESCKUM 3aHATHIM).

dopma TeKyILEero KOHTPOJIsI 3HaHUH — paboTa CTyIeHTa Ha MPaKTUYECKOM 3aHITUH, onpoc. Popma MPOMEKYTOUHBIX aTTeCTalui —
KOHTpPOJIbHAs paboTa B ayIUTOpUH, JoMaIHss paboTa. MiToroas ¢popma KOHTPOIIS 3HAHMIT IO MOZYIISIM — KOHTPOJIbHAsI paboTa ¢
3aJja4aMu 110 MaTepUaIy MOIyJIs.
Mertoauueckne yka3aHHs 110 BBITOJHEHHIO BCEX BUAOB yIeOHOU pabOTHI pa3MelIeHs! B AICKTPOHHOH 00pa30BaTeNNbHOI cpee

aKaJICMUH.

MeTO}II/IqCCKI/Ie YKa3aHus 1 MaTCpHraJibl 110 BUAaM y‘{e6HBIX 3aHATHI IO JUCHUIIIIUHE:

Bun yueOHBIX 3aHATHIA, paboOT -

Opraxm3anus qeaTeIbHOCTH o0ydaromerocst JIeKis -

Hanucanue KoHCIIEKTa

JIEKIHA: KPaTKo, CXeMaTUYHO, ITOCIEI0BATENIbHO (PUKCUPOBATH OCHOBHBIE TIOJI0KEHUS, BEIBOABI, (HOPMYIUPOBKH, 0000IICHNS,
OTMEYaTh Ba)XHBIE MBICIIH, BBIICISITH KITIOUEBBIE CJIOBA, TePMUHEL. [IpoBepka TepMHUHOB, MOHSTHH C TIOMOIIBIO SHIUKIIONEANH,
CITOBapeH, CIIPAaBOYHHUKOB C BBITMCHIBAHUEM TOJIKOBAHHH B TeTpaab. O003HAYUTE BOIIPOCHI, TEPMUHBI, MaTepHall, KOTOPHIHA
BBI3BIBACT TPYIHOCTH, OMBITAThCS HAUTU OTBET B PEKOMEHIYeMOH JTUTEpaType, €CIIH CAMOCTOATENIBHO He yaaéTcs pa3oOparscs B
Marepuae, Heo0X0IMMO chOPMYIIPOBATH BOIPOC U 331aTh MPEIOIaBaTENI0 Ha KOHCYIbTAlll1, HA IPAKTHYECKOM 3aHSATHH.
IMpakTrdeckue 3ausTHs - KOHCIEKTHpOBaHUE HCTOYHHKOB. PaboTa ¢ KOHCIIEKTOM JISKIHH, TOJATOTOBKA OTBETOB K KOHTPOJIBHBIM

BOIIPOCAM, IPOCMOTP PEKOMEHAYEMOI TUTepaTypsl, paboTa ¢ TEKCTOM. BEITOTHEHNE TPAKTHYECKUX 33739 B HHCTPYMEHTAIBHBIX
cpenax. BemmonHenue nmpoekToB. Pemenne pacuéTHO-rpadguyeckux 3alaHuid, pelieHue 3aJau Mo alropuTMy U JIp.
CamocrositenbHast pabota - 3HAKOMCTBO C OCHOBHOM M JIOTIOJIHUTENBHOM JINTEpaTypoil, BKIIIOYas CIIpaBOYHbIC M3/IaHM,
3apyOeKHbIC HCTOYHNKH, KOHCTIEKT OCHOBHBIX OJIOKCHHH, TEPMUHOB, CBEJICHNH, TPEOYIOMMXCS TSI 3aTIOMIHAHAS H SBIISIOIINXCS
OCHOBOIIOJIATAIOMIMMH B 3TOH TeMme. CocTaBlIeHNE aHHOTAIMI K IPOYNTAHHBIM JIUTEPATypPHBIM HCTOUHHUKAM H JIP.




9. METOUYECKHE YKA3AHUSA OBYYAIOIUMCS IO BBINMOJHEHNIO CAMOCTOSATEJIBHOU PABOTBI

OCHOBHBIMH 337Ja9aMH CaMOCTOSATEIBHON pabOTHI CTYEHTOB, SIBISFOTCS: BO—TIEPBBIX, IPOJODKEHUE U3YUCHUS TUCIUIIIHHEI B
JOMAIITHUX YCIOBUSIX 110 MporpaMMe, MpeArIoKeHHON MpenojaBaTeneM; BO—BTOPBIX, IPUBUTHE CTYIeHTaM HHTEpeca K TEXHUYECKOH
U MaTeMaTHYECKOH JMTEpaType, HHXKEHEPHOMY Jeity. M3ydeHne n n3noxeHne HHPOPMaIHH, TTOIy4CHHON B pe3ylbTaTe N3y4CHUs
Hay4HOMU JINTEpaTyphl U MPAKTUUECKUX MAaTEPUAIOB, IPEIIOIaracT pa3BUTHE y CTyAICHTOB KaK BJIaJicHUs HABBIKAMU YCTHOM peud,
TaK U CIIOCOOHOCTEH K 4eTKOMY NICbMEHHOMY M3JI0KCHUIO MaTepHaa.

OcHOBHO¥ (pOpMO¥ KOHTPOJIS 38 CAMOCTOSITENILHOH pabOTOH CTYICHTOB SIBIISIIOTCS IPAKTUUECKUE 3aHATHS, a TAKXKE CKEHEEIbHbIE
KOHCYJIbTALlUM [IPENOIaBaTEs.

[IpakTrueckue 3aHATHS — HaHOOIee MOAXOAAIIee MECTO I (JOPMHUPOBAHUS YMEHHUS IPUMECHATH OTydCHHBIC 3HAHNS B
MIPaKTHYECKOH 1€ATEIbHOCTH.

ITpu TOArOTOBKE K MIPAKTUIECKUM 3aHATHAM CIIEIYeT COOMIOAaTh CUCTEMaTHYHOCTb M IIOCIIEA0BaTENbHOCTD B padbote. HeoOxoxumo
CHaYaJa BHUMATEJIFHO 03HAKOMHTBCS C COIEpKaHNeM IUTaHa IPAKTHUECKUX 3aHATHI. 3aTeM, HAWTH B yIeOHOH muTepaTtype
COOTBETCTBYIOIIUE Pa3Aelbl U MPOUUTaTh uX. OcBauBaTh U3ydaeMBblil MaTepHall cleayeT 1o 9acTaM. [Tocie u3ydeHus kakoi-muoo
TEMBI MJIN €€ OT/ENIbHBIX Pa3/ie/IoB HEOOX0JUMO MOTyIEeHHbIC 3HAHUSI IPUBECTH B CHCTEMY, CBSI3aTh BOCIAMHO BECh IPOPAOOTaHHbIN
MaTepual.

[Ipu moxBeIeHUN HTOTOB CAaMOCTOSATENBHON pabOoTHI PENoaaBaTeIeM OCHOBHOE BHUMAHHUE JOJDKHO YACIATHCSA pa3dopy U oIeHKe
IDy4dIIux pa0boT, aHaIu3y HeocTaTKoB. I1o npenoxkeHuo mpernoaaBaTels CTYIeHT MOXKET U3II0XKUTh COAEpKaHUE BBIOTHEHHOW UM
MHUCHMEHHOH paboThI Ha MPAKTHYECKUX 3aHITHAX




